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CHAPTER ONE  

INTRODUCTION  

1.1. Background of the study  

The Ethiopian Customs Commission is a government organization tasked with safeguarding 

national revenues by regulating imports and exports. The commission safeguards domestic 

industry and services by combating illegal operations and has contributed to the country's 

economic growth. It is in charge of customs clearing imported products through customs and 

collecting taxes at the border [1]. 

Customs work has two common characteristics: huge amount of cargo transactions and 

impossibility of examining all goods of the transaction. Therefore, facilitating the movement of 

genuine passengers and cargos is a challenge in customs administration while applying controls 

to detect customs fraud [17, 35, 37, 38]. On the other hand, international organizations like 

United Nations Conference on Trade And Development (UNCTAD) push in simplifying 

clearance and release of genuine passengers and goods while also controlling transactional 

crime. As stated in negotiation of UNCTAD, it is necessary to balance between these two 

conflicting issues (i.e. facilitation of service and controlling of fraud) [15, 16, 35]. In addition to 

this, with the rapid development of economy and trade, the domestic and international markets 

are integrated gradually; affect the customs clearance efficiency and service level. This again not 

only affects the trade efficiency, but also creates great impact on the investment, employment 

and even regional economic development [39].  

Given the high volume of transactions in customs, many customs administrations use fraud 

analysis to determine which goods should be examined and to what extent. CC also has applied 

fraud detection and risk analysis in order to handle the large amount of transaction through 

Automated SYstem for CUstoms DAta (ASYCUDA) using selectivity method. ASYCUDA, as 

one of its main objectives is the production of accurate timely statistics, is a system that captures 

Import�±Export data as source [16]. Selectivity method is a technique which is used to classify 

fraud and related risks into different level through selectivity module of ASYCUDA [45].  
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Fraud can be occurred when the customer tries to minimize the amount of tax due by providing 

incorrect HS (Harmonized System) code, incorrect country of origin, incorrect weight, and 

incorrect number of items and so on. Providing appropriate controlling technique is important to 

handle this fraud. Intrusive customs examination cannot be practical due to high amount of cargo 

transaction and limited amount of resources in customs [4].  To fill this gap the custom 

commissions has exercised different types of examination. To achieve this, the employee use 

selectivity method that uses some criteria or rule to detect fraud then perform examination for 

fraud detection. This minimizes resources that will be required by applying 100% physical  

examination for high risk areas, sample examination for less risk areas, or avoid physical 

examination for trusted areas  

But there are challenges in existing system ASYCUDA because it �G�R�H�V�Q�¶�W�� �X�V�H�� �D�� �V�F�L�H�Q�W�L�I�L�F��

method to uncover new hidden knowledge that can help to classify risk levels efficiently and the 

fraud detection methods are based on simple criteria of selectivity method. The blacklists 

focusing on only the origin of the goods, the importer and a random target [14]. The workers 

suffered from this kind of risk leveling and fraud identification approach for the reason that the 

evaluation result which found manually contradicts with the ASYCUDA result. Apart from 

assigning the risk level using the selectivity method of coded rules, the risk level might be given 

based on knowledge driven analysis that covers the whole data to extract and learn new 

knowledge from existing massive amount of data hence the current practice of finding frauds and 

related risks will be an opportunity to explore hidden knowledge. Beside on this, deep learning 

may uncover important data patterns, detect fraud efficiently, and contributing greatly to 

business strategies in providing a novel knowledge that can be used as a base for guidance and 

decision making. To this end, the research is conducted to answer the following research 

questions. 
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�Â Which deep learning approach can build the require fraud detection model? 

�Â Which combinations of parameters can outperform to build the fraud detection model? 

�Â Which feature selection technique is appropriate in selecting the significant features?  

�Â Which algorithm is appropriate to construct the fraud detection model? 

�Â To what extent the model can detect customs fraudulent transactions and classify frauds?  

1.4. Objective  

1.4.1. General objective:  

The general objective of this research is to build �F�X�V�W�R�P�V�¶��importing cargo fraud detection and 

categorization model.   

1.4.2. Specific objective:  

In the research, the following specific objectives are considered to meet general objective. 

�Â To identify the approach and build customs fraud detection and categorization model 

�Â To identify the appropriate algorithm for customs fraud detection 

�Â To identify best combination of  parameters within the given approach 

�Â To fine-tune the performance of the model 

�Â To identify the proper feature selection technique 

1.5. Methodology 

This research is initiated to come up with a model for customs transaction fraud detection and 

categorization. Research works that have been done on fraud detection were analyzed and 

evaluated to gain clear insight starting from the beginning of the study until its completion. 

Different journal articles, conference papers, company reports, books and the Internet have been 

reviewed for achieving the research objective and answer research questions. In this study, an 

experimental research approach is applied to achieve the objective of the study. Applying 

experimental research involves data acquisition, data preprocessing, training the model and 

performance evaluation. The appropriate tools also identified and used accordingly. 
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1.6. Significance of the Study 

Ethiopian customs commission has a data warehouse that keeps track of the daily transaction 

collected from different custom branches across the nation. Therefore, building appropriate fraud 

detection model from the data will be an opportunity to explore hidden knowledge and inform 

customs' officer appropriate information associated with a specific cargo. At the same time it 

minimizes the amount of uncollectable tax and duty by minimizing the amount of cargos with 

�I�U�D�X�G�� �I�U�R�P�� �O�H�D�Y�L�Q�J�� �F�X�V�W�R�P�¶�V�� �]�R�Q�H�� �Z�L�W�K�R�X�W�� �H�[�D�P�L�Q�D�W�L�R�Q���� �0�R�U�H�R�Y�H�U���� �L�W�� �V�D�Y�Hs the unnecessary 

wastage of resources by optimizing (maximizing) the number of declarations which are directed 

to low and medium risk level channel and minimizing high risk level channel. In addition to this, 

legitimate customers will be prevented from waiting for unnecessary physical examination.  

Accordingly, the Customs Commission also earns the goodwill by not causing harassment to the 

genuine importers through identification of declaration which has not fraud. In addition to this, 

the study can minimize human intervention to the system by providing fraud detection and 

categorizing models. 

In general, the benefits of this research can be viewed in terms of both increasing customs duty 

recovery and saving wastage of resources for physical examination with associated facilitation to 

the trade. 

1.7. Scope and limitation of the study  

The scope of this research was on the data of Ethiopian customs commission, on the customs 

transaction records covering the period between January 1, 2017 and June 30, 2019 and the 

import transaction performed in Addis Ababa Lagar (AAL ) branch, in which ASYCUDA is 

utilized more powerfully or 85% percent of the total customs transaction is facilitated in this 

branch. The study was limited in supporting foreign trade fraud detection and categorization of 

customs data by developing �F�D�U�J�R�¶�V�� �I�U�D�X�G��detector and categorizer model using deep learning 

approach that can help to uncover hidden knowledge based on improved knowledge discovery 

mechanism and can enhance the capability to identify the certainty of fraud without opening the content 

of cargo. The fraud leveling and risk management are not included in the scope of this study.  
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1.8. Organization of the paper 

This section presents an overview of the contents of the remaining chapters. The rest of this 

research is organized as follows. 

In Chapter 2, the literature reviewed the concept of fraud; deep learning and the techniques used 

for preprocessing are presented. Additionally, we reviewed the literature on techniques used to 

preprocess before the training on deep learning techniques. Finally, we have done a review of 

related works with different techniques and the gaps that we have considered. 

In Chapter 3, in the first section of this chapter, an overview and architecture of the model is 

presented, next to this a detailed analysis of the model, our methods and techniques used is 

briefed. This section is describing more about the system architecture, the data acquisition 

techniques and noise removal process, data integration, feature extraction and feature selection 

steps and deep learning approach used to perform the training and testing our dataset, finally 

performance evaluation techniques described briefly. 

Chapter 4, in the subsections of this chapter an overview of the chapter, dataset preparation, 

experimental setup, model construction and discussion of the result is presented. This section 

gives the overall work about the number of datasets prepared, the amount of data used for 

training & testing set. The experiment setup subsection gives a clue about the number of the 

experiment conducted, the type of classifiers, activation functions, optimizers, neural network 

hidden layers, other parameters and evaluation technique use. Additionally, the model 

construction section shows the graphical and tabular experiment result, which is experimented in 

different techniques to observe the difference in the training and classification accuracy of fraud 

detection and categorization. 

In Chapter 5, the conclusion of the experiment and recommendations as future work is 

presented. This section shows our readers what our experiment objective was, what we 

experimented, what type of techniques used and what result is achieved and proposed future 

work to researchers interested in this area. Finally, the test results are compared with the state-of-

the-art architectures. 
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government attractive strategic issues where machine learning applications will be applied even 

though it has challenging technical and methodological problems to be applied [4, 17]. 

There are various approaches of fraud detection applications such as knowledgebase (rule-based) 

and machine learning (Supervised-based) approaches. 

2.3. Classification 

Categorical (discrete & unordered) class labels are predicted by classification models, called 

classifiers. For instance, to categorize bank loan applications as either safe or risky, we can 

construct a classification model to understand the knowledge at large [60]. Classification has 

many uses, including the detection of fraud, target marketing, prediction of results, development, 

and medical diagnosis. Researchers in machine learning, pattern recognition, and statistics have 

suggested several methods of classification.  

Before a classification method is applied, the data has to be pre-processed and organized 

properly. This first step is the learning process (or training phase) in which the classifier is 

constructed on a training dataset by a classification algorithm. Analytically, for example, a tuple 

X is represented by an n-dimensional �D�W�W�U�L�E�X�W�H�� �Y�H�F�W�R�U���� �;�� �'� �^�[������ �[�����«���� �[�Q�`�� �Z�K�H�U�H��n 

�P�H�D�V�X�U�H�P�H�Q�W�V�� �P�D�G�H�� �R�Q�� �W�K�H�� �W�X�S�O�H�� �I�U�R�P�� �Q�� �G�D�W�D�E�D�V�H�� �D�W�W�U�L�E�X�W�H�V���� �$������ �$������ �«���� �$�Q���� �U�H�V�S�H�F�W�L�Y�H�O�\����

Correspondingly, another database attribute called the class label is discrete-valued and 

unordered. It is categorical (or nominal) in that each value acts as a class or group. The training 

sets are sampled randomly from the analyzed database. This step is also known as supervised 

learning because it is pre-defined to which class each training tuple's class label belongs to [60]. 

The classification method at this step is considered as learning a mapping or function, YD=f(X), 

which can predict the associated class mark Y of a given tuple X. After formulating the 

mathematical relationship between the class label and the independent variables, the 

classification model was implemented using different algorithms.  The last step is calculating the 

predictive accuracy of the classifiers [60]. A test set for both independent variables and class 

labels is used to validate and calculate the accuracy of the classifiers. The percentage or k-fold 

cross-validation affects the accuracy of a classifier on a given test set.  
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From the most prevalent and important machine learning algorithms on machine learning 

forums, the IEEE International Conference on Data Mining (ICDM) identified the top 10 

machine learning algorithms. Among them, there are supervised algorithms for classification, 

such as C4.5, CART, SVM, KNN, Naive Bayes, and ANN. The rest of the unsupervised machine 

learning techniques aren't efficient for classification [56]. For this study of classification for 

fraud detection and categorization, we emphasized on multilayer perceptron ANN in deep 

learning that is a subset of machine learning.  

The process of obtaining a model (or function) that describes and separates data classes is known 

as classification. The model is used to predict the class of objects that do not have a class label. 

The model is built via an analysis of a set of training data that includes a set of data items with 

known class labels [57]. 

Generally, using machine learning algorithms for fraud detection has the advantages like faster 

and efficient detection, increased accuracy, better prediction with larger data sets, and cost 

effectiveness [58].  

2.4.3. Deep neural network approach  

Deep learning is a subfield of machine learning that consists of a sequential layer or is primarily 

concerned with algorithms inspired by brain structure and function, known as Artificial neural 

networks, and it is trained with huge data in comparison to other machine learning methods. 

Deep learning can learn from labeled data and automatically extract features [59]. 

In deep learning, both Supervised and unsupervised training are applicable. The following are 

possible approaches of deep learning based on data types, size, dependency and other 

characteristics. Thus are: Convolutional Neural Networks (CNNs), Long Short Term Memory 

Networks (LSTMs), Recurrent Neural Networks (RNNs), Generative Adversarial Networks 

(GANs), Radial Basis Function Networks (RBFNs), Multilayer Perceptron (MLPs), Self-

Organizing Maps (SOMs), Deep Belief Networks (DBNs), Restricted Boltzmann Machines( 

RBMs) and Auto-encoders. 
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Between the input and output layers of a deep neural network (DNN), there are one or more 

hidden layers. The input to each unit can be computed as the weighted units total from the 

previous layer at each layer except the first. Non-linear transformations or activation functions, 

such as logistics, tanh, or rectified linear unit (ReLU), can be utilized to apply to a unit's input for 

acquiring a new input representation from a preceding layer. Weights are assigned to linkages 

connecting units from one layer to the next [60, 61].  

In deep learning, an artificial neural network (ANN) is a computational and very flexible model 

that is loosely based on the neuron cell structure of the biological nervous system whose 

computing power is developed using an adaptive learning process. ANN has been applied for 

fraud detection, mainly in the context of supervised classification. ANN has a potential for 

intelligent systems because they can learn and adapt, they can approximate nonlinear functions, 

and they naturally model multivariable systems [2, 46, 48, 58].  In the face of a lot of noisy, 

clutter, nonlinear data, Artificial Neural Networks (ANN) can not only help make high-quality 

modeling and complete the training in the process of the use of large amounts of data, but also 

can have a test mode set to assess the performance of ANN. ANN is used for the classification of 

large amount of data and learning a complicated nonlinear mapping for the advantages of  

stronger generalization through the elimination of redundant nodes will avoid saturation; the 

better of robustness; the small deviation; fast and accurate real-time processing after fast 

hardware; high classified and predicted precision and scalable algorithm [47]. 

When we see the training of Artificial Neural Network, both Supervised and unsupervised 

training are applicable especially supervised training with back propagation algorithm is 

recommended for fraud detection [2]. The nodes of the graph (artificial neurons) and directed 

edges (weights) are connections between neuron outputs and neuron inputs. The main 

differences between neural networks and the other approaches to pattern recognition are that 

these networks have the ability to learn complex non-linear input-output relationships, and use 

sequential training procedures. Even though there are no easy answer what arrangement or 

architecture to be used for a particular problem, neurons can mostly be arranged in multilayer 

fashion where the choice of the size of layer depends on the type of problem [70, 71].  
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Neural Networks reflect the actions of the human brain, enabling computer programs in the 

fields of AI, machine learning and deep learning to identify patterns and solve common problems 

[61]. Artificial neural networks (ANNs) and simulated neural networks (SNNs) are subsets of 

machine learning that are at the core of deep learning algorithms. The human brain inspired their 

name and form, which simulates how biological neurons interact with one another [61]. Artificial 

neural networks (ANNs) consist of a layer of nodes comprising an input layer, an output layer, 

and one or more hidden layers. Each node, or artificial neuron, is connected to the next and has a 

weight and threshold associated with it. If a node's performance reaches a certain threshold, the 

node is enabled, and data is transmitted to the next layer of the network. Otherwise, no data is 

passed on to the network's next layer [61]. To learn and improve their accuracy over time, neural 

networks use training data. However, once these learning algorithms have been fine-tuned for 

precision, they become powerful tools in computer science and artificial intelligence, enabling us 

to rapidly classify and cluster data. To illustrate how the neural network algorithm works, 

consider each node as a separate linear regression model, with input data, weights, a bias (or 

threshold), and an output. This is what the formula will look like:   

                                             (2.1) 

      Output =f(x) =                                                           (2.2) 

           

Weights are allocated until the input layer is calculated. These weights are used to evaluate the 

value of each variable, with larger ones contributing more to the output than smaller ones. Both 

inputs are first multiplied and then aggregated by their respective weights. The output is then 

passed through an activation function, which decides the output. If the output exceeds the 

threshold defined, the node is fired (or activated), passing data to the next layer of the network. 

This results in one node's output being the next node's input [61]. 
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The training/learning phase and the testing phase are the two basic phases of neural network 

operation. Data is repeatedly presented to the network during the learning phase, and weights are 

modified to get the desired response. The trained network is applied to data that it has never seen 

before during the testing phase. The network's performance is also shown in a confusion matrix, 

which is a contingency table. The confusion matrix is a table with M columns and M rows, 

where M is the number of classes. The purpose of measuring the classifier's performance using 

the confusion matrix is to determine how well a classifier can distinguish tuples of distinct classes [48]. 

The multilayer perceptron [34] is the most well-known and often used artificial neural network 

for solving linearly non-separable problems. It's a directed graph neural network that connects 

numerous layers, with the signal path through the nodes (neurons) only going one way from 

input to output. All of the layers in this neural network architecture are organized sequentially, 

and each layer takes input from the one before it. 

Figure 2.1:  MLP ANN 

2.4.4.  MLP algorithms and Parameters  

In classification and pattern recognition, feed-forward neural networks such as the single layer 

perceptron (SLP), multilayer perceptron (MLP), and radial basis function (RBF) network have 

been frequently used. On training samples, the connection weights are frequently changed to 
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minimize the square error between the outputs and target values. Back-propagation (BP) is the 

minimum square error training algorithm for MLP [72, 73].   

The input layer of a Neural Net with Multilayer Perceptron (MLP) communicates with the 

external world, which provides an input pattern to the neural network, and the output layer 

provides a pattern to the external environment. The third layer in the MLP is the hidden layer, 

which serves as a bridge between the input and output layers [70, 71]. The neural network 

classifier using back propagation techniques is the most widely used classification algorithm 

because it is robust, user-friendly, can handle noisy data, and is well suited to analyze 

complicated problems [74, 75]. This algorithm involves three summarized stages: the feed 

forward of the input training pattern, the calculation and back propagation of the associated error 

and the adjustment of the weights [80, 70]. 

Grid search: 

Model parameters must regularly be fine-tuned in machine learning techniques. The most widely 

used methodologies for hyper-parameter optimization are grid search and manual search. It's not 

always easy to find the best choice of parameters, especially when dealing with high-dimensional 

data [92]. Grid Search, on the other hand, employs a trial-and-error approach to apply every 

possible combination of hyper-parameters, with the best combination being picked as the optimal 

set [93]. This is an automated process that takes a long time to complete. However, this method 

outperforms the manual approach because the manual approach requires human participation 

throughout and the result can also end at local minima. 

Grid search can be used to find the best combination of algorithms and parameters. To find the 
best set of parameters for the selected model structure, a grid search based parameter tuning for 
neural networks was used. That is, the best parameter combination is found by evaluating 
performance measures in such a way that the network isn't over fitted and consistency is 
preserved [92]. 
 
Number of hidden layer:  
Several methods have been employed to determine the number of hidden layers, but none of 
them has produced an exact formula for estimating the number of hidden layers as well as the 
number of neurons in each hidden layer [81]. Apart from the number of hidden layers, the 
activation function, initial weight and bias, and learning rate are all important factors in ANN 
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linearity of the output of the neuron. As it was mentioned in different literatures the activation 

function can be binary, linear and nonlinear according to the nature of the dataset deployed to 

build the model. In this this section, only a few activation functions have been in scope to be 

discussed as follows.  

�x Rectified Linear Unit (ReLu) :  

It has become very popular in the past couple of years [86]. It calculated as 

 

               R(x) = max(0, x)  0, x < 0                   ( 2.3)  
                                 x, x �Ë 0                

Figure 2.2: Rectified Linear unit (ReLu) activation function sample graph 

We can see that this function is quite simple and efficient when we look at its mathematical 

form. It should only be used in the neural network model's hidden layers. Because ReLu 

promotes sparse representations inside the network due to the hard 0 for negative values of x, it 

can avoid the two fundamental difficulties that arise in deep learning, saturation and vanishing of 

gradients of neural networks [86]. 
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�x Tanh Function (Hyperbolic Tangent) 

According to the expression below, this transfer function takes the input (which can be any value 

between plus and minus infinity) and squashes the output into the range �± 1 to 1. The Tanh 

activation function is very similar to the sigmoid/logistic activation function and has the 

following advantages: the output of the Tanh activation function is Zero centered, so we can 

easily map the output values as strongly negative, neutral, or strongly positive; usually used in 

hidden layers of a neural network because its values lie between -1 and 1, implying that the mean 

for the hidden layer comes to be 0 or very close to it. It helps in data centering and facilitates 

learning for the next layer [88]. 

 
 
 
 
 
 

 

Figure 2.3: Tanh formula 

�x Logistic 

Similar to the sigmoid function, the logistic function measures the connection between 

dependent (outcome) and independent factors (features). Unlike linear regression, which 

generates continuous values, logistic regression is a classification algorithm that employs a 

logistic sigmoid function to transform its output into two discrete classes labeled 0 and 1. As a 

result, efficient classification is achievable. However, if only linear regression is used, the 

classification will be challenged because the predicted value of some data points based on the 

linear regression model may be larger than 1 or less than 0. As a result, logistic regression may 


