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Abstract

Identity management and integrated technologies are the basic building blocks in the field
of e-Government, as they constitute secure and reliable access to online services. The
implementation of integrated identity management is complex due to the involvement of
multiple organizations with heterogeneous technologies, different data sources and
interoperable records, sensitive user data, legal and regulatory issues, and numerous
security issues. Though multiple private and governmental identity management (IDM)
frameworks and technologies developed and implemented for backend organizational
integration and service delivery, integrating ministries and agencies effectively and
sustainably is still researchable. In this thesis, an interoperable identity management (IDM)
framework is proposed by incorporating all the requirements from the administrative,
technical, and security perspectives. The proposed framework can integrate the fragmented
government systems between or/ and among ministries and agencies for better public
service delivery in the context of electronic government. This thesis follows the design
science approach. The designed framework was demonstrated and evaluated by technical
experts using design science framework evaluation parameters such us completeness,

usability, and interoperability.
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Chapter 1

1.1 Introduction

Electronic Government (E-Governmnet) is all about the use of information technologies and
IT applications by the government for the delivery of electronic services and information to
the public, businesses, or other government agencies by integrating processes. Besides, it
demands safe channels for information exchange without compromising security or
exposing sensitive information between government agencies, citizens, and structured
organizations. The success of E-Government depends on the citizens’ perception of e-
Government services, technologies and their interoperability, level of access that citizens
and business will have, the overall trust in electronic channels by citizens and business, and
their expectations of the types of services that should be delivered and how they should be
delivered [1]. In e-government service delivery, identity management technologies
determine the access levels of agencies, citizens, and businesses based on rules or agreed

authorization requirements [2].

Nowadays, the use of digital identity is imperative for organizations by improving the
fragmented and costly identity management solutions which were obstacles in the execution
and management of the business process.[3]. Organizations with vertical communication
that maintains their own digital identities led to fragmentation and complexities of identity
management. Identity management must cut across horizontally distributed organizations
to access and share resources among business processes, departments, and even

interactions with external partners[3].

Digital identity and identity management systems have defined by multiple international
organizations. According to The World Economic Forum (WEF) [4], digital identity defined as
a “collection of individual attributes that describe an entity and determine the transactions
in which that entity can participate”. From a management perspective, identity management
system (IDM) can be defined as the enterprise-wide life-cycle management of the digital

identity of an entity including its attributes, roles, and associations over a period from



creation to the destruction of that identity. Digital Identity Management also provides
secure methods to exchange and validate that identity information. Digital identity
management requires both technical and legal mechanisms to handle multiple issues related

to the identity of an entity [15].

Adopting electronic Identity Management includes the benefits such as storing information
in digital form where it can be easily accessed and transferred whenever needed, ensuring
a secure, convenient and effective way of identifying an individual, relying party and service
provider identities, and safeguarding and protecting access to sensitive information.
Besides, it improves the quality of services to be delivered, minimizes management cost, and
increases confidence in reliable identification and authorization of users which in turn
enables secure and effective day to day information transactions between public agencies.
Therefore, by adopting efficient identity management in e-governance, governments can

renovate their processes and systems and turn them into a better customer service provider.

The recent development of IT technologies and its expansion within Ethiopia has a significant
impact on public service delivery. According to the United Nations e-Government Survey [5],
Ethiopia has deemed one of the world's e-government least implemented countries with
low E-Government Development Index levels. The advancement of ICTs in the public sector
in Ethiopia also presents a significant opportunity for rolling out e-government services. The
government of Ethiopia has prioritized three distinct sectors for e-government
implementation, government-to-government (G2G), government-to-business (G2B), and
government-to-citizen (G2C). Each of these sectors represents a different combination of
motivating forces and initiatives. However, some common goals include improving the

efficiency, reliability, and quality of services for the respective constituency groups.

Ethiopian government realizes the need to integrate several initiatives to provide a strategic
direction for e-Government implementation in the country. It is in this context that the e-
Government strategy for Ethiopia has been designed, with a focus on facilitating effective

delivery of government services to major customers residents, businesses, and visitors[6].



The strategy envisions the implementation of 219 e-services consisting of seventy-nine (79)
informational and one hundred thirty-four (134) transactional services over five years. The
implementation is proposed to be done through twelve (12) priority projects and service
delivery would be through four channels (Portal, Call center, Mobile devices, and Common
service centers) and delivery will be facilitated and strengthened through Six (6) core
projects, including National Payment Gateway, Enterprise Architecture framework, Public
Key Infrastructure, National Data Set, National Enterprise Service Bus and National

integrated Authentication Framework [6].

To achieve government to government (G2G) integration using e-government systems and
to enable access and sharing of information requires efficient identity management and
access control implementation. Besides, the implementation of a common framework
across government agencies and corporations enables smooth delivery of e-government to

the public and business sectors.



1.2 Statement of the problem

E-government technologies bring the fragmented government organizations closer together
by providing opportunities for the whole of government service delivery and policy

integration [5][7].

Based on the study [5][8] government service delivery from various public agencies bundled
together as a single, joined-up service in a one-stop-shop creates a simple interaction
between people and the government. Achieving such an integrated approach to public

service delivery depends on:

e Back-office integration enabled coordinated internal processes using a common
organizational and technical platform.
e Interoperable systems.

e Aninfrastructure that supports the use of electronic identity cards and signatures.

The implementation of effective and sustained service delivery and integration of ministries

and agencies remains challenging[5][8].

Identity policy through data and identity protection standards are the base for e-government
systems. Additionally, the interaction between ministries and agencies across the e-
government information systems is supported by identity management and access control
which covers how private data is identified, accessed, shared, and managed based on
regulations, policies, trust, collaboration, interoperability, and access management. For
instance, in the government of Ethiopia, ministries, and agencies develop, maintain, and
archive several fragmented citizens and government data. For example, in most of the
region's, customer’s organizational data stores across agencies using fragmented systems,
each government organization keeps other details about the same person at the
organization. Apart from storing fragmented information, citizens carry different
institutional records to get the services of other national or regional public institutions. A

single person can have different identities in different organizations.



Designing a governmental interoperable identity management framework with important
requirements of administration, technical and security is necessary for integrating and share

data of the fragmented governmental systems.
This thesis addresses the following research questions:

e How to design an Identity management framework for Ethiopian e-government for to
share and integrate fragmented systems across ministries and agencies?
e How to maintain web security issues in Ethiopia e-government service delivery while

sharing and integrating fragmented data across public agencies?



1.3 Objectives of the study

1.3.1 General objective

The main objective of the study is to design an interoperable identity management
framework to integrate fragmented systems across ministries and agencies for accessing and

sharing of data.
Specific objectives:

e Explore IDM models and integrated technologies that improve collaboration,
guarantee interoperability, access, and sharing of data across government ministries
and agencies.

e Explore governmental IDM framework main components

e Examine and employ IDM technologies that ensures the major web security threats
such as Denial of service (DoS), Cross-Site scripting (XSS), and Man in the middle attack
(MIMA) while accessing and sharing of data across ministries and agencies.

e Design and evaluate an interoperable identity management framework



1.4 Scope

This scope of this thesis is designing and implementing an interoperable identity
management framework using the design science process. Integration and sharing of data
across ministries and agencies horizontally and vertically, accessing and using non-
redundant citizen information for public service delivery with the necessary administrative,
technical, and security issues in the Ethiopian e-government context are included in the
design. However, social and cultural issues, structural interoperability, and biometric

authentication which are not covered in this study require further study.

1.5 Significance of the Study

As the government has fragmented identity information in different public institutions and
government agencies accessing and sharing this data, interoperability becomes an issue.
Integrating and interfacing different government agencies and public institutions where
fragmented information is kept is also a fundamental topic to be addressed. Designing a
suitable identity management framework based on the necessary administrative, technical,

and security requirements.



Chapter 2

2.1 Literature Review

In this study, we used a mixed research approach to gather the requirements from the
relying parties and base concepts, issues, protocols related to IDM from the works of
literature. An observation has been conducted to gather the existing government
organizational integrations and the way citizens are getting services in the selected
organizations. Secondly, a detailed literature review conducted to build the basis for the
research work by understanding the key concepts, issues, and protocols related to IDM and
exploring other important contemporary research work done in the area of IDM. A detailed
and rigorous literature review ensured that the current research work was built upon a
strong foundation laid by the previous researchers and no important concepts were

overlooked.

This chapter describes the literature review process in detail, and the subsequent chapters
3, 4, 5 and 6 describe the essential concepts, important issues, common protocols, and
service providers or relying parties perception in particular respectively in the context of this

research work with the information derived from the literature review.

2.1.1 Literature Review Process

The literature review was carried out iteratively following the guidelines as suggested in [9]
and [10]. A structured and rigorous procedure was followed to do a representative literature
review [10] where the most relevant and recent articles containing detailed analyses of the
current single sign-on protocols and identity management methods were studied. Only peer-
reviewed articles from reputed journals that had a considerable number of citations were
selected to ensure the quality of the articles reviewed. Care was taken to select articles that
were recent i.e. not older than the year 2010, and all the important keywords and their
synonyms were searched in all possible combinations to make certain that no important

article was left out. The search for articles continued until no new concepts could be found.



The search for journal articles was done in multiple phases. In the first phase, the top
journals and the journal database that would be searched were identified. Suggestion from
[9] which lists the top journals and database was considered. The journal database - Elsevier,
IEEE, ACM, Google Scholar, and JSTOR were queried as they cover almost all the top journals

in the computer science and engineering domain.

In the second phase, a set of initial keywords were identified to query the selected journal
database. The keywords were "Single-Sign-On," "SSO," "Federated Identity Management,"
"FIM," “Identity management,” “ldentity and Access Management,”, “IDM,” “‘Eid for e-
government” Various combinations of these keywords were used to search the title, author's
tags and abstract in the selected databases. From the initial set of selected journal articles,
more keywords were selected such as "OpenlD Connect," "Security Assertion Markup
Language," "SAML," "OpenlID," "WS-Federation," “OAuth2” and the search was expanded
with new keywords and their combination. These search keywords were also combined with
words such as "Organization," "Enterprise," "Review," "Survey," "Analysis," "Compare" to
get articles that analyzed multiple protocols and methods. All the searches were done with
a filter on the year of publication which was set to the year 2010. The articles found were
filtered down by going through their abstract and then further by reading their introduction,

results, and conclusion.

In the third phase, the backward reference search [10] was done from the references in the
selected articles. The journal articles mentioned in the references were searched based on
their title, and their abstracts were reviewed. The articles were selected if they were
relevant, had many citations, and appeared to have important theories or information on
the foundation of Single Sign-On and Federated Identity Management. Only one level of

backward reference search was done.

In the fourth and final phase, forward reference search [9] was done on selected articles to
look for the latest information and development in the domain. Articles from the forward
search were selected if they were recent and had new concepts and belonged to reputed

journals.



All the articles were maintained in an online cloud reference library called "Mendeley" that

helped with the management of articles, references, and citations.
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2.2 Digital Identity

Identity is a conceptually complex term. It has been defined in different ways and contexts
over the years. At a basic level, we can say that identity, in general, is any set of
characteristics that define a person and can be used to uniquely identify that person. As a
consequence, digital identity would be the digital version of a person’s physical identity, the

digital representation of the individual[11].

There is a significant number of digital identity definitions: The International
Telecommunication Union (ITU) definition emphasizes the context which defines digital
identity as a “representation of an entity in the form of one or more attributes that allow
the entity or entities to be sufficiently distinguished within the context”[12]. The
International Organization for Standardization (ISO) states that digital identity is an “item
inside or outside an information and communication technology system, such as a person,
an organization, a device, a subsystem, or a group of such items that has a recognizably
distinct existence”[4]. This definition implies that, apart from a person, other entities, like
devices, might have a digital identity[11]. The World Economic Forum recently defined
digital identity as a "collection of individual attributes that describe an entity and determine
the transactions in which that entity can participate". This definition, as the previous ones,
emphasizes the idea of the usage of the identity. The WEF categorizes attributes into three
groups: inherent (age), inherited (behavior), and assigned attributes (ID number). These
attributes differ for members of three main user groups: individuals, legal entities, and
assets. The attributes enable entities to participate in transactions by proving to their

counterparty that they have the specific attributes required for that transaction [11][4].
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For Individual

For legal entities

For assets

Inherent Attribute

(Inherent to an entity )

e Age

e Height

e Date of Birth
® Fingerprint

e Industry
e Business status

e Nature of the asset
® Asset issuer

Accumulated Attributes

Attributes developed over time
and may change multiple times

e Health records

® Preference & behaviors

(i.e. telephone metadata)

e Business record
® | egal record

e Ownership history
e Transaction history

Assigned Attributes

e Assigned to the entity but not
related to inherent attributes.

e Changeable but uniquely
identifies the entity at a certain
time.

e National

Identifier
number

e Telephone number

® Email address

e |dentifying numbers
e Legal jurisdiction
e Directors

Identifying
numbers
Custodianship

Table 1. Digital Identity Attributes [4]

According to [13], digital identity can be categorized into three main categories that can help

to isolate specific traits.

e Foundational digital identity: is “usually created as part of a national identity scheme or

similar, which is based on the formal establishment of identity through the examination

of qualifying (breeder) documents such as birth records, marriage certificates, and social

security documents”;

e Functional digital identity: is “created to address the specific needs of an individual

sector (for instance, the healthcare or the transportation sectors)”;

e Transactional digital identity: is “intended to ease the conduct of financial or other

transactions (either face to face or across the Internet) across multiple sectors”;
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2.2.1 Identity Management Systems

In the virtual world, the identity of an entity is the basis for security management and core
business functions. Digital identity management, from a technical viewpoint, is defined as a
group of technical access control systems and functions to identify an entity accurately with
a certain level of assurance and subsequently perform authentication, authorization, or
transfer that knowledge to the requesting entity[14]. From a management perspective, it
can be defined as the enterprise-wide life-cycle management of the digital identity of an
entity including its attributes, roles, and associations over a period from creation to the
destruction of that identity. Digital Identity Management also provides secure methods to
exchange and validate that identity information. Digital identity management requires both
technical and legal mechanisms to handle multiple issues related to the identity of an entity
[15]. The [1] defines Identity Management "as the set of rules, procedures, and technical
components that implement an organization's policy related to the establishment, use, and

exchange of digital identity information."

Digital identity management is one of the most critical aspects of digital security and a major
enabler of trusted online business. Successful and efficient digital identity management
ensures the security of information resources, user privacy, promotes innovations in online
business activities, and improves business interaction by increasing confidence in the
exchange of information and execution of business functions. However, digital identity

management is complex, and multiple difficult issues must be addressed [15] [16].

Despite the complexities, organizations must get digital identity management right, or else
the consequences could be a fragmented and costly identity management solution within
the organization that fails to deliver business value and leads to further obstacles in the

execution and management of business processes [15].

Invariably, the objective of electronic IdM is to ensure consistent business rules and
practices; tightening of control over user-to-applications; automation of business processes

to minimize operational costs; enhanced security; improved productivity.
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Paul Beynon-Davies [17] have suggested a shift in focus towards analyses of the wider

societal implications of IdMS and related social design issues is necessary.

In the past, organizations were divided into vertical silos with each vertical maintain their
own digital identities that led to fragmentation and complexities. Nowadays, identity
management must cut across horizontally across the organization providing an employee a
seamless interaction across different business processes, departments, information

resources, and even interaction with external partners [15].

Digital Identity Management essentially consists of three main components [3][18].

e User/Principle/Subject: is the entity that must be identified. An entity could be a
human being, an organization, a computing device, software service, or any real or
virtual object that can communicate. A user can have one or more identities.

e |dentity Provider: They perform the essential function of authenticating a user based
on the information that the user presents and subsequently issue authentication
assertions for that user. The identity provider is also responsible for maintaining user
identities and attributes that are valid and current.

e Service Provider/Relying Party: these are the entities that provide some service to
the user by authorizing them based on the authentication information received,

attributes of the user, and trust level on the identity provider.

A typical identification process involves a series of exchange of identity information using a
standard exchange protocol between the requesting party (service provider) and the
asserting party (identity provider) until the requesting party is satisfied with the required
level of assurance of the authentication assertions and then makes a decision whether to

authorize or deny service to the user [15].

An identifier of an entity uniquely identifies that entity from all other entities present within
that domain or system. The scope of an identifier is limited to the system or domain
boundary in which it is defined and cannot be meaningfully imported to other domains.
Therefore, a user can have multiple identities, each belonging to a different domain and the
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scope of that identity would depend on the size of the domain. For example, a passport id
for a user is unique within the country, an employee id of the same user is unique within the
organization, and the user may have other identities such as driving license, email address,

and so on [14].

Associated with each identifier is a set of attributes that define the user that is assigned that
identity. Attributes are conferred on the user by some different authorities that have the
mandate and responsibility to assign one or more of those attributes either by law or
industry standards. For example, a university is the right source of the user's education
grades and degrees; an employee may assign certain attributes related to job designation,
roles, and responsibilities within that organization, the government may assign passport id,
the local municipal office may assign date and place of birth and so on. Consequently, a
service provider may have to consult multiple sources to validate the different attributes of

a user [14][18].

Electronic identity management defined at [19] as "the processes, policies, and technologies
used to manage the complete Lifecycle of user identities across a system and to control user
access to the system resources by associating their rights and restrictions". In effect, Identity
management systems, consisting of the processes and all underlying technologies for the
creation, management, and usage of identities and their attributes. Invariably, the objective
of electronic IdM is to ensure consistent business rules and practices; tightening of control
over user-to-applications; automation of business processes to minimize operational costs;

enhanced security; improved productivity.

Researches at [19][18] illustrate the identity formation process and a summary of which is

as follows:

e Enrolment or Registration - Individuals must go through an initial registration or
enrolment process where their biographical footprint, biometric footprint, or a
combination of both are captured into the system. The outcome of the enrolment

process is the issue of credentials or identifiers to those registered. In effect, enrolment
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is the process by which an individual is brought within the identity policy and the

resulting systems and the eventual issue of credentials and identifiers. The birth of a child

or the arrival of a qualified foreign national will usually trigger the enrolment process in

a national IDMS [19][18].

e Authorization — upon registration, permission, and privileges to access the resources and

services are assigned to an individual based on a predefined identification policy[19].

e Authentication — This is the process of establishing with a certain degree of confidence

in the user’s identity or a process that results in a person being accepted as authorized

to engage in or perform some activity. Authentication can be done using one or more of

the following factors :[18][20]

a.

Something you know -the most convenient, easy, and widely used method of
authentication where a user to prove its identity must own a secret (password or pin)
which is only known to the authentication service. Once the user provides the correct
secret associated with its identity, the user is authenticated successfully. This type of
authentication is susceptible to replay attack, identity theft, and can be made more
secure through a one-time password and challenge-response sequence between the
user and the authentication service.

Something you have -this authentication method is also known as token-based
authentication where the user must own a token/smart card. The user
authentication secret is encoded in the token, and the user presents the token to the
authentication service to read the secret information and then compare it with the
associated identity. On successful validation, the user is authenticated.

Something you are -this method of authentication is based on biometric features of
an individual such as fingerprint, iris pattern, or voice pattern i.e. things that are
unique to an individual. This method is considered to be the most secure, but it

applies to human beings only.

e Access Control — Authentication process results in the access control process in which a

check is made by the system to see if an individual has a valid authorization to access the

resource [19][18];
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e Revocation — on the expiry of individuals' rights or when a person is no more associated
with the system, a revocation process is triggered resulting in the credentials and
associated rights being rescinded. Such circumstances include the death of a citizen,
completion of school, or traveling outside a country for more than a specified period

[19][18].
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2.3 Approaches to Identity Management

Various forms of governmental and private digital identity management systems have been
implemented using various technical and architectural models. This section discusses some
of the popular identity management models namely silos, centralized, federated, and user-

centric identity management models.

2.3.1 Silo Identity Systems

This is the most common type of ldentity Management system designed and functions
independently without connecting with other identity systems.[1] Usually implemented in a
single firm where identity and services are provided and managed by the service provider
alone. The organization plays the role of a service provider and Identity Provider by issuing

IDs and managing information on its domain [19].

Siloes systems are simple to deploy from the service provider perspective but inefficient
since it creates “identity overload and password fatigue” and identity data has to be
maintained in multiple accounts within the organization [1]. Furthermore, as there is no link
with other domain identity theft and corruption are extremely limited hence if the domain

encounters any security or system failure the consequence is severe [19].

%

I
Il

ﬂ

il

Server

identify & —
Authenticate s

Sut it ID1 Submit ID2 Server

\ \ | Submit ID3
Provide Service

Figure 1. Silo Identity Management Model [20]
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2.3.2 Centralized Identity System

The centralized IdMS model is an early attempt to rectify the inherent limitations of silo
systems by centralizing the independent databases into a single system. Thus in the
centralized model, user data are kept independent of the various application silos, and data
are made available to service providers from the central database[19]. Due to the centralized
nature of the systems, each user can use the same credentials and identifiers to access
different services, whilst all the providers authenticate the client through the same
certificate before granting access to their services. Centralized IdMS have evolved with time,
given the increasing need to share and reuse identity information. Centralized IdMS is a very

common model for storing and managing digital identities [21][14].
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Figure 2.Centralized Identity Management Model [12]
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2.3.3 Federated Identity Systems

FIM can be seen as an extension of distributed identity management across the
organization's borders to facilitate the secure sharing of resources, processes, and
technologies related to identity management in a heterogeneous environment [22]. A
federation is defined as an association based on the trust of multiple organizations that
collaborate to share resources or services[14]. FIM is a collaboration among one or more
relying parties and identity providers to share user identity information such that a user from
one organization can authenticate itself to another organization in the federation using the
identity credentials from its organization and then gain access to other organization's shared

resources or services [20].

FIM can be implemented in a centralized manner where one IDP is responsible for user
registration, and authentication and all other RPs rely on the authentication assertions from
the IDP. The other approach is to have a distributed architecture where each collaborating
organization maintains a local repository of user identity information and performs
authentication locally but supplies authentication assertions for distributed services across

company borders [18][22].

Federated IdM seems to be the appropriate approach for handling authentication and
authorization in a cooperative autonomous system where each local system has its I[dM with
independent identity schema and with the ownership of the identities it possesses.
Permissions to release personal information in the cooperative system are governed by
agreements done among the different organizations and these agreements are trust

relationships that form the “circle of trust” in the cooperative system|[2].

However, if the identity provider chooses not to establish a federation relationship with
users’ preferred service providers, users may be unable to use their federated accounts to
access those service providers. Another challenge relates to the problem of determining
liability for these complex business relationships and protection against theft and errors. The

main vulnerabilities stem from the fact that the identity provider knows which identifiers
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correspond to a given user. Thus, such knowledge places the identity provider in a position

where it could impersonate the user or enable others to do so[19].

FIM is considered a promising approach to facilitate secure resource sharing among
collaborating partners in heterogeneous IT environments. FIM is about inter-organization
and inter-dependent management of identity information rather than identity solutions for
internal use, and that it has emerged with the recognition that individuals frequently move
between corporate boundaries. The federation model enables users of one domain to
securely access resources of another domain seamlessly and without the need for redundant

user login processes [23][20].
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Figure 3. Federated IDM [19]
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2.3.4 User-centric identity systems

User-centric IDMS seeks to offer users the flexibility to choose identity providers
independent of service providers, and do not necessarily need to provide personal
information to potential service providers to obtain access to services and resources. In such
a model, the roles of Identity providers is that of a trusted third party who store user account
and profile information and authenticate users, and service providers accept assertions or

claims about users from the identity providers[21].

The user-centric model is also designed to ensure that identity providers operate in the
interest of the users rather than in the interest of the service providers. In a user-centric
model, service providers and identity providers do not necessarily form part of an identity
federation. Thus service providers merely become “relying parties” with users being able to
choose what information to disclose when dealing with service providers in particular
transactions. The identity providers work as a third trusted party between the users and the

service providers mainly targeting the interest of users [19][21].
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2.4 E-Government in Ethiopia

According to the study [5], e-government has 5 stages of development which indicate the

country's level of e-government development.

Emerging stage. A government’s online presence comprises of a web page and an
official website. There is little interaction with citizens and information is static.
Enhanced stage. Governments have created links to archived information that is
easily accessible to citizens e.g. documents, forms, laws, and regulations, etc. There
is more information on public policy and governance.

Interactive Stage. There is a basic interactive portal with services to enhance the
convenience of citizens. Governments deliver online services such as downloadable
forms for tax payments and applications for license renewals.

Transactional stage. Governments begin to transform themselves by introducing
two-way interactions between citizens and government. It includes options for
paying taxes, applying for ID cards, birth certificates, passports, and license renewals.
All transactions are conducted online.

Connected Stage: Governments transform themselves into a connected entity that
responds to the needs of its citizens by developing an integrated back-office
infrastructure. It is characterized by vertical and horizontal G2G connections, G2C,

G2B, and infrastructure connections.

2.4.1 Identification System and Vital Registration in Ethiopia

The legal basis for the national ID as well as for the establishment of a civil registration

system is Proclamation No. 760/2012: “A Proclamation on the Registration of Vital Events

and National Identity Card.” The proclamation motivates the national ID project by noting

that: “the issuance of national identity cards to citizens has become important for the

protection of national security, and for providing efficient services to citizens by the public

and private sectors.” It states that the National ID is to be managed by “an appropriate

Federal Organ” Which is the National ID agency. Implementation was originally scheduled

for July 1, 2016. However, unlike vital events registration agency, the agency has not been
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organized since the necessary regulations have not been issued. It falls under the jurisdiction
of the Information Network security agency, INSA [24]. The National ID Agency (NIDA), is
responsible for enrolling all Ethiopians over the age of 17 into a national database and issuing
to them a national ID card and the Vital Events Registration Agency (VERA), is responsible
for civil registration and vital events. The two forms of identification implied by this
proclamation—the birth certificate and the national ID—are to be linked with a unique
national ID number to be issued by the NIDA and included in the birth certificate issued by
VERA [24]. The national ID card will include the attributes full name including grandfather,

sex, date, and place of birth, principal residence, photograph, fingerprint [24].

The Ethiopian governmental structure consists of a federal government divided into 9
autonomous regional states and two city administrations with individual administrations
[24] [25]. It follows a decentralized administrative system where the regions have legislative,
executive, and judicial powers. The organizational arrangement for each regional agency
follows the decentralized administrative structure[24]. The states are divided into several
sub-cities, which are again divided into approximately 800 Woredas, the district
administrations, which are again divided into approximately 15000 Kebele offices, the local

administrations [25].

Currently, in most parts of Ethiopia manual ID system issued at Kebele level is used for citizen
identification. The kebele cards given in different regions have differences in citizen profiles
content, language, card color, and type. The citizen's Unique ID number is valid only for the
kebele the citizen first takes the card, if the citizen moves to another kebele or woreda
he/she takes another ID number [25]. Although some efforts are made to introduce e-
governance in the country, no significant effort is made on the Citizen Identification System,
which can greatly assist e-governance by enabling the sharing of individual citizen

information to facilitate the service rendering process of government offices.
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2.4.2 Taxpayers Identification Number in Ethiopia

For tax collection, the Federal Revenue Authority (FRA) has started to use an integrated
database system called Standard Integrated Government Tax Administration System
(SIGTAS) that helps to identify Tax Payers by issuing Taxpayer Identification Number (TIN) in
addition to customers fingerprint. This system is currently being used to uniquely identify
only taxpayer organizations and businesses at all levels of the country. Moreover, the
Authority is also working to expand the use of TIN to individual taxpayers but not the rest of

the citizens [26].

2.4.3 National e-service portal

The Ethiopian national sService system is designed to provide a common platform and
generic tools for online transactional services. Using the system, government organizations
render electronic public services to citizens, non-citizens, businesses, and governmental and

non-governmental organizations [27].

To file a service request, a citizen should log in using his/her account or can register to the
system to get a user account and continue with his/her application. After locating the
electronic form for a particular public service, the citizen fills out all mandatory fields,
uploads documents, and submits the request after reviewing for error correction. After the
submission of a request, the system generates an automatic application reference number

for the citizen to track their application status[27].

To keep the privacy of users, User's personal information is available only to the government
employees who need to know it. It will not be available for public inspection without user
consent. Also, no site user information will be shared, sold, or transferred to any third party
without your prior consent. Access is given only to those qualified professionals who provide

Ethiopia Government services consistent with your interactions with our site[28].

The main question here is how will we manage identities of online service users? Can a
citizen get access to services with no physical presence at the organizations? Can anyone

steal a portal login account and apply and get a service? can the portal connect at the back
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organizations vertically and horizontally? Is the portal scalable to the stage V E-government
development stage? These are some of the critical questions that the implementation body

would have to answer in identity management.

2.4.4 ICT Infrastructure in Government Agencies

The ICT infrastructure is one of the major activities which is to be available, at least on the
minimum level. The infrastructure includes multiple components, some of them are the
telecommunication infrastructure, the different level of e-Government data centers, the

different level of networking, the servers, computers, etc. [29]

Woreda-Net is one of the public network infrastructure established purely to link
administrative components to make the government operations transparent, to make the
government accountable, to increase citizen participation in government[29][30]. In this
virtual private network over 630 Woredas are connected and getting services indicated
above. In connecting those Woredas, one National Data Center and eleven regional data
centers are established. The connection is through a combination of terrestrial and VSAT

type. In the physical connection, more than 4,000 KM is optical fiber cable [29][30].

2.4.5 Types of Interactions in E-Governance

The flow of information between the Government and Citizens, Government and Businesses and
Government and Government is referred to as Governance. E-Governance also covers all these

relationships as follows[31][32]:

e G2G (Government to Government): When the exchange of information and services is
within the periphery of the government, is termed as G2G interaction. This can be both
horizontal, i.e. among various government entities and vertical, i.e. between national,
state, and local government entities and within different levels of the entity.

e G2C (Government to Citizen): The interaction among the government and the general
public is G2C interaction. Here an interface is set up between government and citizens,

which enables citizens to get access to a wide variety of public services. The citizens have
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the freedom to share their views and grievances on government policies anytime,
anywhere.

G2B (Government to Business): In this case, the e-governance helps the business class
to interact with the government seamlessly. It aims at eliminating red-tapism, saving
time, cost, and establish transparency in the business environment, while interacting
with government.

G2E (Government to Employees): The government of any country is the biggest
employer and so it also deals with employees regularly, as other employers do. ICT helps
in making the interaction between government and employees fast and efficient, along

with raising their level of satisfaction by providing perquisites and add-on benefits.
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2.5 The Identity Ecosystem in Different Countries

To review the identity management system implementations in different countries, choosing
a country that has a good balance in terms of geography, population size, and layers of
government, diversity of cultures and styles of government should be ensured [13]. We have
selected 2 countries based on two main criteria's, the first criteria is a country which has
similar characters with Ethiopia by the number of population, culture, and political structure.
The second criteria are countries that have implemented recently and best experience in
digital identity management. Based on the first criteria we have selected India and from

best-experienced countries Australia.

2.5.1 India

India’s eldM project which is named Aadhaar project is the world's largest national identity
project, launched by the government of India, which seeks to collect biometric and
demographic data of residents and store these in a centralized database. At its core, the
Aadhaar act attempts to create a method for the identification of individuals to provide
services, subsidies, and other benefits to the residents of the country. Even more
importantly, Aadhaar can facilitate linking of local ids in currently isolated verticals like
census, education, health-care and immunization records, birth, and death records, land
records, property registration, income tax, banking, loans and defaults, police verification
and law enforcement, disaster management, security and intelligence, and such
others[33][34][24]. Enrolment in Aadhaar requires the collection of ten fingerprints, two iris
images, and a digital facial photograph, along with basic biographic data (name, date of birth,
sex, and address). Once these four requirements have been met, a randomly generated
number is given to the user. Unlike other systems, including Estonia’s, there is no physical
credential that is provided as a result of signing up for Aadhaar. Instead, all authentication

is done using biometrics[34].

28



The key components of the Aadhaar system include the following:[34]

Enrolments Software: The enrolment software, owned by UIDAI, captures demographic
information and biometric data with the consent of the user obtained at registration. The

software then securely transmits that information to the Aadhaar system.

CIDR: The Central Identity Repository system stores the demographic and biometric data

after issuance of the Unique ID number (Aadhaar number).

Aadhaar services/APIls: Unique Identification Authority of India (UIDAI) has open APIs to
allow service providers in the public and private sector to authenticate users based on one
or more of the following: biometrics, demographics, and One Time Password (OTP) on
registered mobile phones. The service providers must register as Authentication user agency

(AUA)/ sub AUA with UIDAI and access the APIs via the ASA (Authentication service agency).

Legal IT Act, Aadhaar Act

| |

Figure 4. Components of Aadhaar System [32]

Organigational

In 2015, the Government of India has prepared an interoperability framework for e-
governance (IFEG) to deliver services to citizens by ensuring Interoperability amongst various
e-Governance systems and applications. Without the assurance of interoperability, citizens

will have fragmented interactions with several agencies [35].
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2.5.2 Australia

The first Australian Government Authentication Framework for Businesses and Australian
Government Authentication Framework for Individuals (AGAF-B and AGAF-1) was developed
in 2003 and then the Australian Government Information Management Office (AGIMO) has
developed The National Authentication Framework (NeAF) in 2009 by replacing the earlier.
The framework aimed at achieving consistency by providing guidance and principles, trust
and confidence, cost-effectiveness and convenience, "fit-for-purpose authentication
solutions" for individuals, businesses and government websites, responsiveness and

accountability, privacy controls, and interoperability based on federation [13].

In 2019, The Australian Digital Transformation Agency (DTA), in collaboration with other
government agencies and key private sector bodies, is leading the development of a national
user-centric federated digital identity system (the 'identity federation'). Implementation and
operation of the identity federation are underpinned by the Trusted Digital Identity
Framework (TDIF)[36]. Since it is user-centric IDM, first the government accredited People
can choose their digital identity and credential service providers from a range of accredited
government and private sector providers [36]. A unique citizen identification number is not
required to get the services provided by the service providers, instead, the user can use any
ID from an identity provider he/she chooses. A “trust framework” describes a legally binding
and agreed set of specifications, rules, and agreements for the governance of a federated
identity system established to enable participants to have confidence in the functionality

and trustworthiness of federated identity systems [36].

The Australian TDIF includes different requirement documents for the implementation of a
user-centric federated digital identity system. Main requirement documents are privacy,

security, technical, architecture, attribute, and OpenID 1.0 and SAML 2.0 profiles[37][36].
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2.6 Existing Protocols and Standards

2.6.1 OpenlD 2.0

The OpenlD 2.0 [38] family of specifications were designed to be a much simpler (but also
less flexible) FIS scheme compared to SAML. The simpler protocol message format enables
OpenID-based IdPs and SPs to communicate without requiring prior agreement on a large
set of protocol parameters as was the case with SAML. The design philosophy of OpenlD was
to allow any domain owner to set up an IdP (users can, therefore, set up their own IdP if
desired) and provide services to any SP without prior coordination. OpenID SPs
experimented [39] with various user interface designs for obtaining users' OpenlD identifiers
generally, users would select their IdP from a list of logos of the most popular IdPs and
subsequently type in their user name (the SP could then determine the correct IdP URL
corresponding to the user name); more advanced users could pick the option to manually

enter their URL instead (e.g., if they host their own IdP or use a lesser-known IdP).

2.6.2 Security Assertion Markup Language

SAML is an XML-based framework developed by OASIS for communicating user’s
information related to authentication and authorization[40]. It permits the two federated
partners to select and share the necessary identity attributes they require in a SAML

message/assertion provided that they can be represented in XML [41].

2.6.3 OAuth 2.0

OAuth 2.0 is an authorization protocol for gaining access tokens for web APIs and secure
resources. OpenID Connect relies on the OAuth 2.0 semantics and streams to permit

applications to admit users[42].

OAuth 2.0 structures, which are defined by the Internet Engineering Task Force (IETF) in RFCs

6749 and 6750, became available in 2012. These structures were intended to support the
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improvement of authentication and authorization protocols. They provide an assortment of

standardized information flows that depend on JSON and HTTP.

OAuth 2.0 [43] authorization structure allows a third-party (e.g. an RP) application to gain
partial access to an HTTP service, either on behalf of a resource owner by coordinating an
agreement communication between the resource owner and the HTTP service or by

permitting the third-party application to gain access on its behalf.

2.6.4 Openld Connect

OIDC is an identity layer built on top of the OAuth 2.0 protocol. The OIDC uses RESTful HTTP
APIs and JSON data format. Most of the specifications in OAuth 2.0 apply to also to OIDC.
This also means that the OIDC specification has most of the OAuth 2.0 capabilities integrated
into the protocol. It allows clients to request and receive information about identities and
currently authenticated sessions. The specification also allows encryption of identity data,
the discovery of OpenlD provider, and advanced session management, including log out.
[44][45].

There are already more than half a billion user accounts based on OIDC with OP being
Google, PayPal, and Microsoft [46]. OIDC has been built based on the experiences from the
existing protocols and solution and with the underlying principle to keep simple things
simple and to make complicated things achievable in an as simple manner as possible.
Simplicity has been the major focus in OIDC design so that developers can integrate it more

easily and efficiently compared to preceding protocols such as SAML or OpenlID [47],[48].

OIDC also has the capabilities to fulfill the requirements of the federated identity
management at the enterprise or academic level as done by SAML today but in a much
simpler manner. It also stresses on the fact that although SAML protocol is a very mature
and robust protocol, it is quite a heavy protocol due it underlying XML and SOAP technology
whereas JSON and REST are lightweight technology [48], [47].
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2.7 Security Issues of IdM protocols

2.7.1 Man in the middle attack

A man in the middle attack is possible in OIDC when the OIDC client registration process
happens. For registering a new OIDC relying party at the Authorization Server, the relying
party sends an HTTP POST message including its metadata to the Client Registration
Endpoint with a content type of application/JSON, and the parameters represented as top-
level elements of the root JSON object. The subsequent response may carry a Registration
Access Token, which can be used by the relying party to accomplish required tasks upon the
resulting registration. The OIDC identity provider may require an Initial Access Token to limit
registration requests to only authorized clients or developers [49]. However, to support an
open dynamic registration, the Client Registration Endpoint should accept registration
requests without OAuth Access Tokens. Therefore, the dynamic client registration could be
the potential source of many attacks including the man in the middle attack[41]. The man in
the middle attack may be caused by a logical flaw in the OAuth protocol or the presence of

a malicious OIDC identity provider or malicious relying party [50].

When the service provider Initiated single-sign-on (POST) message flow is requested, there's
a chance of man in the middle attack in SAML. This exchange uses a POST binding for the
service provider-to-identity provider authentication Request message associate an artifact
binding for the identity provider-to-service provider Response message [50]. Additionally,
SAML service provider-initiated single-sign-on (POST) process, the SOAP binding is used
which is vulnerable to the man in the middle attack[51]. The Relay State token is not a
transparent reference to state information that is maintained at the service provider. This
Relay State mechanism can leak information about the user’s activities at the SP to the
identity provider if the service provider deployment is erroneous or some other kind of

existing vulnerabilities which may also lead to the man in the middle attack [52].
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2.7.2 Cross-site scripting attack

As stated in [46], cross-site scripting attack in OpenlID Connect(OIDC), an attacker exploits
the facility of an automatic authorization granting by which an automatic authorization
response is created if a user had recently a session with the OIDC identity provider and
previously granted authorization for the same client. Using this facility, an attacker may be
able to steal a user access token by exploiting cross-site scripting vulnerability on the client-
side. Naik and stein [41] state that as this vulnerability is revealed in Android's built-in
browser has been exploited for this cross-site scripting attack. Where an attacker utilizes a
browser window. Open event for sending a counterfeit authorization request to the OIDC
authorization server, in which response type=code is altered to response type=code token

id token.

The study [53] indicated that exploitation of the vulnerability of the erroneous deployment
of SAML framework assists an attacker to perform progressively tricking a user by visiting
URIs that may be vulnerable to cross-site scripting attack. This is a quite severe cross-site
scripting attack since the client is not suspicious of receiving an altered resource and a
Response used in the SAML process could contain unencoded data supplied by an untrusted
source. In the end, an attacker uses data to start a cross-site scripting attack by redirecting
a user to a maliciously crafted URL. Besides the issue of SAML Response, a basic deployment
of SAML exposes the Relay State field to a probable injection of malicious code which may

be executed at the honest service provider side[41].

2.7.3 Denial of Service Attack

SAML provides two common message flows, service provider-initiated and identity
provider-initiated, and the two common messages SAML provides are an Authentication
Request message sent from Service provider to an identity provider, and a Response
message, containing a SAML assertion, sent from the identity provider to the service

provider[54], [41], [55].
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Service provider Initiated Single-sign-on (Redirect/POST Bindings) message flow can cause a
denial of service attack in SAML. Thus, the user is sent to the identity provider to log on and
the identity provider delivers a SAML web single-sign-on assertion for the user’s federated
identity to the service provider. This exchange uses a Redirect Binding for the service
provider-to- identity provider Authentication Request message and a POST binding for the
identity provider-to-service provider Response message. Here, an attacker can target the
identity provider by sending an abundance of requests by compromising valid users or an
honest service provider because the SAML request requires substantial processing

overheads [55].

OIDC identity provider configuration information is necessary for the OIDC discovery
process. The OIDC identity provider allows metadata discovery and therefore, it hosts its
configuration information at the endpoint. In most of the implementations, the endpoint is
accessible by any client/RP who is wishing to send registration request and thus, it is publicly
open and possibly non-secure. Subsequently, OIDC client sends an HTTP GET request to this
metadata endpoint to obtain the configuration information of the OIDC identity provider.
The OIDC identity provider sends a response which is a set of Claims about the OIDC
provider's configuration, including all necessary endpoints and public key location
information that can be used by client/RP for further communication with the OIDC identity

provider or the OAuth authorization server[41].

A denial of service attack in OIDC is possible when the endpoint is publicly open and non-
secure, and the dynamic discovery process is allowed without any authentication. This
vulnerability can be easily exploited for the denial of service attack on an OIDC identity
provider and flooded by countless dynamic discovery requests, which could easily

overwhelm the OIDC identity provider [55].
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2.8 Comparison of IAM protocols

The features, merits, and limitations of SAML, OAuth, and ODIC standards are analyzed in
the previous section. OIDC and SAML are a complete solution for both authentication and

authorization, though OAuth used for only authorization.

Business models- enterprise-to-enterprise, enterprise-to-consumer, or within an enterprise
may have specific authentication and authorization requirements. A large division of the
current users of the web and mobile communications market is associated with both
enterprise users and consumers. Therefore governmental IAM standards should provide
support to government-government and government-public user’s authentication and
authorization. To integrate Fragmented government systems around the country using
enterprise and consumer level identity and access management technologies is better for

public service delivery [41].

The literature [41] has pointed out the major architectural difference between the two
protocols. The architectural design of SAML requires enterprise service provider and
enterprise identity provider, and a reliable relationship, therefore, it is mostly suitable for
enterprise-to-enterprise users. While, OIDC design is also focused on end-users and,
therefore, it is suitable for both enterprises and consumers and all business models in case

of untrusted third party association.

Identity and access management standards should be lightweight and secured to better suit
for both web and mobile applications. Applying data compression to remove unnecessary
data reduces the size and network traffic[56][57]. SAML is an XML-oriented specification and
the representation of XML trees is quite wordy, and every element of a tree is surrounded
in a pair of tags with its element type. Whereas OIDC is a JSON-oriented specification and
the representation of JSON trees is less wordy than XML as it is in the form a nested array
type analogous to that of JavaScript. Therefore, the more compact size of OIDC makes it the

preferred choice for communication in HTML and HTTP environments than SAML [58].
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In the current web technology, security is always a great concern. Due to insecure channels,
the web is more disposed to snooping attacks[59]. The protection of security tokens which
should not be tampered with or altered during its entire life cycle and confidential
information should be protected from revelation to unauthorized users. These two security
provisions can be maintained by strong encryption techniques and digital signatures or MAC
should be incorporated in identity and access management standards. SAML XML tokens can
be signed using XML Signature (XML-Sig) based on a secret key using the HMAC algorithm or
a public/private key pair in the form of an X.509 Certificate. In practice, SAML tokens are
generally signed with a private key because of the established relationship between the
identity provider and service provider. SAML XML token data can be encrypted using XML
Encryption based on a secret key (Triple-DES-192, AES-128) or public/private key pair (RSA-
PKCS1-1.5-192, RSA-OAEP- 128/256). However, signing a part of the message, creating an
overlapping signature, and adding or subtracting text after signature features make it
vulnerable for many new security threats. Furthermore, computing and verifying XML

signatures are very resource-intensive [60][61].

JSON Web Signature (JWS) based on a secret key (with HMAC algorithm) or a public/private
key pair (in the form of an X.509 Certificate) can be used to sign OIDC JSON Web Tokens.
OIDC JWT data can be encrypted using JSON Web Encryption (JWE) based on a secret key
(AES-128-CBC, and AES-256-CBC) or public/private key pair (RSA-PKCS1-1.5-2048, ECDH-ES-
256). However, some JWT libraries treat tokens signed with the none-algorithm as a valid
token with a verified signature, which allows arbitrary account access on some systems [62].
SAML and OIDC both offer strong security features. However, comparing signing JSON with
XML, the complexity of signing XML with XML Digital Signatures may leave some security
holes [58]. According to [41], JWT does not use sessions while SAML does; which prevents
OIDC from many attacks related to sessions including Cross-Site Request Forgery (CSRF),

thus, OIDC is more secure for web and mobile applications.

Different identity and access management protocol comparison studies have conducted in

the previous vyears. In [63] the researchers compared and implemented security
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investigations on three SSO protocols namely LDAP, SAML, OpenlD, and concluded that the
LDAP protocol was designed for local networks, not web requests, and that SAML is out of
date and is no longer use for web requests. In[64] Sun proposes improvements to enhance
the security of a web SSO system. He illustrated that though OpenlD and OAuth have been
approved via IdPs, including Google, Facebook, Yahoo, and Microsoft, as well as millions of
RP websites, the normal user still poorly understands web SSO. Sun concluded that users
need to advance their understanding and that enhancements to usability and security would
assist them in doing so. In[65] the researchers’ studies on Integrity, Availability, and
Confidentiality of OpenID IdPs for Information and Process and concluded that OpenID
identity providers could achieve good throughput, and are appropriate to support thousands

of users.
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Criteria

oIDC

OAuth

SAML

Authorization and
Authentication

It is a standard for both

It is a standard for only
authorization

It is a Standard for both

Main purpose

Identity & Access
Management, single-sign-on
for both enterprise and end-
user

APl authorization

Identity and Access
Management, single-sign-on
only for enterprise

Token format

JWT ,JSON

JSON, JWT, XML

XML

Token content

User identity information
without credentials.

User identity information
without credentials

User identity information
without credentials

Lightweight standard

Lightweight standard, due to
JSON has a much smaller
grammar and maps.

Lightweight (JSON states
trees in a nested array type
of notation similar to that of
JavaScript)

not lightweight standard
(XML states trees in a
verbose form)

Protocol used

JSON, HTTP, REST

JSON,HTTP,REST

XML,HTTP,SOAP

Platform Yes. Uses Standardized Yes. Have different design Yes. Have different design
Independent/Vendor- | parameters like instance models due to its flexibility in | models due to its flexibility in
Neutral/Open scopes, endpoint discovery, the Implementation the Implementation
Standard and dynamic registration of

clients (implementers task in

OAuth 2.0)
Web and Native Yes Yes It is specially designed for

Mobile Apps support

web apps. However, HTTP
artifact binding can be used
to reduce the flow

Enterprise and
consumer support

It supports enterprise users,
and consumer apps and
services (IdP, RP, and SP).

It supports enterprise users,
and consumer apps and
services (IdP, RP, and SP).

Since it involves only SP and
IdP, mainly supports
enterprise users.

Table 4.1. Comparison of common IdM Communication protocols as of [41],[3], [18], [64]
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2.9 Identity Management & Privacy

Different countries may have different privacy principles based on their data privacy policies,

l.e. EU Data Protection Directive lays down certain privacy principles to manage personal

data which are also relevant to enterprise FIM. The most common data privacy principles as

of [66] [67] are:

Fairness and Lawfulness — handling of data should be lawful and fair?

Finality - data collection and processing must be limited to specific legitimate
purposes?

Proportionality - only collect minimum data that is required for the purpose; no
excessive data collection

Data Quality - data must be accurate and recent; any incomplete, inaccurate data
must be rectified

Information Security - confidentiality and integrity of data must be preserved at all
times?

Openness and Transparency - policies regarding data collection, processing, and
storage should be clear

Individual Participation - an individual has the right to obtain his/her data as available
with the data controller within a reasonable time and in a readily intelligible format.

Accountable - the data controller is responsible for upholding the above principles.

E. Birrell and Fred B. Schneider [3] have stated three basic privacy principles for identity

management?

Undetectability of Authorization Requests - this involves hiding user actions from the
identity provider. An IdP should not be able to detect the context and the SP to which
the user wants to forward the identity assertions. Credential based assertions
provide such feature. Credential based assertions are transferable, and once it is

issued to a user, the user can forward the assertion to SPs without the involvement
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of IdP. The opposite approach that provides non-repudiable linkability the interactive
approach where the SP and IdP actively communicate and identity assertions are
exclusively released for a specific context and a specific service provider. This
interactive approach provides detectability and also allows the identity provider to
control the release of specific attributes to specific service providers.

Unlinkability - this privacy property refers to avoiding the co-relation between the
actions and identities. Decentralized IdPs where each IdP is only responsible for
specific attributes and each function independently of another can provide
unlinkability. To restrict an SP from linking actions to identities, the IdP can issue a
new unique identifier each time an authentication request is made. On the other
side, if linkability is desired then a centralized IdP should maintain user identity
attribute and must provide the same identifier per user per SP to maintain the
linkability of actions and identities.

Confidentiality - Identity management should allow the users to control which
identity attributes should be revealed to which service provider. Users should have
the ability to save their permissions for each service provider or should be able to

define policies for the release of attributes.
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2.10 Summary

In this chapter, we have discussed the different approaches to implement identity
management systems, the existing communication protocols, and security issues during
identity management implementations. It is necessary to identify the main purpose of IDM
systems, the administrative issues, and technical issues, and then the government adopts

the legal standards before implementing it.
Findings:

e The IDM implementation model based on legislation adopted by the government
bodies which depends on the existing trusted identity providers in the country, the
goal of the IDM implementation, and administration structures. In the adopted
government legislation, if the citizens have the right to select from a list of trusted
identity providers chosen by the government to access services, the user-centric
identity model is a better solution.

e Forthose countries in which the government is both the identity provider and service
provider to integrate and share the resources from distributed and fragmented
systems, federated identity management model is the better choice.

e Using the National ID as a platform for public eService delivery is the best practice in
different countries.

e To use identity systems for public online service delivery, the government should
assign different implementation bodies at the organizational level such as national
ID, PKI or authentication and authorization and vital events, etc.

e Implementation of identity management systems needs different rules and
regulations to fulfill minimum requirements to act as IDP, SP, Client, and user.

e OAuth has very good characters to fulfill modern web and mobile requirements. It is
suitable for only authorization but not for authentication. SAML most widely used for

enterprise IdM systems implementation, but it is not recommended for consumer-
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level services due to the complexity of long XML trees. OpenlD Connect has better
features for both enterprise-enterprise and enterprise to consumer identity
management systems. OIDC is a JSON based lightweight protocol suitable for both
web and mobile communications.

OIDC is less vulnerable to security threats compared with SAML which exposed to
modern security threats due to its session and signing a part of a message during
communication. Though IDM technologies have a high-level security feature, no
protocol is fully secured alone without additional security features. So, to implement
secured IDM technology designing a security framework that fulfills the privacy and

data protection standards is necessary.
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Chapter 3

3.1 Methodology

Within the IS domain, design science is a problem-solving approach that aims to develop a
practical solution to a common problem to improve the IS development or management
process. This process involves critical thinking and innovation to resolve the problem at hand
by the creation and application of the designed artifact. Design Science Research in the IS
domain must result in a practically useful artifact that solves an important and complex

business problem [68].

This research aims to design an implementation framework of cross-organizational identity
management with suitable interoperability, integration, and security protocol. The research
involves designing practice to improve the current practice of fragmented public sector
systems to become interactive and interoperable for data access and sharing in the context
of the Ethiopian e-government model concerning the Ethiopian identity policy, legislation,
culture, and existing infrastructure. Therefore, one of the most appropriate research

methods to carry out this research is the design science research method.
3.1.1 Design Science Approach

This research has been planned according to the main activities involved in design research.
Van der Merwe, Alta Gerber, and Aurona [68] and [69] have identified the most common
steps to conduct research using design science approach :

1. Explicate Problem — An iterative process to study the existing knowledge base to get a
clear understanding of the problem at hand and possible approaches to the solution.

2. Define requirements — This involves further analysis of the problem to create a clear set
of requirements that must be fulfilled to resolve the problem. The requirements define the
features that the solution artifact must have within the constraints of the environment in
which it will be used.

3. Design & Develop artifact — This phase involves building the actual artifact based on the

requirements and knowledge gathered in the previous two phases.
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4. Demonstrate Artifact — In the phase, the developed artifact is practically applied to one or
more problem instances to demonstrate its usability and usefulness.

5. Evaluate Artifact — In this phase, the developed artifact is critically evaluated to measure
the degree of achievement of the requirements set in the requirement phase. Evaluation

can be either qualitative or quantitative.

Business needs from the environment can stem from people, technology, or organizations.
In the center are the activities related to development, building, and evaluation of the new
artifact. The contribution is both backs to the environment in the form of an artifact with

practical value and rigor in the form of new knowledge[68].
3.1.2 Research Strategy

There are many research strategies to gather requirements. Case studies[70] are used to
conduct a detailed investigation of the requirements from various stakeholders such as the
identity provider, relying- parties (government organizations), the end-user (government
employees) and customers of the organizations. However, case studies require many
resources, time, and competence from the researcher to conduct the case study in an
unbiased manner; moreover, it is difficult to find and get the requirements in Ethiopia since
there is no local identity provider. Another research strategy that could be used is survey
[70] where the questionnaires are created either online or offline for each type of
stakeholder — identity provider, relying party and end-user, and then requirements are
discovered from the response of the survey questionnaire. Surveys are comparatively easy
to conduct than case studies. However, they are limited in their ability to gain insightful
requirements, stakeholders may be biased or may be reluctant to reveal detailed
information and they may also miss important requirements. For this research, we choose
physical observation at the service providers and documents study [70] as the method for
requirements gathering. During our observation in the three regional organizations, we
observed that- which type of technologies are they using? How do they provide customer
services? How their organizational tasks are dependent on the other organization tasks?

How do they share data? Document study involves a careful study of the existing relevant
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literature to collect requirements and get the experiences of other countries. It builds on
similar works done previously and has the advantage of collecting requirements from
different viewpoints of stakeholders and different scenarios. Identity management has been
researched extensively so high-quality peer-reviewed articles were available to collect
requirements. Therefore, document study was the most suitable additional method for

requirement gathering.
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3.2 Requirements

Among the five steps of the Design science approach stated in [68] and [69], the prerequisite
for design and development of the implementation framework is to have identified a set of
requirements that will guide the process of development. The evaluation and development

of artifacts also depend on the defined set of requirements.

3.2.1 Initial Requirements

The initial set of requirements collected from the literature of identity management and
studies on government national Id implementation. All these major requirements are

independent of any technology, protocol, or framework or system.

Article [71] [72], have identified the basic laws of identity are very practical and the product
of extensive discussion among the leading architects in the field of IDM. The major

requirements selected by the article are-

e User Control and Consent - The user must be in control at all times of what identity
information is revealed, to whom, and for what purpose [71]. The user must have the
ability to choose whether to reveal identity information to a certain relying party [72].

e Minimal Disclosure for a Constrained Use - To moderate the risk of a possible data breach
and compromising user's identity information, an identity management system should
only maintain the least amount of information required for identification[71] [72].

e Justifiable Parties- identity information should only be disclosed to relying parties that
have a valid reason to acquire that information. The user must be made aware of which
relying party their identity is going to be revealed, and the relying party must state the
policy statement on the use of the identity information [71] [72].

e Directed Identity - An identity management system should support Omni-directional
identifiers for public entities that want to be discoverable by all e.g. a public website has

a public URL and public certificate that is known to all. In the case of individuals, the
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identifiers should be unidirectional so that the identity information is private. The use of
different unique identifiers for a different service provider will prevent those service
providers from correlating information about the user [71]. FIM should promote limited
likability such that linking of identity data across different domains is not possible [72].
Pluralism of Operators and Technologies - A user can have identities from different
identity providers, and each of these identities is relevant in different contexts. For
example, government digital identity for use when interacting with government
departments, employee identity at work. In the identity eco-system, there will exist
multiple identity providers run by different organizations offering different or even
contradictory features. Therefore, an identity management system must support
interoperability to work with different identity providers employing different identity
technologies [71]

Human Integration - The identity management system must ensure that the
communication between the user and the system is clear, predictable, and simple to
avoid identity attacks such as impersonation and phishing [71].

Consistent Experience Across Contexts - The identity management system must offer a
consistent experience to the user across different contexts and multiple relying parties
and technologies [71].

Always maintain the basic security goals of confidentiality, integrity, and availability of
the identity data at rest and during transmission [72].

Audit and Monitor —identity providers should monitor the actions of its users and usage
of services of relying parties. This audit is necessary for billing purposes and to keep a
check on the misuse of the resources by the users [72]. Ensure that user identities are
immutable, unambiguous, traceable, and support non- repudiation [72].

Development and maintenance feasibility — the effort required to develop and maintain
a secure FIM should be cost-effective, must use existing technologies and standards,
must require minimal changes to existing systems and should be maintainable in the long

run [72].
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Separation of privileges — Defining different roles for the administration of the identity
management system and user roles that access various services would prevent the risk
of impersonation and ensure that each role has specific responsibilities and functions

[72].

According to the World bank identity management for development (ID4D) group [13] have

identified the main principles to the development of national digital identity framework from

the study conducted in different countries identity management experiences. The identified

IDM entities are

Vision and Mission: Any entity interested in developing a National Digital Identity
Framework should precisely define a vision setting the goals it aims to pursue, and a
mission detailing how to reach said goals.

Comprehensiveness: The National Digital Identity Framework should result from an all-
encompassing understanding and analysis of the overall digital environment, taking into
consideration the country’s context, circumstances, and priorities.

Social Inclusiveness: The National Digital Identity Framework should be developed in a
way that its services can be provided to the entire community of users, with particular
regard for weak individuals and minority groups.

Economic and Social Prosperity: It should foster economic and social prosperity and
maximize the contribution of digital to sustainable development and social inclusiveness.
Fundamental human rights: The ID Framework should respect and be consistent with
fundamental human rights and values.

Trust, privacy, and Security: ensuring adequate safeguards for the privacy of users and
guarantee the appropriate level of security for the information to gain a high level of
trust among users and stakeholders.

Flexibility and scalability: operating in a flexible and scalable manner and ensure that it
can be promptly and efficiently modified or updated when necessary.

Interoperability: should take into account the role of interoperability as the ability of

different systems to talk to each other, exchanging information and queries.
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¢ Identity as a platform: should foster the development of digital ID as a platform, so that
users can plug it into any domain and use it.

e The uniqueness of ID: should ensure that people can get only one ID.

e Robustness and future-proofing technology: Technologies and systems described in the
National Digital Identity Framework and used for the creation of Digital IDs should be
robust and scalable, ensuring at the same time that they are future-proofed and do not
get obsolete very soon.

e Data quality: The National Digital Identity Framework should be the base for other
programs of national importance. Thus, steps must be taken to ensure data quality at

multiple levels.

The specific privacy and security enhancing operational and technical controls adopted by
an ID system will depend on context and other design choices [73]. The European Union and
IDAD in [74],[34],[73] discussed the important categories of privacy and security

technologies and strategies are:

e Encryption: used to protect the vulnerability of personal data to being accessed or
intercepted and read by unauthorized actors during storage and when it is
transferred [73].

e Digital certificates and PKI: Issued by Certificate Authorities (CAs) to facilitate secure
electronic communication and data exchange between people, systems, and devices
online[73].

e Tokenization: Tokenization substitutes a sensitive identifier (e.g., a unique ID
number) with a non- sensitive equivalent (i.e., a “token”) that has no exploitable
meaning or value. This can protect privacy by ensuring that only tokens, rather than
a permanent identification number or other, are exposed or stored during a
transaction [34][74].

e Platforms for personal access and control: Individuals have the right to access and
correct their data, and to monitor how it is being used by governments and third

parties (and to hold these actors accountable for misuse) [74][34].
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e Tamper-proof logs: Ensuring that personal data are only accessed by authorized
users and for authorized purposes requires some method of tracking transactions
and who has accessed the data and when [74].

e Datacenter security: using the necessary international standards to improve data
center management, security, and access control, including ISO/IEC 27001
(information security management systems), ISO/IEC 22301 (business continuity
management), and ISO/IEC 55000 (asset management).

¢ Implementing a cybersecurity program: Implementing a cybersecurity program to
build the capacity of the ID authority to protect its assets and the capacity of the
national cybersecurity agency to perform a supportive and enabling role. The
program includes different activities (l.e. A legal framework on cybersecurity, a
Sectorial cybersecurity strategy for the ID system, Cybersecurity foundations,

Intelligence monitoring, detection and analysis, Prevention, Enforcement, etc.)[34].

Identity systems may use two or more authentication and interoperability technical
standards based on their security framework. Most Commonly used technical standards
used to relate with the identity credential to be used for authenticating the user as identified

in [75],[76] are:

e Biometrics (ISO/IEC 19794-5:2011 (Face Image) Image standard—multiple competing
standards are in use for capturing face image (PNG, JPEG, and JPEG2000 in most of the
systems while GIF/TIFF (proprietary standards) may be in use in a few). For fingerprint
image (JPEG, JPEG2000, and WSQ) standards are in use[77][78].

e Biometrics (ISO/IEC 19794- 2:2011 (Minutiae))—Data interchange format—ISO
standards for different types of biometrics like fingerprint, iris, and face are listed
[78](77].

e Card/Smart Card (ISO/IEC 7816)—Different standards exist for the different types of
card—card with chip and without a chip. Each identity system would select a card based
on various criteria like cost, features. The standard to be selected depends on the

category of the card used for the identity system[78].
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e Digital Signatures (FIPS 186-4- DSS)—standards of digital signature for the identity
systems[76].

e 2D bar code (SO/IEC18004:2015—Quick Response (QR) code)—the standards commonly
used PDF417 and QR code[76].

e Federation protocols (Open ID connect, SAML v2—2005, RFC 6749/ OAUTH 2)—Open ID
Connect and OAuth combination are being increasingly used for federation while SAML

has been used extensively earlier [75][56][41] [54].

3.2.2 Requirement Processing

As indicated in [79] analyzing the requirements qualitatively is the next step after
requirement elicitations. The initial set of requirements were carefully studied to derive
concrete and specific requirements. These requirements were further analyzed qualitatively
using a list of activities like, is the requirement necessary? Is the requirement consistent
with the other requirements? Are the requirements complete? Is the requirement feasible?

Is the requirement redundant?

The final step in requirement processing was requirement validation. In this step, the
requirements were assessed to ensure that they are defined in a standard manner and
represent an acceptable description of the identity management system that will be
implemented during the development phase. The focus here was to answer the question
“Have | got the requirements right?” The validation process involved getting the

requirements reviewed[79].
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3.2.3 Final requirements

Model

There must be a simple and reliable process to disassociate a relying party from the
federation.

There must be a simple and reliable process to disassociate an employee from the
identity provider.

All-access to resources at the relying party must be denied as soon as the government

employee credentials are revoked by the identity provider.

Privacy and Security

Limit the purpose for which personal data are collected and used. Put in place proper
measures to prevent user profiling based on the data volunteered.

Identity providers must provide the user with the option to log out globally from all
the live sessions with one or more relying parties in the federation.

All communication related to identity exchange between the relying party and
identity provider must be digitally signed using one of the standard digital signing
algorithms to ensure integrity and non-repudiation.

All communication related to identity exchange between the relying party and
identity provider must be encrypted using one of the standard encryption algorithms
to ensure confidentiality.

Identity providers must share identity information only with relying parties with

which they have established trust and are part of the federation.

Interoperability

The identity management system must be interoperable with different relying
parties employing different technologies using OIDC.

Identity providers must use a standard way to communicate the metadata
information about the user attributes within the federation that is understood
implicitly by all the members.

The identity management system must work with employees using different

computing devices and at poor network bandwidth area.
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Government framework requirements

e Defining specific goals of the IDM framework

e The IDM system should operate in a flexible and scalable manner and ensure that it
can be promptly and efficiently modified or updated when necessary

e should foster the development of digital ID as a platform, so that users can plug it
into any domain and use it

e identifying the suitable governance model

e Assigning the necessary implementation bodies at the organizational level such as
national ID, PKI or authentication and authorization and vital events, etc.

e Identify and adopting the necessary rules and regulations to fulfill minimum
requirements to act as IDP, SP, Client, and user.

e Implementing the necessary privacy and security requirements
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3.3 Identity management framework development

The main objective of this thesis is to design an interoperable identity management
framework to integrate and share data of fragmented government systems across ministries
and agencies for better public service delivery. This framework is designed in the context of

the Ethiopian government structure and legislation.

The implementation framework would include the necessary governance model, legislation,
design or system architecture, communication protocols, and security requirements which

are major components and the key decision points that must be considered.

The National Revenue Authority, Amhara vital events office and Trade bureau System
implementation, organizational problems, and working procedures are observed physically

and included in the framework.

3.3.1 Governance model

The national and regional governments have a primary role in this Digital ldentity
Framework, acting as Regulator and Identity Provider at the same time. Since the main aim
of this framework is to integrate fragmented government systems both the relying parties
and identity providers are government bodies. On one hand, its role as a Regulator implies
providing guidance and control on the National Digital Identity Framework, producing
specific laws, regulations, criteria, conditions, procedures, and controls for the management
of digital identities. On the other hand, acting as an Identity Provider requires a direct
responsibility in terms of operation of the digital identity lifecycle, from identity proofing to
credential management, authentication of identities, integration with Service Providers, and

revocation of digital identities.

3.3.2 Regulations or laws

The Ethiopian governmental structure consists of a federal government divided into 9
autonomous regional states and two city administrations with individual administrations

[24] [25]. It follows a decentralized administrative system where the regions have legislative,
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executive, and judicial powers. This implies that regional governments could have their own

identity management and data sharing legislations depending on their interest.

Identity management framework requires multiple legal acts and regulations on issues like
data protection, privacy, and security, interoperability, administration, trust, and
information sharing. In the Ethiopian context, Identity management systems will have two
levels of legal act adoption, the first is between regional states and national governments,
and the second is local or between agencies in the region which have a high level of trust

and flexibility.

3.3.3 Design/Implementation architecture
Identity management implementation is a complex task. To implement government-owned
IdM, It requires the participation of multiple government entities. For government
structures like Ethiopia, in which regional governments are autonomous, using common
Identity provider for both horizontal and vertical integration would have less trust and
flexibility.
Due to the above reasons government-owned federated |IdM the suitable model. The
common characters for the proposed federated IDM framework in each region are:
e All the regions and the national government should have their identity providers
and employee portal (Relying party).
e The identity information of the government employees must store at their own
regional/federal IDP.
e Each governmental organization shares data based on the agreed national or
regional authorization policy.
e All the service providers must use national ID as a platform
o Unique identifier for all the people
o Assigned and stored centrally at the national level
o Integrated with Vital events to provide basic individual information
e The IDM system should be scalable and simple to implement online service delivery

to the citizens.
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OIDC, SSL, VPN ,SHA256

e The IDM systems should use Biometric (Photograph) and federation protocol OpenlID
Connect for Authentication and Authorization.
e Vertical integration would be implemented using one common IDP and Common

portal.

Common Legislation (National)

Fed. Legislation Rn Legislation

e Fed. Implies

Fed. IdP Server A

e Rnimplies

l Region n
Fed Employee Fed. API's National ID
Portal System

l l (n=1-9)
Figure 5. IDM Implementation Architectural Framework for Ethiopian E-Government

Rn Employee Rn API’s
Portal

Common Legislation: vertical legal acts and standards between the federal government and
regional governments, i.e. data protection, privacy and security, interoperability,
administration, trust, and information sharing must be agreed to integrate and share
effectively.

Federal & regional Legislations: these legislations and standards are used for horizontal
communication between ministries at the federal level and between agencies/bureaus at
the regional level.

57



Federal Identity provider (IDP): used to authenticate and authorize relying party (Employee
portal), service providers (APIs), and users at ministries. This also used to authenticate and
authorize regional clients which wants to access a common National ID platform.
Implementing identity providers independently at the federal and regional levels will
improve administration flexibility, security, and privacy.

National ID: The national ID is used as a base platform for all systems to identify the
identities of all the citizens in the country. This platform includes the vital events information
of citizens and used as a back-end platform to provide services and share information across
organizations.

Regional identity provider (Rn IDP): used to authenticate and authorize regional relying
party (RP), APIs, and users. Regional IDPs implemented based on national and regional
standards. These IDPs assures the privacy and security issues during vertical communications
with other regional and federal systems.

Employee Portal: Employee portals or relying parties’ are client-side web applications. Users
at each level use employee portals to access distributed organizational resources through
the identity provider (IDP).

APIs: Application programming interfaces (API) are found distributed at each organization.
The fragmented systems data sharing and other services are provided using these APIs. The
APIs are accessed through the identity providers by those relying parties which have fulfilled
the regional or/and national authorization requirements.

OpenlD Connect: is a federation communication protocol build on top of oAuth. OIDC used
to authenticate and authorize the relying party (Employee portal), a service provider (API),
and users during the communication through an identity provider (IDP).

SHA256: used to encrypt all the tokens during authentication and authorization
communication between identity provider, relying party, and API endpoints. Encrypting all
communications between entities ensures confidentiality.

SSL: used to sign all the communications between the IDP, RP, and SP to ensure integrity and
non-repudiation.

VPN: To integrate and share data at back-office using the existing governmental Woreda-
net private network improves the reliability of the communication between the entities.
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3.4 Developing and Evaluating Artifact

Use case scenario

We have selected three organizations from the Amhara region namely trade bureau,
revenue bureau, and vital events agency. All three organizations have inter-connected
functionalities. Trade bureau main functionalities are trade license registration and yearly
license renewal. One person can have multiple licenses inside the Amhara region or
elsewhere in Ethiopia. The Amhara revenue bureau collects taxes from merchants which
have a trade license at the regional bureau. Those merchants who want to renew their trade
license must pay the previous year taxes expected from them. Regional vital events agency
registers the death, birth, marriage, and divorce events of all the peoples of the region. To
get the trade license registration, to identify the number of licenses inside or outside of the
region, to view citizen’s tax payment profiles and citizens' basic profiles could be identified
based on his/her nationally unique identification number. Only the necessary data of
citizen’s share across organizations. Revenue bureau gives the privilege to view the
merchant’s current tax payment profile, and the trade bureau gives the privilege to view all
the trade license profiles of customers. We used regional vital events agencies 17 digit birth

certificate number as citizen identification number since it is unique throughout the country.

Development Groundwork

The designed interoperable identity management framework would be used to implement
federated identity management which can work horizontally and vertically among the
regional and the federal governments. The main objective of this thesis would be the
establishment of data sharing across fragmented systems in different government agencies,

and the exchange of identity information in a secure and reliable channel.

The software used for the federated identity management implementation is Microsoft
Asp.Net core 2.2 framework to implement employee’s portal and APl resources.
IdentityServerd, OpenID connect protocol and Identity server starter kit Ul is used to

implement the identity provider; Microsoft Visual Studio 2019 Community Edition was the

59



integrated development environment within which all these applications were developed
and tested; SQL Server 2017 Express edition is used as a database tool for resources and APIs
data management. All the tools used to develop the IDM system and the resources are free

to download and use.
3.4.1 Developing the Artifact

Phase one: The API resources of the selected organizations namely Trade API, Revenue API
were built first, then the employee portal application was built to work for horizontal
integration. The organizational data management handled at the API side using Microsoft
SQL server 2017 edition. We used as a national ID, a seventeen digit birth certificate number
that identifies citizen's location region, zone, Woreda, Kebele, birth year, and a three-digit
number. All the locations in the country have a unique id. Currently at regional and national

level citizens are identified based on the birth certificate Id number of the above criteria.

Phase two: The authorization policy, OIDC authentication, scopes, and resource secrets
were set from both directions at the APl side and the client application side. The
authorization policy is based on the agreed data sharing requirements between government

entities.

Phase three: The Identity server designed was flexible and simple to associate and
disassociate all the API, client, and identity resources. The administrator of the identity
server registered all APls, Client, and Identity resources. The administrator also assigned the
roles, scopes, and privileged resources for all registered users. The IDP stores, authenticate,

and authorizes all the resources.

Phase four: In this phase, we made the exchange of identity information between relying
parties and identity servers in a secure network. All the identity information sent from the
identity provider to relying parties was signed with a self-signed certificate that was created
and assigned to the identity provider. SHA256 was the digital signing algorithm used by the

identity provider. All the communication between the relying party and the identity provider
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was using HTTP and SSL protocol for end-to-end encryption. Validation token attached with

each response to avoid cross-site request forgery.

Phase five: in the fifth phase we implemented the single-sign-out functionality from both
sides at the relying party and identity provider. The single-sign-out functionality enables the
user to global logout from the identity provider and each of the logged-in relying parties.

Authentication cookies and tokens are destroyed as soon as the user logged out.

Phase six: In this phase Ministries of the Federal government integrates horizontally using
federal employee portal and federal IDP to access API resources distributed at their offices.
Regional governments also have their Regional employee portal and IDP to access API
resources at regional agencies or bureaus with reliable security and privacy. Each regional
and federal government would have its data-sharing policies to be implemented in their
administrative areas. Implementing IDP at each level of governance improves the privacy of
citizens and governments since the authentication, authorization, administration, and data

sharing policy handled by themselves.

Even though there are different design options to access multiple APIs distributed at each
agency's server, we chose a method in which a user requests an access token for a single API
through the web portal and stores the token at the browser cookies and reuses it for other
API calls. Whenever the user wants to access another APl the client doesn't request another
access token instead it reuses the previously stored access token at the cookie and sent the
request to the resource server. This method minimizes the communication between the

client application and the identity provider to get access token for each resource.

Phase Seven: To achieve vertical and inter-regional integration, we used one common
employee portal and one common IDP. The common IDP authenticates all the privileged
users from all the regions and national governments to access regional and national
resources. The national data sharing or authorization policy would be implemented at the
common portal and each regional APIs that are registered at Common IDP for vertical

integration.
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Figure 6. The Communication between User, Employee Portal (RP) and IDP
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Figure 7. Communication Flow diagram to access single organization resource.
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Figure 8. Communication diagram flow to access multiple organization services
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Analysis of the Artifact Development

The developed artifact has included all the selected technical requirements of identity
management implementation based on the designed government architecture focusing on
integrating fragmented government systems for better public service delivery. The identity
model requirements are covered in phase three. The privacy and security requirements are
included in phase 2, phase 4, and phase5. The interoperability requirements are implicitly

enabled by OIDC protocol and covered in phase 6 and phase 7.

The mapping between the development phases and requirements

No | Requirement Type Phase

1 Identity Model 3

2 Privacy and security 2,4,5

3 Interoperability 6,7

4 Legislation(Authorization 2
Policy)

3.4.2 Evaluating the framework

The designed artifact is an implementation framework that guides the process of real
implementation of identity management for government ministries and agencies. The
evaluation, therefore, requires measuring the quality of the framework. The quality
attributes which are most suitable to analyze this framework are usability, interoperability,

security, and completeness.

Usability: measures the extent to which the framework is practically usable in real scenarios
by the government entities. To measure usability of the framework we chose two
parameters, the first one is, the extent to which fragmented government systems can access
and share distributed resources across the selected organizations in the use case scenario,
and the second parameter is the extent to which the developed artifact is easily scalable and

expandable to implement for multiple fragmented systems across ministries and agencies.
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Technical Interoperability: measures the extent to which IDM and fragmented systems
across organizations have remote access to databases or applications, share data, and use

of similar open communication standards[80][31].

Security: Measures the extent to which the designed artifact is not vulnerable to DoS, XSS,
and MIMA security threats of OIDC protocol. OIDC protocol is vulnerable to DoS attack
during the use of publicly open and non-secure endpoints, XSS attack when the attacker
exploits recent sessions for previously authorization granted client, MIMA attacks during the
dynamic registration of clients. The proposed solutions for those security threats are using
secured API endpoints, refreshing tokens for every new request, and handling the client
registration only from the identity provider side. The security evaluation process has

measured the extent to which all three solutions are included or not.

Completeness: measures the extent to which the framework meets the broad set of

requirements determined in the requirement phase[81].

The type of specific artifact leads to the choice of an evaluation method. Based on the study
on design science evaluation methods [82], using one or more experts to evaluate IT
frameworks is a more suitable and most widely used method of evaluation. We used two

experts for face-to-face evaluation to assess the developed artifact[82].

From the selected two evaluators, one of the experts evaluated the framework from the
end-user perspective while the other expert evaluated from the technical perspective. A
feedback form was prepared to enable the evaluators to give their feedback in a structured
format. The feedback form had one row each for the three quality attributes. Each row had
a column to rate the framework on the corresponding quality criteria/parameters on the
scale of 1 to 5 (5- Excellent, 4-Very Good, 3-Good, 2-Average, and 1-Poor) with 5 being the
best score. There was an adjacent column to write comments or suggestions from the
evaluator. The average of quality parameters took as a grade for each respective

measurement attributes.
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There were a few potential evaluators who were easily accessible during the research. These
potential evaluators were contacted through phone. Two of the most experienced IT
professionals who showed a willingness to participate in the research work were chosen as
evaluators. The potential evaluators were selected based on their practical experience with
software project evaluation and implementation and overall experience in the IT domain.
We couldn't find a face-to-face evaluator who has technical experience in identity
management implementation. The technical evaluator who has a master's degree in
computer science and participated in different governmental software quality evaluation
tasks. The second evaluator has a BSC degree and 8 years’ experience in different IT

positions.

Evaluation Result

The technical evaluator gives the IDM framework excellent for 3 of the quality attributes
(Usability, interoperability, and security). On usability, the evaluator commented that the
framework is usable in real IDM implementation of Ethiopian e-government and scalable to
include multiple relying parties and service providers. On interoperability, the evaluators
have commented the fragmented systems have remote access to each other to share data
using common communication standards. The evaluator also commented that the artifact
should include other platforms to measure the heterogeneous nature of open standard
communication protocols. On completeness (score 4), the evaluator commented that the
framework includes the necessary attributes of IDM technologies and government entities.
From the security perspective, the evaluators commented that the designed artifact fulfills
all the three security requirements. The evaluator suggested adding more technical detail

on the implementation of IDM to make more usable for intermediate level developers.

The user evaluator graded the IDM framework as excellent (score 5) on the quality attributes
— Usability and interoperability. On usability, the evaluator commented that the framework
is very useful for real government implementation and enterprise-level big institutions. The
completeness and security attributes were graded as very- good (score 4) and the evaluator

suggested that the framework could include additional biometric authentication parameters
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(fingerprint) to add further functionality like online service delivery for citizens and security

requirements of the deployment area.

Evaluation Summary

Both of the evaluators have rated the framework highly (greater than 4) for all the 4
attributes. They gave us very useful suggestions and comments for further improvement and
inclusiveness. The first important suggestions are adding additional scopes like fingerprint
authentication to minimize the digital divide for the extended future of citizen service
delivery. The second important suggestion was to go deeper into the technical details of the
development that could be inclusive of different levels of developer skills. Both of these

suggestions were included in future work.
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3.5 Discussion and Conclusion

The final explanations on the result, research contribution, limitations, and future works of

this research work presented in this chapter.

3.5.1 Results

This thesis has demonstrated that government systems and services distributed across
ministries and agencies can be connected and work together easily and effectively while
maintaining confidentiality, privacy, and security. Major technical requirements for the
establishment of identity management and interoperability have been identified and
discussed. A major output of this research work is an interoperable identity management
framework guides the way to integrate and share data from fragmented systems across

government ministries and agencies for better public service delivery.

3.5.2 Research Contribution

Government service delivery and interoperability do not function well in many countries yet.
Ensuring that an integrated approach is effective and sustained across ministries and
agencies remains challenging[5][8]. The designed framework proposes an initial design that
would assist decision-makers how suitably integrate ministries and agencies for better public
service delivery using an interoperable IdM system. The framework also guides, how can
integrate distributed systems with the necessary privacy and security requirements of

customers and organizational data in particular.

As OIDC is a recent protocol, there are no enough papers done that guide the
implementation of identity management in a distributed environment. This research also
used as a foundation for software developers and researchers on the real implementation
of identity management services in a distributed environment, relying party integration, and

authorization policy issues.
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3.5.3 Limitations

This thesis has the following limitations:-

e The study does not include biometric (fingerprint, iris, or facial recognition) identities.
e The study focused only on technical interoperability. Social and cultural aspects of
electronic identity management have not been discussed in the thesis.

e The framework has not tested in a real implementation or production environment.

3.5.4 Conclusion

The overall main points and results of the research have presented in this chapter. Designing
an interoperable identity management framework for government organizations focusing
on integrating and sharing data across ministries and agencies was the main research

objective wanted to meet.

Most of the existing governmental IDM frameworks designed in different countries (i.e.
Australia and India) are aiming for efficient public electronic service (eService) delivery,
which is the final stage of e-government. The integrated government uses as a backend
platform for the implementation of eService delivery. Implementing IDM for eService
delivery purposes requires different organizational, technical, privacy, and security
requirements to collaborate with government organizations, private companies, and
citizens[83][36][21]. But, this thesis focuses on integrating horizontally and vertically
fragmented government systems by considering the scalability and expandability for future
eService delivery implementation. All the actors in connected government systems are

government employees and organizations.

The previously implemented and designed IDM frameworks are focusing at the national
level, which does not consider the trust and flexibility of administrations for federated
countries like Ethiopia, in which regional governments have autonomous power. The
proposed framework enables us to adopt all the necessary legislation both at the national

and regional levels.
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This framework can be used as a foundation for those who wanted to implement
government back integration and public service delivery. This framework can be extended
by adding biometric authentication methods like iris and fingerprint to improve security as

well as minimize the digital divide for the effective use of citizen public service delivery.

3.5.5 Future Work

Including additional biometric authentication methods like a fingerprint or/and iris improves
the security of service delivery and minimizes identity theft. It also minimizes the digital
divide especially in developing countries in which most of the people are illiterate. To
provide government services for the whole of citizen biometric or token-based card
authentication is mandatory. Therefore, the framework can be enhanced by adding these

aspects to future work.

Social and cultural aspects have a significant effect on digital identity management
implementation especially when we use it for citizen service delivery. Therefore, the

framework can be broadened in scope to include these issues.

Implementing the federated identity management for horizontal and vertical integration
needs detailed authorization policy or access control for all levels. Studying and
implementing vertical and horizontal authorization requirements in real production can be

another future work.
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Appendices

1 Login Page

A user requesting to access the employee portal redirects to identity provider server for
authentication and authorization. First, the identity provider authenticates employee portal
(relying party) by its client ID and secret key. Then, the identity provider requests the user

to enter its credentials and redirect to the employee portal.
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9.2 Consent Screen

After the user enters his/her password/username credentials the identity provider requests
the user to allow or not the employee portal to access your profile. And shows the list of API
resources allowed to use. This part assures one of the user privacy principles of identity

management systems.

User profile consent

E-Gov Ideninty Server

Employee Portal is requesting your permission

4 persbiaions you db ot Wi

& Personal Information

() Your war identifier [rrguied
Q Usar profie O
e ser Do mformaton 19t name lagt name. eic]

@D roies
&
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Application Consent

8 Application Access

@
@D =i
@D viuiaei

No, Co Not Allow O Employee Portal
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2 Employee portal

After successful completion of user authentication, the identity server redirects the user to
employee portal. Then, Employee portal requests the identity provider the profiles of the

logged-in user. This portal delivers all the services based on the logged-in user privilege.

<« ¢ @ O @ loalhost44355/Gizen/GetCiize 0% b+

G]

Nationalld:

© Employee Portal
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3 Accessing the first Organizational resource (Trade API)

The employee portal calls the first APl based on the user information provided by the identity
provider. All the user profiles and access tokens are sent to the employee portal during the

API requests.
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Finding trade Customer using customers National ID
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4 Accessing Revenue Bureau resources (API)

To access the second API, the employee's portal uses the same access token which

previously got from the identity provider.
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List of Taxpayers
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5 Finding Citizen from national API
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6 Relying party registration page
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7 Identity resources
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9 Decoded access token using jwt site
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10 Discovery document configurations
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