
DSpace Institution

DSpace Repository http://dspace.org

Information Technology thesis

2020-08

An Interoperable Identity Management

Framework  (In the Case of Ethiopian e-government)

Tsehaye, Asress Tedla

http://ir.bdu.edu.et/handle/123456789/15708

Downloaded from DSpace Repository, DSpace Institution's institutional repository



 
 

 

 

BAHIR DAR UNIVERSITY 

BAHIR DAR INSTITUTE OF TECHNOLOGY 

SCHOOL OF RESEARCH AND POSTGRADUATE STUDIES 

Faculty of Computing 

 

An Interoperable Identity Management Framework                  

(In the Case of Ethiopian e-government) 

         

MSc. Thesis 

By 

Tsehaye Asress Tedla 

 

A Thesis Submitted as a Partial Fulfillment to the Requirements for the Award of the 

Degree of Master of Science in Information Technology. 

 

Main Advisor:   Mekuanint Agegnehu (Ph.D.) 

   August 2020 

  Bahir Dar, Ethiopia 





iii 
 

Acknowledgments 

I would like first to express my profound sense of gratitude towards my advisor Mekuanint 

Agegnehu (Ph.D) for his direction, kindness, and encouragement throughout the time this 

research work was carried out.  

I would also like to thank all my family, friends, and colleagues for their commitment and 

contribution to the success of the graduate program. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



iv 
 

 Abstract 

Identity management and integrated technologies are the basic building blocks in the field 

of e-Government, as they constitute secure and reliable access to online services. The 

implementation of integrated identity management is complex due to the involvement of 

multiple organizations with heterogeneous technologies, different data sources and 

interoperable records, sensitive user data, legal and regulatory issues, and numerous 

security issues. Though multiple private and governmental identity management (IDM) 

frameworks and technologies developed and implemented for backend organizational 

integration and service delivery, integrating ministries and agencies effectively and 

sustainably is still researchable. In this thesis, an interoperable identity management (IDM) 

framework is proposed by incorporating all the requirements from the administrative, 

technical, and security perspectives. The proposed framework can integrate the fragmented 

government systems between or/ and among ministries and agencies for better public 

service delivery in the context of electronic government. This thesis follows the design 

science approach. The designed framework was demonstrated and evaluated by technical 

experts using design science framework evaluation parameters such us completeness, 

usability, and interoperability. 
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creation to the destruction of that identity. Digital Identity Management also provides 

secure methods to exchange and validate that identity information. Digital identity 

management requires both technical and legal mechanisms to handle multiple issues related 

to the identity of an entity [15]. 

Adopting electronic Identity Management includes the benefits such as storing information 

in digital form where it can be easily accessed and transferred whenever needed, ensuring 

a secure, convenient and effective way of identifying an individual, relying party and service 

provider identities, and safeguarding and protecting access to sensitive information. 

Besides, it improves the quality of services to be delivered, minimizes management cost, and 

increases confidence in reliable identification and authorization of users which in turn 

enables secure and effective day to day information transactions between public agencies. 

Therefore, by adopting efficient identity management in e-governance, governments can 

renovate their processes and systems and turn them into a better customer service provider. 

The recent development of IT technologies and its expansion within Ethiopia has a significant 

impact on public service delivery. According to the United Nations e-Government Survey [5], 

Ethiopia has deemed one of the world's e-government least implemented countries with 

low E-Government Development Index levels. The advancement of ICTs in the public sector 

in Ethiopia also presents a significant opportunity for rolling out e-government services. The 

government of Ethiopia has prioritized three distinct sectors for e-government 

implementation, government-to-government (G2G), government-to-business (G2B), and 

government-to-citizen (G2C). Each of these sectors represents a different combination of 

motivating forces and initiatives. However, some common goals include improving the 

efficiency, reliability, and quality of services for the respective constituency groups. 

Ethiopian government realizes the need to integrate several initiatives to provide a strategic 

direction for e-Government implementation in the country. It is in this context that the e-

Government strategy for Ethiopia has been designed, with a focus on facilitating effective 

delivery of government services to major customers residents, businesses, and visitors[6]. 
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The strategy envisions the implementation of 219 e-services consisting of seventy-nine (79) 

informational and one hundred thirty-four (134) transactional services over five years. The 

implementation is proposed to be done through twelve (12) priority projects and service 

delivery would be through four channels (Portal, Call center, Mobile devices, and Common 

service centers) and delivery will be facilitated and strengthened through Six (6) core 

projects, including National Payment Gateway, Enterprise Architecture framework, Public 

Key Infrastructure, National Data Set, National Enterprise Service Bus and National 

integrated Authentication Framework [6]. 

To achieve government to government (G2G) integration using e-government systems and 

to enable access and sharing of information requires efficient identity management and 

access control implementation. Besides, the implementation of a common framework 

across government agencies and corporations enables smooth delivery of e-government to 

the public and business sectors. 
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1.4 Scope  

This scope of this thesis is designing and implementing an interoperable identity 

management framework using the design science process. Integration and sharing of data 

across ministries and agencies horizontally and vertically, accessing and using non-

redundant citizen information for public service delivery with the necessary administrative, 

technical, and security issues in the Ethiopian e-government context are included in the 

design. However, social and cultural issues, structural interoperability, and biometric 

authentication which are not covered in this study require further study. 

1.5 Significance of the Study 

As the government has fragmented identity information in different public institutions and 

government agencies accessing and sharing this data, interoperability becomes an issue. 

Integrating and interfacing different government agencies and public institutions where 

fragmented information is kept is also a fundamental topic to be addressed. Designing a 

suitable identity management framework based on the necessary administrative, technical, 

and security requirements.  
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Chapter 2 

2.1 Literature Review 

In this study, we used a mixed research approach to gather the requirements from the 

relying parties and base concepts, issues, protocols related to IDM from the works of 

literature. An observation has been conducted to gather the existing government 

organizational integrations and the way citizens are getting services in the selected 

organizations. Secondly, a detailed literature review conducted to build the basis for the 

research work by understanding the key concepts, issues, and protocols related to IDM and 

exploring other important contemporary research work done in the area of IDM. A detailed 

and rigorous literature review ensured that the current research work was built upon a 

strong foundation laid by the previous researchers and no important concepts were 

overlooked. 

This chapter describes the literature review process in detail, and the subsequent chapters 

3, 4, 5 and 6 describe the essential concepts, important issues, common protocols, and 

service providers or relying parties perception in particular respectively in the context of this 

research work with the information derived from the literature review. 

2.1.1 Literature Review Process 

The literature review was carried out iteratively following the guidelines as suggested in [9] 

and [10]. A structured and rigorous procedure was followed to do a representative literature 

review [10] where the most relevant and recent articles containing detailed analyses of the 

current single sign-on protocols and identity management methods were studied. Only peer-

reviewed articles from reputed journals that had a considerable number of citations were 

selected to ensure the quality of the articles reviewed. Care was taken to select articles that 

were recent i.e. not older than the year 2010, and all the important keywords and their 

synonyms were searched in all possible combinations to make certain that no important 

article was left out. The search for articles continued until no new concepts could be found. 
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All the articles were maintained in an online cloud reference library called "Mendeley" that 

helped with the management of articles, references, and citations. 
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2.2.1 Identity Management Systems 

In the virtual world, the identity of an entity is the basis for security management and core 

business functions. Digital identity management, from a technical viewpoint, is defined as a 

group of technical access control systems and functions to identify an entity accurately with 

a certain level of assurance and subsequently perform authentication, authorization, or 

transfer that knowledge to the requesting entity[14]. From a management perspective, it 

can be defined as the enterprise-wide life-cycle management of the digital identity of an 

entity including its attributes, roles, and associations over a period from creation to the 

destruction of that identity. Digital Identity Management also provides secure methods to 

exchange and validate that identity information. Digital identity management requires both 

technical and legal mechanisms to handle multiple issues related to the identity of an entity 

[15]. The [1] defines Identity Management "as the set of rules, procedures, and technical 

components that implement an organization's policy related to the establishment, use, and 

exchange of digital identity information."  

Digital identity management is one of the most critical aspects of digital security and a major 

enabler of trusted online business. Successful and efficient digital identity management 

ensures the security of information resources, user privacy, promotes innovations in online 

business activities, and improves business interaction by increasing confidence in the 

exchange of information and execution of business functions. However, digital identity 

management is complex, and multiple difficult issues must be addressed [15] [16]. 

Despite the complexities, organizations must get digital identity management right, or else 

the consequences could be a fragmented and costly identity management solution within 

the organization that fails to deliver business value and leads to further obstacles in the 

execution and management of business processes [15].  

Invariably, the objective of electronic IdM is to ensure consistent business rules and 

practices; tightening of control over user-to-applications; automation of business processes 

to minimize operational costs; enhanced security; improved productivity.                                    
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2.3.2 Centralized Identity System 

The centralized IdMS model is an early attempt to rectify the inherent limitations of silo 

systems by centralizing the independent databases into a single system. Thus in the 

centralized model, user data are kept independent of the various application silos, and data 

are made available to service providers from the central database[19]. Due to the centralized 

nature of the systems, each user can use the same credentials and identifiers to access 

different services, whilst all the providers authenticate the client through the same 

certificate before granting access to their services. Centralized IdMS have evolved with time, 

given the increasing need to share and reuse identity information. Centralized IdMS is a very 

common model for storing and managing digital identities [21][14]. 

 

Figure 2.Centralized Identity Management Model [12] 
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correspond to a given user. Thus, such knowledge places the identity provider in a position 

where it could impersonate the user or enable others to do so[19]. 

FIM is considered a promising approach to facilitate secure resource sharing among 

collaborating partners in heterogeneous IT environments. FIM is about inter-organization 

and inter-dependent management of identity information rather than identity solutions for 

internal use, and that it has emerged with the recognition that individuals frequently move 

between corporate boundaries. The federation model enables users of one domain to 

securely access resources of another domain seamlessly and without the need for redundant 

user login processes [23][20].  

 

 

                                                                

Figure 3. Federated IDM [19] 
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2.4.2 Taxpayers Identification Number in Ethiopia  

For tax collection, the Federal Revenue Authority (FRA) has started to use an integrated 

database system called Standard Integrated Government Tax Administration System 

(SIGTAS) that helps to identify Tax Payers by issuing Taxpayer Identification Number (TIN) in 

addition to customers fingerprint. This system is currently being used to uniquely identify 

only taxpayer organizations and businesses at all levels of the country. Moreover, the 

Authority is also working to expand the use of TIN to individual taxpayers but not the rest of 

the citizens [26]. 

2.4.3 National e-service portal 

The Ethiopian national sService system is designed to provide a common platform and 

generic tools for online transactional services. Using the system, government organizations 

render electronic public services to citizens, non-citizens, businesses, and governmental and 

non-governmental organizations [27]. 

To file a service request, a citizen should log in using his/her account or can register to the 

system to get a user account and continue with his/her application. After locating the 

electronic form for a particular public service, the citizen fills out all mandatory fields, 

uploads documents, and submits the request after reviewing for error correction. After the 

submission of a request, the system generates an automatic application reference number 

for the citizen to track their application status[27].  

To keep the privacy of users, User's personal information is available only to the government 

employees who need to know it. It will not be available for public inspection without user 

consent. Also, no site user information will be shared, sold, or transferred to any third party 

without your prior consent. Access is given only to those qualified professionals who provide 

Ethiopia Government services consistent with your interactions with our site[28]. 

The main question here is how will we manage identities of online service users? Can a 

citizen get access to services with no physical presence at the organizations? Can anyone 

steal a portal login account and apply and get a service? can the portal connect at the back 
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The key components of the Aadhaar system include the following:[34] 

Enrolments Software: The enrolment software, owned by UIDAI, captures demographic 

information and biometric data with the consent of the user obtained at registration. The 

software then securely transmits that information to the Aadhaar system. 

CIDR: The Central Identity Repository system stores the demographic and biometric data 

after issuance of the Unique ID number (Aadhaar number). 

Aadhaar services/APIs: Unique Identification Authority of India (UIDAI) has open APIs to 

allow service providers in the public and private sector to authenticate users based on one 

or more of the following: biometrics, demographics, and One Time Password (OTP) on 

registered mobile phones. The service providers must register as Authentication user agency 

(AUA)/ sub AUA with UIDAI and access the APIs via the ASA (Authentication service agency). 

 

Figure 4. Components of Aadhaar System [32] 

In 2015, the Government of India has prepared an interoperability framework for e-

governance (IFEG) to deliver services to citizens by ensuring Interoperability amongst various 

e-Governance systems and applications. Without the assurance of interoperability, citizens 

will have fragmented interactions with several agencies [35].  
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improvement of authentication and authorization protocols. They provide an assortment of 

standardized information flows that depend on JSON and HTTP. 

 OAuth 2.0 [43] authorization structure allows a third-party (e.g. an RP) application to gain 

partial access to an HTTP service, either on behalf of a resource owner by coordinating an 

agreement communication between the resource owner and the HTTP service or by 

permitting the third-party application to gain access on its behalf. 

2.6.4 OpenId Connect 

OIDC is an identity layer built on top of the OAuth 2.0 protocol. The OIDC uses RESTful HTTP 

APIs and JSON data format. Most of the specifications in OAuth 2.0 apply to also to OIDC. 

This also means that the OIDC specification has most of the OAuth 2.0 capabilities integrated 

into the protocol. It allows clients to request and receive information about identities and 

currently authenticated sessions. The specification also allows encryption of identity data, 

the discovery of OpenID provider, and advanced session management, including log out. 

[44][45]. 

There are already more than half a billion user accounts based on OIDC with OP being 

Google, PayPal, and Microsoft [46]. OIDC has been built based on the experiences from the 

existing protocols and solution and with the underlying principle to keep simple things 

simple and to make complicated things achievable in an as simple manner as possible. 

Simplicity has been the major focus in OIDC design so that developers can integrate it more 

easily and efficiently compared to preceding protocols such as SAML or OpenID [47],[48]. 

OIDC also has the capabilities to fulfill the requirements of the federated identity 

management at the enterprise or academic level as done by SAML today but in a much 

simpler manner. It also stresses on the fact that although SAML protocol is a very mature 

and robust protocol, it is quite a heavy protocol due it underlying XML and SOAP technology 

whereas JSON and REST are lightweight technology [48], [47]. 
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2.7.2 Cross-site scripting attack 

As stated in [46], cross-site scripting attack in OpenID Connect(OIDC), an attacker exploits 

the facility of an automatic authorization granting by which an automatic authorization 

response is created if a user had recently a session with the OIDC identity provider and 

previously granted authorization for the same client. Using this facility, an attacker may be 

able to steal a user access token by exploiting cross-site scripting vulnerability on the client-

side. Naik and stein [41] state that as this vulnerability is revealed in Android's built-in 

browser has been exploited for this cross-site scripting attack. Where an attacker utilizes a 

browser window. Open event for sending a counterfeit authorization request to the OIDC 

authorization server, in which response type=code is altered to response type=code token 

id token.  

The study  [53] indicated that exploitation of the vulnerability of the erroneous deployment 

of SAML framework assists an attacker to perform progressively tricking a user by visiting 

URIs that may be vulnerable to cross-site scripting attack. This is a quite severe cross-site 

scripting attack since the client is not suspicious of receiving an altered resource and a 

Response used in the SAML process could contain unencoded data supplied by an untrusted 

source. In the end, an attacker uses data to start a cross-site scripting attack by redirecting 

a user to a maliciously crafted URL. Besides the issue of SAML Response, a basic deployment 

of SAML exposes the Relay State field to a probable injection of malicious code which may 

be executed at the honest service provider side[41]. 

2.7.3 Denial of Service Attack  

 SAML provides two common message flows, service provider-initiated and identity 

provider-initiated, and the two common messages SAML provides are an Authentication 

Request message sent from Service provider to an identity provider, and a Response 

message, containing a SAML assertion, sent from the identity provider to the service 

provider[54], [41], [55].  
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In the current web technology, security is always a great concern. Due to insecure channels, 

the web is more disposed to snooping attacks[59]. The protection of security tokens which 

should not be tampered with or altered during its entire life cycle and confidential 

information should be protected from revelation to unauthorized users. These two security 

provisions can be maintained by strong encryption techniques and digital signatures or MAC 

should be incorporated in identity and access management standards. SAML XML tokens can 

be signed using XML Signature (XML-Sig) based on a secret key using the HMAC algorithm or 

a public/private key pair in the form of an X.509 Certificate. In practice, SAML tokens are 

generally signed with a private key because of the established relationship between the 

identity provider and service provider. SAML XML token data can be encrypted using XML 

Encryption based on a secret key (Triple-DES-192, AES-128) or public/private key pair (RSA-

PKCS1-1.5-192, RSA-OAEP- 128/256). However, signing a part of the message, creating an 

overlapping signature, and adding or subtracting text after signature features make it 

vulnerable for many new security threats. Furthermore, computing and verifying XML 

signatures are very resource-intensive [60][61].  

JSON Web Signature (JWS) based on a secret key (with HMAC algorithm) or a public/private 

key pair (in the form of an X.509 Certificate) can be used to sign OIDC JSON Web Tokens. 

OIDC JWT data can be encrypted using JSON Web Encryption (JWE) based on a secret key 

(AES-128-CBC, and AES-256-CBC) or public/private key pair (RSA-PKCS1-1.5-2048, ECDH-ES- 

256). However, some JWT libraries treat tokens signed with the none-algorithm as a valid 

token with a verified signature, which allows arbitrary account access on some systems [62]. 

SAML and OIDC both offer strong security features. However, comparing signing JSON with 

XML, the complexity of signing XML with XML Digital Signatures may leave some security 

holes [58]. According to [41], JWT does not use sessions while SAML does; which prevents 

OIDC from many attacks related to sessions including Cross-Site Request Forgery (CSRF), 

thus, OIDC is more secure for web and mobile applications. 

Different identity and access management protocol comparison studies have conducted in 

the previous years. In [63] the researchers compared and implemented security 
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Table 4.1. Comparison of common IdM Communication protocols as of [41],[3], [18], [64] 

 

 

 

 

 

 Criteria OIDC OAuth SAML 

1.  Authorization and 
Authentication 

It is a standard for both It is a standard for only 
authorization  

It is a Standard for both 

2.  Main purpose  Identity & Access 
Management, single-sign-on 
for both enterprise and end-
user  

API authorization  Identity and Access 
Management, single-sign-on 
only for enterprise  

3.  Token format  JWT ,JSON JSON, JWT, XML XML 

4.  Token content  User identity information 
without credentials.  

User identity information 
without credentials 

User identity information 
without credentials 

5.  Lightweight standard  Lightweight standard, due to 
JSON has a much smaller 
grammar and maps. 

Lightweight (JSON states 
trees in a nested array type 
of notation similar to that of 
JavaScript) 

not lightweight standard 
(XML states trees in a 
verbose form)  

6.  Protocol used  JSON, HTTP, REST JSON,HTTP,REST  XML,HTTP,SOAP 

7.  Platform 
Independent/Vendor-
Neutral/Open 
Standard  

Yes. Uses Standardized 
parameters like instance 
scopes, endpoint discovery, 
and dynamic registration of 
clients (implementers task in 
OAuth 2.0)  

Yes. Have different design 
models due to its flexibility in 
the Implementation  

Yes. Have different design 
models due to its flexibility in 
the Implementation 

8.  Web and Native 
Mobile Apps support  

Yes Yes  It is specially designed for 
web apps. However, HTTP 
artifact binding can be used 
to reduce the flow  

9.  Enterprise and 
consumer support  

It supports enterprise users, 
and consumer apps and 
services (IdP, RP, and SP). 

It supports enterprise users, 
and consumer apps and 
services (IdP, RP, and SP). 

Since it involves only SP and 
IdP, mainly supports 
enterprise users. 
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literature to collect requirements and get the experiences of other countries. It builds on 

similar works done previously and has the advantage of collecting requirements from 

different viewpoints of stakeholders and different scenarios. Identity management has been 

researched extensively so high-quality peer-reviewed articles were available to collect 

requirements. Therefore, document study was the most suitable additional method for 

requirement gathering.  
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3.3  Identity management framework development 

The main objective of this thesis is to design an interoperable identity management 

framework to integrate and share data of fragmented government systems across ministries 

and agencies for better public service delivery. This framework is designed in the context of 

the Ethiopian government structure and legislation.  

The implementation framework would include the necessary governance model, legislation, 

design or system architecture, communication protocols, and security requirements which 

are major components and the key decision points that must be considered.  

The National Revenue Authority, Amhara vital events office and Trade bureau System 

implementation, organizational problems, and working procedures are observed physically 

and included in the framework.  

3.3.1 Governance model 

The national and regional governments have a primary role in this Digital Identity 

Framework, acting as Regulator and Identity Provider at the same time. Since the main aim 

of this framework is to integrate fragmented government systems both the relying parties 

and identity providers are government bodies.  On one hand, its role as a Regulator implies 

providing guidance and control on the National Digital Identity Framework, producing 

specific laws, regulations, criteria, conditions, procedures, and controls for the management 

of digital identities. On the other hand, acting as an Identity Provider requires a direct 

responsibility in terms of operation of the digital identity lifecycle, from identity proofing to 

credential management, authentication of identities, integration with Service Providers, and 

revocation of digital identities. 

3.3.2 Regulations or laws 

 The Ethiopian governmental structure consists of a federal government divided into 9 

autonomous regional states and two city administrations with individual administrations 

[24] [25]. It follows a decentralized administrative system where the regions have legislative, 
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integrated development environment within which all these applications were developed 

and tested; SQL Server 2017 Express edition is used as a database tool for resources and APIs 

data management. All the tools used to develop the IDM system and the resources are free 

to download and use. 

 3.4.1 Developing the Artifact 

Phase one: The API resources of the selected organizations namely Trade API, Revenue API 

were built first, then the employee portal application was built to work for horizontal 

integration. The organizational data management handled at the API side using Microsoft 

SQL server 2017 edition. We used as a national ID, a seventeen digit birth certificate number 

that identifies citizen's location region, zone, Woreda, Kebele, birth year, and a three-digit 

number. All the locations in the country have a unique id. Currently at regional and national 

level citizens are identified based on the birth certificate Id number of the above criteria. 

Phase two: The authorization policy, OIDC authentication, scopes, and resource secrets 

were set from both directions at the API side and the client application side. The 

authorization policy is based on the agreed data sharing requirements between government 

entities. 

Phase three: The Identity server designed was flexible and simple to associate and 

disassociate all the API, client, and identity resources. The administrator of the identity 

server registered all APIs, Client, and Identity resources. The administrator also assigned the 

roles, scopes, and privileged resources for all registered users. The IDP stores, authenticate, 

and authorizes all the resources.  

Phase four: In this phase, we made the exchange of identity information between relying 

parties and identity servers in a secure network. All the identity information sent from the 

identity provider to relying parties was signed with a self-signed certificate that was created 

and assigned to the identity provider. SHA256 was the digital signing algorithm used by the 

identity provider. All the communication between the relying party and the identity provider 
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was using HTTP and SSL protocol for end-to-end encryption. Validation token attached with 

each response to avoid cross-site request forgery.   

Phase five: in the fifth phase we implemented the single-sign-out functionality from both 

sides at the relying party and identity provider. The single-sign-out functionality enables the 

user to global logout from the identity provider and each of the logged-in relying parties. 

Authentication cookies and tokens are destroyed as soon as the user logged out. 

Phase six: In this phase Ministries of the Federal government integrates horizontally using 

federal employee portal and federal IDP to access API resources distributed at their offices. 

Regional governments also have their Regional employee portal and IDP to access API 

resources at regional agencies or bureaus with reliable security and privacy. Each regional 

and federal government would have its data-sharing policies to be implemented in their 

administrative areas. Implementing IDP at each level of governance improves the privacy of 

citizens and governments since the authentication, authorization, administration, and data 

sharing policy handled by themselves.  

Even though there are different design options to access multiple APIs distributed at each 

agency's server, we chose a method in which a user requests an access token for a single API 

through the web portal and stores the token at the browser cookies and reuses it for other 

API calls. Whenever the user wants to access another API the client doesn't request another 

access token instead it reuses the previously stored access token at the cookie and sent the 

request to the resource server. This method minimizes the communication between the 

client application and the identity provider to get access token for each resource. 

Phase Seven: To achieve vertical and inter-regional integration, we used one common 

employee portal and one common IDP. The common IDP authenticates all the privileged 

users from all the regions and national governments to access regional and national 

resources. The national data sharing or authorization policy would be implemented at the 

common portal and each regional APIs that are registered at Common IDP for vertical 

integration.  
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Figure 6.  The Communication between User, Employee Portal (RP) and IDP 
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Figure 8. Communication diagram flow to access multiple organization services 
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Analysis of the Artifact Development  

The developed artifact has included all the selected technical requirements of identity 

management implementation based on the designed government architecture focusing on 

integrating fragmented government systems for better public service delivery. The identity 

model requirements are covered in phase three.  The privacy and security requirements are 

included in phase 2, phase 4, and phase5. The interoperability requirements are implicitly 

enabled by OIDC protocol and covered in phase 6 and phase 7. 

The mapping between the development phases and requirements 

No Requirement Type Phase 

1 Identity Model 3 

2 Privacy and security 2,4,5 

3 Interoperability 6,7 

4 Legislation(Authorization 

Policy) 

2 

 

3.4.2 Evaluating the framework 

The designed artifact is an implementation framework that guides the process of real 

implementation of identity management for government ministries and agencies. The 

evaluation, therefore, requires measuring the quality of the framework. The quality 

attributes which are most suitable to analyze this framework are usability, interoperability, 

security, and completeness. 

 Usability: measures the extent to which the framework is practically usable in real scenarios 

by the government entities. To measure usability of the framework we chose two 

parameters, the first one is, the extent to which fragmented government systems can access 

and share distributed resources across the selected organizations in the use case scenario, 

and the second parameter is the extent to which the developed artifact is easily scalable and 

expandable to implement for multiple fragmented systems across ministries and agencies. 
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Technical Interoperability: measures the extent to which IDM and fragmented systems 

across organizations have remote access to databases or applications, share data, and use 

of similar open communication standards[80][31].  

Security: Measures the extent to which the designed artifact is not vulnerable to DoS, XSS, 

and MIMA security threats of OIDC protocol. OIDC protocol is vulnerable to DoS attack 

during the use of publicly open and non-secure endpoints, XSS attack when the attacker 

exploits recent sessions for previously authorization granted client, MIMA attacks during the 

dynamic registration of clients. The proposed solutions for those security threats are using 

secured API endpoints, refreshing tokens for every new request, and handling the client 

registration only from the identity provider side. The security evaluation process has 

measured the extent to which all three solutions are included or not.  

Completeness: measures the extent to which the framework meets the broad set of 

requirements determined in the requirement phase[81]. 

The type of specific artifact leads to the choice of an evaluation method. Based on the study 

on design science evaluation methods [82], using one or more experts to evaluate IT 

frameworks is a more suitable and most widely used method of evaluation. We used two 

experts for face-to-face evaluation to assess the developed artifact[82]. 

From the selected two evaluators, one of the experts evaluated the framework from the 

end-user perspective while the other expert evaluated from the technical perspective. A 

feedback form was prepared to enable the evaluators to give their feedback in a structured 

format. The feedback form had one row each for the three quality attributes. Each row had 

a column to rate the framework on the corresponding quality criteria/parameters on the 

scale of 1 to 5 (5- Excellent, 4-Very Good, 3-Good, 2-Average, and 1-Poor) with 5 being the 

best score. There was an adjacent column to write comments or suggestions from the 

evaluator. The average of quality parameters took as a grade for each respective 

measurement attributes.  
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(fingerprint) to add further functionality like online service delivery for citizens and security 

requirements of the deployment area. 

 

Evaluation Summary 

 Both of the evaluators have rated the framework highly (greater than 4) for all the 4 

attributes. They gave us very useful suggestions and comments for further improvement and 

inclusiveness. The first important suggestions are adding additional scopes like fingerprint 

authentication to minimize the digital divide for the extended future of citizen service 

delivery. The second important suggestion was to go deeper into the technical details of the 

development that could be inclusive of different levels of developer skills. Both of these 

suggestions were included in future work.  
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3.5 Discussion and Conclusion 

The final explanations on the result, research contribution, limitations, and future works of 

this research work presented in this chapter. 

3.5.1 Results 

This thesis has demonstrated that government systems and services distributed across 

ministries and agencies can be connected and work together easily and effectively while 

maintaining confidentiality, privacy, and security. Major technical requirements for the 

establishment of identity management and interoperability have been identified and 

discussed. A major output of this research work is an interoperable identity management 

framework guides the way to integrate and share data from fragmented systems across 

government ministries and agencies for better public service delivery.  

3.5.2 Research Contribution 

Government service delivery and interoperability do not function well in many countries yet. 

Ensuring that an integrated approach is effective and sustained across ministries and 

agencies remains challenging[5][8]. The designed framework proposes an initial design that 

would assist decision-makers how suitably integrate ministries and agencies for better public 

service delivery using an interoperable IdM system. The framework also guides, how can 

integrate distributed systems with the necessary privacy and security requirements of 

customers and organizational data in particular. 

As OIDC is a recent protocol, there are no enough papers done that guide the 

implementation of identity management in a distributed environment. This research also 

used as a foundation for software developers and researchers on the real implementation 

of identity management services in a distributed environment, relying party integration, and 

authorization policy issues. 
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This framework can be used as a foundation for those who wanted to implement 

government back integration and public service delivery. This framework can be extended 

by adding biometric authentication methods like iris and fingerprint to improve security as 

well as minimize the digital divide for the effective use of citizen public service delivery. 

3.5.5 Future Work 

Including additional biometric authentication methods like a fingerprint or/and iris improves 

the security of service delivery and minimizes identity theft. It also minimizes the digital 

divide especially in developing countries in which most of the people are illiterate. To 

provide government services for the whole of citizen biometric or token-based card 

authentication is mandatory. Therefore, the framework can be enhanced by adding these 

aspects to future work. 

Social and cultural aspects have a significant effect on digital identity management 

implementation especially when we use it for citizen service delivery. Therefore, the 

framework can be broadened in scope to include these issues. 

Implementing the federated identity management for horizontal and vertical integration 

needs detailed authorization policy or access control for all levels. Studying and 

implementing vertical and horizontal authorization requirements in real production can be 

another future work. 
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 Appendices  

1 Login Page  

A user requesting to access the employee portal redirects to identity provider server for 

authentication and authorization. First, the identity provider authenticates employee portal 

(relying party) by its client ID and secret key. Then, the identity provider requests the user 

to enter its credentials and redirect to the employee portal. 
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9.2 Consent Screen 

After the user enters his/her password/username credentials the identity provider requests 

the user to allow or not the employee portal to access your profile. And shows the list of API 

resources allowed to use. This part assures one of the user privacy principles of identity 

management systems. 

User profile consent 

 

Application Consent 
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2 Employee portal 

After successful completion of user authentication, the identity server redirects the user to 

employee portal. Then, Employee portal requests the identity provider the profiles of the 

logged-in user. This portal delivers all the services based on the logged-in user privilege. 
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3 Accessing the first Organizational resource (Trade API) 

The employee portal calls the first API based on the user information provided by the identity 

provider. All the user profiles and access tokens are sent to the employee portal during the 

API requests. 

 

 List of Trade customers  
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Finding trade Customer using customers National ID 

4 Accessing Revenue Bureau resources (API) 

To access the second API, the employee's portal uses the same access token which 

previously got from the identity provider. 
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List of Taxpayers 

 

Searching Tax Payers 
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5 Finding Citizen from national API 

 

 

6 Relying party registration page  
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7 Identity resources 

 

 

8 API resources 
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9 Decoded access token using jwt site 

 

 

10 Discovery document configurations 
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