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to design and interpret the rules [19]. Rule-based systems do not consider situational change 

unlike machine learning systems which adapt the new environment if once devised for the task 

[20]. This is additional motive to propose deep learning in machine learning system to build 

fraud detection model because ASYCUDA is implemented based on rule-based approach. A 

machine learning deals about finding and describing structural patterns which is used to predict 

new examples based on observation from data, using tools which help to explain the data and 

make prediction from it. The data is taken as set of examples that will be used to extract the 

structural pattern [21]. The researchers have emphasized on multi-layer perceptron ANN deep 

learning approach.  

1.2. Motivation 

Limiting intrusive customs examination is recommended under the revised Kyoto Convention. It 

is also a proposal discussed in the context of World Trade Organization (WTO) trade facilitation 

negotiations [4, 42, 45]. To limit these intrusive examinations, the modern governments now 

intervene at all stages of the customs chain, using electronic data exchange and risk analysis, and 

focusing their resources on a posterior inspection. In CC, to avoid 100 % examination, to limit 

intrusive examination, Selectivity method (classifying risk levels using criteria like country of 

origin, commodity code, Importer history, etc) has been used although the 70% of examination 

risk level is red and leads to further physical examination. Therefore, the main motive for 

researchers is developing a scientific method that can uncover new pattern of fraud detection and 

categorization of better performance for efficient risk leveling.  

1.3. Statement of the problem 

The underlying problem that initiated this research is that the existence of high level of fraud in 

customs transaction in general and more importantly the high level of uncollectable tax from 

foreign trade. In order to provide a mechanism which minimizes these problems, different 

countries use ASYCUDA. Although this automated system minimizes problem associated with 

intrusive examination of cargo, tax might not be collected efficiently due to erroneous fraud type 

and level assignment of cargo.  
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1.8. Organization of the paper 

This section presents an overview of the contents of the remaining chapters. The rest of this 

research is organized as follows. 

In Chapter 2, the literature reviewed the concept of fraud; deep learning and the techniques used 

for preprocessing are presented. Additionally, we reviewed the literature on techniques used to 

preprocess before the training on deep learning techniques. Finally, we have done a review of 

related works with different techniques and the gaps that we have considered. 

In Chapter 3, in the first section of this chapter, an overview and architecture of the model is 

presented, next to this a detailed analysis of the model, our methods and techniques used is 

briefed. This section is describing more about the system architecture, the data acquisition 

techniques and noise removal process, data integration, feature extraction and feature selection 

steps and deep learning approach used to perform the training and testing our dataset, finally 

performance evaluation techniques described briefly. 

Chapter 4, in the subsections of this chapter an overview of the chapter, dataset preparation, 

experimental setup, model construction and discussion of the result is presented. This section 

gives the overall work about the number of datasets prepared, the amount of data used for 

training & testing set. The experiment setup subsection gives a clue about the number of the 

experiment conducted, the type of classifiers, activation functions, optimizers, neural network 

hidden layers, other parameters and evaluation technique use. Additionally, the model 

construction section shows the graphical and tabular experiment result, which is experimented in 

different techniques to observe the difference in the training and classification accuracy of fraud 

detection and categorization. 

In Chapter 5, the conclusion of the experiment and recommendations as future work is 

presented. This section shows our readers what our experiment objective was, what we 

experimented, what type of techniques used and what result is achieved and proposed future 

work to researchers interested in this area. Finally, the test results are compared with the state-of-

the-art architectures. 
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Although there are lists of the classification algorithms, only ANN is selected for fraud detection 

and categorization of custom transaction.  

2.4. General approaches of fraud detection  

Because fraudulent operations have grown in number and complexity, fraud detection has 

become a fascinating research topic in a variety of fields. There are several methods for detecting 

fraud in applications. The two fraud detection methods examined in this study are Knowledge-

based (rule-based) and machine-learning (supervised-example-based) techniques.  
 

2.4.1. Rule-based (knowledgebase) approach 

The knowledgebase technique entails building a fraud detection application based on domain 

expert knowledge, with the domain expert designing the rules based on his or her prior 

knowledge of fraud. Because the rule-based approach is a white box technique, it is possible to 

figure out why a particular occurrence is flagged as fraudulent; nevertheless, the rules must be 

designed and interpreted by an expert with prior knowledge of fraud [51]. The rules' weights, as 

well as the rules themselves, attempt to reflect the experts' important knowledge of fraudulent 

behavior by checking predefined criteria and issuing alarms when particular conditions are 

satisfied [52]. Those systems, according to [53], rely on hard-coded rules that are used to flag 

transactions that fulfill particular requirements. The rules are frequently written using "if-else" 

statements, which are found in almost all imperative programming languages and are simple to 

understand. The rule-based system has the following features: complete transparency into why 

things happen; operational from day one; no requirement for data scientists; always new rules for 

new fraud; incremental rules and maintenance costs; and minimum complexity. 

A rule-based fraud detection approach allows a domain expert to use their expertise in 

formulating knowledge and generating a fully understandable rule-based model, and any 

potential risk provided by such a system can be understood by a set of rules that triggered the 

risk [54]. Machine learning systems, on the other hand, adapt to changing environments provided 

they were designed for the task [54]. Rule-based systems do not consider situational change. 
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This was our motivation for proposing a deep learning system to develop a fraud detection 

model, because the current system is based on a rule-based approach that uses an if...then rule to 

predict the risk level of a declaration associated with a cargo, even when the weights of the 

criterion values are taken into account. 

2.4.2. Machine learning (supervised) approach 

The fusion of computer and communication technology has resulted in a culture that considers 

information to be a basic requirement. A lot of information is stored in several databases. 

However, they were unable to be analyzed in order to extract previously unknown but potentially 

relevant data. As a result, the volume of data stored in databases has outgrown our ability to 

interpret it without using automated analytic tools. It is necessary to develop a computer program 

that analyzes a large amount of data and identifies the most valuable patterns that can be 

generalized to make reliable predictions on future data. For this reason, machine learning is the 

best technique [55]. 

There are two types of machine learning algorithms: supervised and unsupervised. In supervised 

learning, the input and output data are both used. Only input samples are used in unsupervised 

learning. The purpose of the machine learning approach is to automatically determine 

generalization and categorization based on the attributes of the dataset using the examples 

provided. In machine learning, the data is viewed as a set of examples from which the structural 

pattern can be extracted. Learning is defined as the actual description of a data structure that is 

utilized to classify fresh cases. This structural description is used to describe and comprehend the 

patterns of cases on a particular datasets, as well as to forecast additional instances in the future. 

One of the benefits of machine learning over statistics is this [55]. 

For a prediction issue, there are a number of supervised machine learning algorithms. The 

majority of statistical Supervised Machine Learning (SML) algorithms, such as Naive Bayes and 

decision tree algorithms like C4.5 and Classification and Regression Tree (CART) are statistical 

SML algorithms. Artificial Neural Networks (ANN), K-Nearest Neighbor (KNN), Support 

Vector Machine (SVM), and other non-statistical machine learning algorithms are also available. 
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From the most prevalent and important machine learning algorithms on machine learning 

forums, the IEEE International Conference on Data Mining (ICDM) identified the top 10 

machine learning algorithms. Among them, there are supervised algorithms for classification, 

such as C4.5, CART, SVM, KNN, Naive Bayes, and ANN. The rest of the unsupervised machine 

learning techniques aren't efficient for classification [56]. For this study of classification for 

fraud detection and categorization, we emphasized on multilayer perceptron ANN in deep 

learning that is a subset of machine learning.  

The process of obtaining a model (or function) that describes and separates data classes is known 

as classification. The model is used to predict the class of objects that do not have a class label. 

The model is built via an analysis of a set of training data that includes a set of data items with 

known class labels [57]. 

Generally, using machine learning algorithms for fraud detection has the advantages like faster 

and efficient detection, increased accuracy, better prediction with larger data sets, and cost 

effectiveness [58].  

2.4.3. Deep neural network approach  

Deep learning is a subfield of machine learning that consists of a sequential layer or is primarily 

concerned with algorithms inspired by brain structure and function, known as Artificial neural 

networks, and it is trained with huge data in comparison to other machine learning methods. 

Deep learning can learn from labeled data and automatically extract features [59]. 

In deep learning, both Supervised and unsupervised training are applicable. The following are 

possible approaches of deep learning based on data types, size, dependency and other 

characteristics. Thus are: Convolutional Neural Networks (CNNs), Long Short Term Memory 

Networks (LSTMs), Recurrent Neural Networks (RNNs), Generative Adversarial Networks 

(GANs), Radial Basis Function Networks (RBFNs), Multilayer Perceptron (MLPs), Self-

Organizing Maps (SOMs), Deep Belief Networks (DBNs), Restricted Boltzmann Machines( 

RBMs) and Auto-encoders. 
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Between the input and output layers of a deep neural network (DNN), there are one or more 

hidden layers. The input to each unit can be computed as the weighted units total from the 

previous layer at each layer except the first. Non-linear transformations or activation functions, 

such as logistics, tanh, or rectified linear unit (ReLU), can be utilized to apply to a unit's input for 

acquiring a new input representation from a preceding layer. Weights are assigned to linkages 

connecting units from one layer to the next [60, 61].  

In deep learning, an artificial neural network (ANN) is a computational and very flexible model 

that is loosely based on the neuron cell structure of the biological nervous system whose 

computing power is developed using an adaptive learning process. ANN has been applied for 

fraud detection, mainly in the context of supervised classification. ANN has a potential for 

intelligent systems because they can learn and adapt, they can approximate nonlinear functions, 

and they naturally model multivariable systems [2, 46, 48, 58].  In the face of a lot of noisy, 

clutter, nonlinear data, Artificial Neural Networks (ANN) can not only help make high-quality 

modeling and complete the training in the process of the use of large amounts of data, but also 

can have a test mode set to assess the performance of ANN. ANN is used for the classification of 

large amount of data and learning a complicated nonlinear mapping for the advantages of  

stronger generalization through the elimination of redundant nodes will avoid saturation; the 

better of robustness; the small deviation; fast and accurate real-time processing after fast 

hardware; high classified and predicted precision and scalable algorithm [47]. 

When we see the training of Artificial Neural Network, both Supervised and unsupervised 

training are applicable especially supervised training with back propagation algorithm is 

recommended for fraud detection [2]. The nodes of the graph (artificial neurons) and directed 

edges (weights) are connections between neuron outputs and neuron inputs. The main 

differences between neural networks and the other approaches to pattern recognition are that 

these networks have the ability to learn complex non-linear input-output relationships, and use 

sequential training procedures. Even though there are no easy answer what arrangement or 

architecture to be used for a particular problem, neurons can mostly be arranged in multilayer 

fashion where the choice of the size of layer depends on the type of problem [70, 71].  



14 
 
 

 

Neural Networks reflect the actions of the human brain, enabling computer programs in the 

fields of AI, machine learning and deep learning to identify patterns and solve common problems 

[61]. Artificial neural networks (ANNs) and simulated neural networks (SNNs) are subsets of 

machine learning that are at the core of deep learning algorithms. The human brain inspired their 

name and form, which simulates how biological neurons interact with one another [61]. Artificial 

neural networks (ANNs) consist of a layer of nodes comprising an input layer, an output layer, 

and one or more hidden layers. Each node, or artificial neuron, is connected to the next and has a 

weight and threshold associated with it. If a node's performance reaches a certain threshold, the 

node is enabled, and data is transmitted to the next layer of the network. Otherwise, no data is 

passed on to the network's next layer [61]. To learn and improve their accuracy over time, neural 

networks use training data. However, once these learning algorithms have been fine-tuned for 

precision, they become powerful tools in computer science and artificial intelligence, enabling us 

to rapidly classify and cluster data. To illustrate how the neural network algorithm works, 

consider each node as a separate linear regression model, with input data, weights, a bias (or 

threshold), and an output. This is what the formula will look like:   

                                             (2.1) 

      Output =f(x) =                                                           (2.2) 

           

Weights are allocated until the input layer is calculated. These weights are used to evaluate the 

value of each variable, with larger ones contributing more to the output than smaller ones. Both 

inputs are first multiplied and then aggregated by their respective weights. The output is then 

passed through an activation function, which decides the output. If the output exceeds the 

threshold defined, the node is fired (or activated), passing data to the next layer of the network. 

This results in one node's output being the next node's input [61]. 



15 
 
 

 

The training/learning phase and the testing phase are the two basic phases of neural network 

operation. Data is repeatedly presented to the network during the learning phase, and weights are 

modified to get the desired response. The trained network is applied to data that it has never seen 

before during the testing phase. The network's performance is also shown in a confusion matrix, 

which is a contingency table. The confusion matrix is a table with M columns and M rows, 

where M is the number of classes. The purpose of measuring the classifier's performance using 

the confusion matrix is to determine how well a classifier can distinguish tuples of distinct classes [48]. 

The multilayer perceptron [34] is the most well-known and often used artificial neural network 

for solving linearly non-separable problems. It's a directed graph neural network that connects 

numerous layers, with the signal path through the nodes (neurons) only going one way from 

input to output. All of the layers in this neural network architecture are organized sequentially, 

and each layer takes input from the one before it. 

Figure 2.1:  MLP ANN 

2.4.4.  MLP algorithms and Parameters  

In classification and pattern recognition, feed-forward neural networks such as the single layer 

perceptron (SLP), multilayer perceptron (MLP), and radial basis function (RBF) network have 

been frequently used. On training samples, the connection weights are frequently changed to 
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minimize the square error between the outputs and target values. Back-propagation (BP) is the 

minimum square error training algorithm for MLP [72, 73].   

The input layer of a Neural Net with Multilayer Perceptron (MLP) communicates with the 

external world, which provides an input pattern to the neural network, and the output layer 

provides a pattern to the external environment. The third layer in the MLP is the hidden layer, 

which serves as a bridge between the input and output layers [70, 71]. The neural network 

classifier using back propagation techniques is the most widely used classification algorithm 

because it is robust, user-friendly, can handle noisy data, and is well suited to analyze 

complicated problems [74, 75]. This algorithm involves three summarized stages: the feed 

forward of the input training pattern, the calculation and back propagation of the associated error 

and the adjustment of the weights [80, 70]. 

Grid search: 

Model parameters must regularly be fine-tuned in machine learning techniques. The most widely 

used methodologies for hyper-parameter optimization are grid search and manual search. It's not 

always easy to find the best choice of parameters, especially when dealing with high-dimensional 

data [92]. Grid Search, on the other hand, employs a trial-and-error approach to apply every 

possible combination of hyper-parameters, with the best combination being picked as the optimal 

set [93]. This is an automated process that takes a long time to complete. However, this method 

outperforms the manual approach because the manual approach requires human participation 

throughout and the result can also end at local minima. 

Grid search can be used to find the best combination of algorithms and parameters. To find the 
best set of parameters for the selected model structure, a grid search based parameter tuning for 
neural networks was used. That is, the best parameter combination is found by evaluating 
performance measures in such a way that the network isn't over fitted and consistency is 
preserved [92]. 
 
Number of hidden layer:  
Several methods have been employed to determine the number of hidden layers, but none of 
them has produced an exact formula for estimating the number of hidden layers as well as the 
number of neurons in each hidden layer [81]. Apart from the number of hidden layers, the 
activation function, initial weight and bias, and learning rate are all important factors in ANN 
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According to Figure 2.3, Wi refers to the weights of attribute (criterion i) where as Wij refers the 

weight of the ith attribute and jth possible value.  

In order to obtain the above elements (inputs) of the selectivity method four phases are 

performed.  These are identifying risk, analyzing risk, assessing and prioritizing risk and 

capturing the weight (risk level) of each criterion and the corresponding values into ASYCUDA 

database. Frauds which affect the basic organizational objective of ECC (which is revenue 

collection) are identified during the 1st phase. The identified risks are analyzed due to the concept 

of likelihood and consequence of risks during the analysis phase. Then, risks assessed and 

prioritized in order to assign the weights of each criterion. Finally, the risk levels of each 

criterion (i.e. weight) and the associated values will be assigned which tends to be fed to 

ASYCUDA database as inputs to selectivity process. 

a. Identifying risk 

Among the identified risks, the loss of revenues is the major one. There are various cases in 

which loss of revenue can be occurred, such as importer and declarant fraudulent activities, 

register risk, tax return/declaration risk, etc. Importer and declarant fraudulent activities consists 

risks associated with incorrect origin of goods, value risk on commodities with regard to 

undervaluation and tariff risk on commodities with regard to misclassification. Register risk 

encompasses risks concerned with duplicate registration, unregistered taxpayers and incorrect 

information being hold during registration. Tax return/declaration risk might be made due to 

declaring less quantity/price, abuse of exemptions and lack of appropriate data for decision 

making [17]. 

b. Analyzing risk 

The identified risks are analyzed in order to establish the significance of each risk, and in order 

to be informed what strategies and resources are needed to manage them. This can be achieved 

by analyzing the relationship between likelihood of the risk occurring and the resultant 

consequence, of the risk. The result of this relationship provides the risk level of identified risk, 

allowing the comparison and prioritizing of all the risk. Likelihood is measured in terms of the 
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probability of risk occurring at all, whereas consequence is measured in terms of the impact that 

a risk would have on the achievement of the organizational objective. Here, mapping the 

identified risks into criteria (attribute in the database) which are directly correlated from is 

important. Then the potential risk factors will be considered as risk criteria; such as tariff/value, 

Custom Procedure Code (CPC), company (importer) that declared the import, country of origin 

in which the item is made, and declarant that acts as an agent for importers in conducting 

customs business/works on their behalf [17]. 

c. Assessing and Prioritizing risk  

Based on the analysis result in the previous phase, the five attributes are selected as criteria since 

they are assumed to be the major factors for a particular fraudulent activity directly or indirectly. 

In order to rank risks of the selected attributes, the risk will be assessed and prioritized based on 

the matrix which is done based on the relationship between likelihood and consequence of each 

criterion. In line with this, the weight of each criterion is determined based on the impact on the 

primary goal of the revenue authority which is revenue collection and the probability of risk 

occurrence on specific criterion in relation with the others criteria. 

Due to probability and impact of risk associated with particular risk criteria, the weight for each 

criterion will be varied. The rate (weight) of the criterion is determined by the relative 

contribution to the revenue collection which is the main goal of the authority and the relative risk 

exposure among risk criteria. Tariff-value, which rated 3, is the main factor for revenue 

collection and it is the most sensitive one, there may be a probability of misclassification of 

goods into HS-code with minimum value and rate. At the same time, it will have greater impact 

on revenue collection. The country of origin and declarant are rated 2, the contribution and the 

exposure is lower than that of the tariff-value one. The company and CPC are rated 1 because the 

probability of incorrectness in CPC and company is very low even though the impact if it is 

occurred is very high.  

In addition to this, the values of each criteria are assessed through critical thinking on how those 

criteria could be a hole for a particular fraud and how could be detected, as well as experiences 
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from past. Based on the assessment, each value of the criteria will be assigned to a particular risk 

level (weight). 

Table 2.1: Risk level assessment methodology for values of each selectivity criteria 

No. Risk criteria Risk assessment technique on values  of criteria 

1 Tariff/Value of a commodity Using statistical method 

2 Country of origin Direct risk assignment 

3 Customs procedure code Direct risk assignment 

4 Importer (Company) By building risk profile 

5 Transitor (declarant) By building risk profile 
 

Due to the limitation of ASYCUDA to learn by its own from past observation, the risk level 

(weight) of each selectivity criteria and its corresponding values are analyzed, assigned and fed 

to the database manually. The analysis is based on risk assignment that is determined by domain 

expert or through statistical calculation from past data or through building risk profile.  

The risk level (weight) of value-tariff is assigned to each commodity which is identified by 

Harmonized System (HS)-code. The codes are assigned by WCO for each commodity that is 

exchanged internationally. 'Value' and tariff will be analyzed independently, and then they will 

be merged and used as a single risk element. Tariff is duty or tax to be paid for particular 

imported goods. 'Value' is the summation of price, fright and insurance of goods purchased. It is 

the source for the tax and duty which will be owed. 

Tariff: the weight of tariff is assigned based on statistical analysis of past data. The analysis will 

be taking place in HS-code of commodities i.e. the number of transaction, contribution to the 

revenue collection, the possibility of misclassification (confusion for description). 

'Value': the weight of 'value' is also assigned for every commodity which is identified with 

specified HS-code using statistical calculation. Number of transaction and revenue contribution 
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are also considered in assigning the risk level or weight of 'value' for each commodity. In 

addition to this, the commodity risk level associated with 'value' will be determined regarding the 

most probable 'value' which is used (i.e. declared versus reference 'value'). Reference 'value' 

means the 'value' of each commodity which is dispatched by the authority within certain interval. 

The reference 'value' will be accepted 'value of a commodity when a commodity has been 

declared with 'value' less than that of reference 'value'. Whereas in case of a commodity which is 

declared with 'values' greater than that of reference 'value', the declared 'value' will be an 

accepted 'value' of a commodity. Commodities which do not have reference 'value', take the 

declared 'value' as accepted 'value'. Therefore, commodities which are likely accepted the 

reference 'value' will have high risk.  

Country of origin is the country in which the item is fabricated or made. The risk level of country 

will be assigned using a direct assignment, based on the quality of specific product that will be 

manufactured in particular country. Usually high quality goods are used better technology and 

better raw material. Due to this, the 'value' of goods may raise up. At the same time, the amount 

of tax and duty due will be high. On the other hand, low quality goods might be on the reverse. 

Changing country of origin may minimize the 'value' of the commodity and at the same time the 

amount of tax and duty due. Importers might use this hole to minimize the amount of tax and 

duty due. So that, countries those produce high quality goods will have low risk level whereas 

those do not will be assigned to medium and high depending on the vulnerability. 

In addition to this, if the country has strong trade policy which protects against the forged 

invoice, the risk level of that particular country will be low and it will be high or medium if it has 

not, depending on the magnitude of fraud exposure of the country. The assessment does not 

consider the possibility of separation between country of consignment and origin. If the country 

of consignment and origin is differ, the officer will take some adjustment like changing risk level 

by considering the country of consignment. 

CPC is a code that determines the importing procedure of the cargo. It is used to manage various 

customs formalities or procedures in which goods for home use (commercial goods), investment, 
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Figure 2.5: Precision formula 

Recall:  

It deals about how many of the actual correct value classified correctly and computed as 

TP/TP+FN. Recall and precision are commonly used performance evaluation metrics in 

information retrieval. Recall, true positive rate and sensitivity are defined in the same manner but 

used in different domains [100]. 

 

                                           Figure 2.6: Recall formula 
True Positive + False Negative = Actual Positive 
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classification model. Training and testing data must be checked for its goodness in terms of class 

distribution and sufficiency. These basic issues are briefly discussed in the following 

subsections. 

2.7.1. Data cleaning 

WEKA is software that brings together a variety of machine learning algorithms and tools for 

data preparation, classification, regression, clustering, association rules, and visualization [64]. 

The researcher used WEKA to prepare the dataset because it is open source, publicly available, 

and well-known. It's also platform-agnostic [82]. Several literatures suggested that missing 

values may occur because of malfunction measurement of equipment and mistakes occur during 

data collection, collation of several similar but not identical datasets. In case of numerical 

attribute values may be negative number (e.g. -1), but it should normally be positive or zero (0) 

and for nominal attribute the missed value may be shown as blank or dashed.  

2.7.2. Feature selection 

When building a predictive model, feature selection is the process of minimizing the number of 

input variables. The number of input variables should be reduced to lower the computational cost 

of modeling and, in some situations, to increase the model's performance. 

The SelectKBest algorithm's main process is to select features based on their K higher score. The 

user may easily change the value of K to meet their needs, and this algorithm will return the 

features with the highest K score. It is one of the most well-known feature selection algorithms 

[101]. 

2.8. Encoding categorical data 

Ordinal data (the categories have an inherent order) and nominal data (the categories do not have 

an inherent order) are two types of categorical data. The data set may contain categorical 

variables in many practical data science activities. Typically, these variables are stored as text 

values that indicate various characteristics. 



35 
 
 

 

The problem is determining how to use this data in model building regardless of what the value 

is used for. Many machine learning algorithms can support categorical variables without any 

further processing, but many more cannot. As a result, the analyst must figure out how to convert 

these textual attributes into numerical values so that they can be processed further. 

The scikit-learn python tools provide multiple ways for converting categorical data into suitable 

numeric values, and the scikit-learn approach is best when trying to develop a predictive model 

[103]. Because establishing an ordinal relationship via an ordinal encoding and enabling the 

model to assume a natural ordering between categories may result in poor performance or 

unexpected results, ordinal encoding in the scikit-learn library is not suggested for categorical 

data encoding rather One-Hot Encoding is preferable [103]. 

2.9. Class imbalance mitigating techniques 

Scholars have discovered that a class imbalance might negatively affect a classifier's 

performance [64] by establishing bias towards the majority class. When one of the classes (the 

minority one) is significantly under-represented in comparison to the other, a two-class data set 

is said to be imbalanced (the majority one). In other words, if the classes on a dataset are not 

approximately equally represented, it is said to be imbalanced [65]. 

The problem of class imbalance has been addressed by the machine learning community in two 

ways: on an algorithmic level and on a data level [25, 64, 65, 36]. At the algorithmic level, 

solutions include adjusting the probabilistic estimate at the tree leaf level in the case of 

classification trees [25], modifying the classifier (e.g., making the classifier robust for 

imbalanced data sets by assigning cost for different cases of the data set [67], or training a 

classifier by majority class and allowing the classifier to identify the minor classes [68]. 

Data level balancing is concerned with resampling an imbalanced dataset in order to balance it. 

Resampling is the process of decreasing or increasing the number of instances in the majority 

and minority classes in the training dataset to change the existing probabilities of the majority 

and minority classes [66]. Under sampling and over sampling are two types of resampling 

procedures. Under sampling is the process of reducing the number of examples in majority 
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classes whereas oversampling is the process of raising the number of instances in minority 

classes until the classes are approximately equal. 

Japkowicz [66] recommended using a data level imbalanced dataset handling strategy since it is 

much easier to update the data (perform resampling) than to change an already operating 

algorithm. Furthermore, Maloof [68] said that fixing the imbalanced dataset problem at the 

algorithm and data levels yielded the same experimental outcome, but that resampling is a more 

easy and attractive option than changing the classification algorithm. While both data level 

balancing strategies can be used to address class imbalance, they each have their own set of 

disadvantages. Over-sampling artificially increases the size of the data set, increasing the 

computational burden of the learning algorithm as well as the required memory size [65]. Under-

sampling may result in the loss of potentially valuable information, whereas over-sampling 

artificially increases the size of the data set, increasing the computational burden of the learning 

algorithm as well as the required memory size. 

When accuracy is a major concern and memory is adequate to analyze an oversampled dataset, 

over sampling is preferable. Random over sampling and Synthetic Minority Over Sampling 

Technique (SMOTE) are two examples of over sampling procedures. By duplicating existing 

minority class instances, random oversampling increases the number of instances in the minority 

class. SMOTE is a resampling strategy that generates new instances rather than replicating 

current instances to increase the number of instances in the minority class [64]. The scope of this 

thesis does not allow for a comprehensive review of various over sampling approaches. 

If the current instances are duplicated, random over sampling may generate an over fitting 

problem. Over fitting cannot occur in the case of SMOTE because the instances are synthetically 

generated and the generated instances are not exact copies of the existing instances. 

The SMOTE algorithm, on the other hand, drawbacks such as overgeneralization of the minority 

class space and requiring big memory. Many new SMOTE-based algorithms have been 

developed over the years based on the original SMOTE algorithm, and some of them effectively 

improve the performance on imbalanced learning [94].  
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 Figure 2.7: Sample algorithm and Synthetic Minority Over-sampling Technique with K = 4 [94] 

2.10. Techniques to check the sufficiency of a dataset 

The data is said to be sufficiently large, if a model cannot acquire any knowledge even if more 

examples are added. The sufficiency of the dataset can be checked by using learning curve 

analysis. Learning curve is sketched by using the data size and the performance obtained as "x" 

and "y" coordinates respectively. It is the analysis which is done by increasing the training data 

size starting from certain percent of the total training dataset and check whether it converges or 

not. If it converges the data is said to be sufficient. If the performance is increasing while the 

data size is increased the data is said to be insufficient because the model is not stop acquiring 
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into different domain. The attributes that can recapitulate the situation of cargo were decided 

based on the analysis of import and export declaration data. The major objective of the research 

was finding the mainly inspection (high risk) cargo, by using the identified attributes and the 

80/20 rules. The sources of data which was used by the paper were invoice of customs in year 

2002, book of introduction, reduced tax resource, and enterprise resources. There were about 400 

attributes in customs database of china. Based on the experiences of experts and their recent data 

mining analysis results, among those attributes, twelve of them were selected as interesting 

attributes (variables). 8,615 records of year 2002 were taken as total sample data for the research. 

After analysis, they met their objective (i.e. using the analysis using 80/20 rules, they found that 

the 17.5% of cargoes contributed more than 80 percent of the respected result. In other words, 

17% of the cargo which was classified by the model as high risk holds 80% of expected 

recovery. Their experimental result showed that if customs could control the 17.5% of cargo, 

85% of fraud would be under control.) 

On [14], F. Bonchi and others proposed a classification-based methodology for planning audit 

strategies in fraud detection of tax.  Since audits are very expensive in both human and financial 

resources, it is important to focus audits on subjects that most likely return a high recovery. The 

challenging goal was therefore to build a classifier, which chooses those interesting subjects. On 

their study both knowledge extraction approaches (hypothesis verification and knowledge 

discovery) are interleaved (which means the study discovered new knowledge in addition to 

verifying the hypothesis). Hypothesis verification is a top-down approach, which verifies 

predefined statements on the data. The domain expert generates hypotheses, which are matched 

against the available data. Knowledge Discovery is a bottom-up approach, which starts from data 

and tries to bring some relevant features that are not known in advance. The paper referred  a 

process of directed knowledge discovery, which consists of the six phases; such as: a) Identify 

sources of available data b) Detect the model of analysis c) Prepare data for analysis d) Reduce 

data e) Build and train the model and f) Evaluate the model [14]. 

In their experiment, a predictive model was built using classification data mining technique, in 

which the classifiers can learn from pre-classified data where the target attribute is already 
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known using decision tree algorithm. The dataset used in their case study consists of information 

from tax declarations integrated with data from other sources; such as, social benefits paid by 

taxpayers to employees, official budget documents, and electricity and telephone bills. In the 

phase of data preparation pre-classified data was partitioned into two subsets (i.e. training-set, 

test-set). Finally, the classifiers were evaluated on the basis of various performance indicators. 

Such as :(confusion-matrix(X), Misclassification-rate(X), Actual-recovery(X), Audit-costs(X), 

Profitability(X), Relevance(X). X is the built classifier [14]. 

H. SHAO and others [1] introduced the multidimensional data model which addressed two 

challenges in fraud detection applications which were not addressed before. These are the issue 

of class imbalance and the existence of large number of distinct values in the dataset. In case of 

class imbalance,   since the ratio of fraud instances is highly under represented from normal 

instances in the training data set, the accuracy of the model cannot depict the real problem 

effectively. The second problem deals about large amount of data and number of distinct values 

which degrades the time performance and the accuracy of the model during prediction. The large 

number of distinct attributes' values limits the model to obtain valuable rule and stable accuracy. 

To solve this complexity the multidimensional data model (star schema) is proposed and 

designed as well. Based on the researches that were reviewed Shao and Zhao brought forward 

that improving algorithm is not the key point for fraud detection researchers rather preparing data 

and building model were emphasized mainly. Because most researches of prediction adopted a 

classical classification like decision tree algorithms which generate understandable rules which 

can be used to detect customs fraud. Decision tree algorithms, C4.5 and Chi-squared Automatic 

Interaction Detector (CHAID) were used to build the prediction model. In order to improve the 

accuracy of the model and make running time acceptable, different data preprocessing 

techniques like clustering, discretization were applied. In addition to this, the paper also put 

forwarded a technique that improves the accuracy of the model which was degraded by large 

number of distinct values; which is identifying interesting relationship between essential 

attributes and generating star schema table(i.e. multi-dimension-criterion data model) based on 
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permitted to be imported inside the country after the declaration associated with that cargo has 
been processed (registered, assessed and paid).  

3.2.1. Customs clearance procedure  
 Customs clearance and control procedures for importer declarations include a number of steps to 
follow. All customs procedures, from registration through clearance of goods, are carried out in 
the same way at all ECC customs clearance offices. They also employ the ASYCUDA software 
for customs clearance and physical examination of declarants' documents [26]. The flow of 
processes in customs clearance and ECC procedures is visualized in Fig 3.1. 

                            Figure 3.1: Flow of work for customs clearance 
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Finally, 95320) records of items (not declarations) and 51 attributes have been obtained in two 

versions for data preparation. Out of these amounts of records 45754 records are records 

associated with certain fraud and the rest 49566 are non-fraud.  

3.6. Data integration 

To build the appropriate dataset, a two level data integration procedure: high level and low level 

data integration were conducted by considering consistency, integrity, and related issues. 

a. High level (data source level) integration 

The study used two types of data: local data from the AAL branch and ASYCUDA data from 

ECC commonly known as central database because all changes in cargo clearance process may 

not be included in ASYCUDA database. So that, information which was not obtained in 

ASYCUDA database should be mapped from the local data. In line with this, we can get 

information about difference in total value of goods and additional tax to be paid (revenue loss) 

in a declaration level, from local data. Local data is information gathered from various 

departments within AAL in which 80 % of the total importing goods transaction is processed. 

Whereas ASYCUDA data is information gathered from a centrally maintained database and 

processed by the ASYCUDA system. The attributes declaration number and year are used in the 

joining operation. 

The filtering process generates the declaration as first version (declared dataset) and second 

version (inspected dataset). The first version is records which are declared by importers and the 

last version is the record after inspection. The information in these two versions is crucial 

because it shows what the importer declared and what was confirmed or altered during 

inspection due to intentional or unintentional fraudulent activity. Finally, the data source level 
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integration produced the declared and inspected dataset each having 51 attributes. These 

attributes are described in Annex A. 

Figure 3.2: Data source level data integration 

b. Low level (record level) data integration 

To obtain low level data integration, the outputs of the high level data integration declared and 

inspected datasets will be linked. Integrating these two versions yields more accurate data since 

it highlights inconsistencies between what importers declare and what is validated during 

inspection. Two records with the same declaration number, item number and year will be 

selected by record selector and provided to record management module. The record management 

module is responsible for deriving new attributes, selecting values of attribute from either of the 

two versions and producing the study dataset. 
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Annex D. After the data preparation, our final dataset for analysis can be structured as presented 
in Figure 3.5. 

Figure 3.5: Final dataset  

As indicated in the above figure, we have 95038 records for analysis with 24 attributes. Out of 

these amounts of records 45618 records (48% of the entire dataset) are associated with certain 

fraud and the rest 49420 records (52% of the entire dataset) are non-fraud. Based on the above 

categorization of the dataset, the data has been prepared in the format which is suitable for two 

scenarios which have been used for building fraud detection and categorization models.  

3.7.5. Encoding categorical data  

Based the literature review, many machine learning algorithms can support categorical variables 

without any further processing, but many more including our approach cannot. As a result, we 

must figure out how to convert these textual attributes into numerical values so that they can be 

processed further. The scikit-learn python tools provide multiple ways for converting categorical 

data into suitable numeric values, and the scikit-learn approach is best when trying to develop a 

predictive model [103]. Because establishing an ordinal relationship via an ordinal encoding and 

enabling the model to assume a natural ordering between categories may result in poor 

performance or unexpected results, ordinal encoding in the scikit-learn library is not suggested 
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fraudulent categories. For the sake of this experiment, fraud category codes are represented by 

binary digits, which are then translated to decimal digits which are then understood as fraud 

categories. The concept behind this idea is that there are five types of fraud and at most three of 

them can be detected in a cargo according to our study dataset. Therefore, five binary digits are 

used to represent the fraud codes. The fraud category distribution of the dataset is also illustrated 

in Table 3.1 fourth column. Only valid combinations of fraud category per declaration are used 

to identify possible categories. They are ten in number and other possible combinations are not 

valid.  

Table 3.1:  Description of fraud category 

 

No. Number of 
fraud types 

Fraud codes Percentage 
of records 

Number 
of 
records 

Fraud codes 
in Binary 

Aggregated 
code 

1 1 OD 1.5% 684 00001 1 

2 1 EG 5.4% 2463 00010 2 

3 2 EG, OD 0.5% 248 00011 3 

4 1 MD 4.4% 2012 00100 4 

5 2 MD, OD 0.9% 422 00101 5 

6 2 MD, EG 2.2% 1004 00110 6 

7 3 MD, EG,  
OD 

1.5% 684 00111 7 

8 1 MC 7.0% 3193 01000 8 

9 1 UV 75.1% 34259 10000 16 

10 2 UV, MC 1.4% 649 11000 24 
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oversampling method for resolving the issue of class imbalance in our dataset after analyzing the 

effects of both resampling techniques because random over sampling may cause over fitting 

problem since the existing instances are duplicated. In the case of SMOTE, since the instances 

are synthetically generated and the generated instances are not the exact copy of the existing 

instances, over fitting problem can be solved. 

3.15. Performance Evaluation 

The developed models were evaluated to measure how well it supports a solution to the problem. 

To evaluate the models in a rational method, testing datasets, which has 20% of the dataset using 

k-fold cross validation concept, were fed into the developed model. Subsequently, the system 

was evaluated by comparing its output against the observed data using the confusion matrix and 

confidence interval. 

Based on the concept described in literature review section 2.6, the researchers have evaluated 

the performance of fraud detection model using accuracy hence the data set is relatively balanced 

in fraud detection model building. Accuracy shows the percentage of the number of correctly 

classified tuples of a test data set to evaluate model performance. Performance metrics 

(precision, recall and F-measure) is used to evaluate fraud category model because the dataset is 

not distributed evenly or it is imbalanced among its classes in case of fraud category predictor 

model building. The performance metrics includes precision which is the fraction of retrieved 

instances that are relevant; recall that is the fraction of relevant instances that are retrieved and F-

measure that is harmonic mean of precision and recall.  
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CHAPTER FOUR 

EXPERIMENT AND RESULT DISCUSSION  
 

4.1. Introduction 
 
In this chapter of the research, two different models (fraud predictor model and fraud category 

predictor model) have been built based on multilayer perceptron ANN approach, back 

propagation algorithms and grid search hyper parameter tuning technique as these have been 

stated in section 3.10 and 3.12. Based on the briefing in literature review, the models have been 

built using the recommended tool python 3.8 Sklearn library which implements all the above 

algorithms and it is convenient for classification, has much support on form, and easy to use. 

Systematic design of experimental process was followed to minimize the total number of 

experiments that might be required which in turn reduce to total model construction time and 

manageable experimental results for proper analysis. 

During experimentation, the researchers conducted 5-fold cross validation to identify the 

appropriate testing mode for the selected approach and learning algorithm. The multi-layer 

perceptron approach with back propagation supervised learning algorithm is applicable in this 

research because it  is robust, user-friendly, can handle noisy data, and is well suited to analyze 

complicated problems as it is described in section 2.4.3. The researchers proposed possible 

parameters that can be tuned to improve the performance of the respective deep learning 

algorithm. This includes three activation functions (Tanh, Logistic & ReLu), two performance 

optimizers (ADAM &SGDM), two learning rates (0.01 & 0.001) and three categories of hidden 

layers (10, 20 &30). Finally, grid search hyperparameter tuning has been applied and outperform 

combination of parameters are selected.    
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4.2. Discriminant attributes selection 

In ASYCUDA selectivity method, five variables are considered to be fraud factors. These are 

Commodity code, country of origin, Customs Procedure Code (CPC), importer and declarant. 

However during our analysis, the researchers found that there are more variables which are not 

identified as risk factors in ASYCUDA during discriminant attribute selection process. 

The relevancy of variables (attributes) is determined based on the concept contribution to decide 

the class label (target attribute) on the given dataset. Independent variables which are used in this 

research can be listed in the level of relevancy. Variables which provide more concept in 

predicting the correct class written first and those provide lesser concept are listed latter (i.e. in 

descending order based on their relevancy ) based on Python 3.8 Sklearn library select k-best 

algorithm.  

Table 4.1: Ranked independent attributes 

Independent attribute Rank 
Extended procedure code 1 
Withholding rate 2 
National procedure code 3 
Value Added Tax (VAT) rate 4 
Total item 5 

 Sure rate 6 
Terms of delivery 7 
Currency 8 
Country of consignment 9 
HS-code(commodity code) 10 
EXC_RATE 11 
Country of origin 12 
Customs border 13 
Declarant 14 
Package 15 
Year 16 
Duty rate 17 
Trade type 18 
Importer region 19 
Month of registration 20 
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As it can be seen from the table 4.1, the top ten ranked attributes are selected as basic attributes 

for this study. These ten basic attributes can be categorized into three as attributes which are 

basic in both ASYCUDA and this study; attributes basic in this study but not in ASYCUDA and 

attribute basic in ASYCUDA but not in this study. 

Among the above ten attributes, Withholding, VAT and sure rates are tax rates which must be 

considered in fraud metrics selection since importers needs to obtain a hole in order to avoid or 

minimize the tax regarding these rates. The amount of the taxes payable regarding these 

attributes will have impact to initiate the importer/declarant to do fraudulent activities by 

declaring incorrect values which attempts to avoid or minimize the rates of these taxes. "Terms 

of delivery" is one of the important variables which must be considered on risk parameter 

selection in customs. This variable might be exposed to risk since the attribute has an impact on 

the CIF value in which the duty and tax payable are calculated. For instance, if "terms of 

delivery" is Free On Board (FOB), fright and insurance are covered by seller. Therefore, tax and 

duties are calculated only from the items cost in which the item is purchased. Importers might 

use this hole to evade duties and tax payable by declaring incorrect terms of delivery. "Country 

of consignment" must be considered as one of risk metrics because customer fraudulent 

behaviors are dependent on the country in which the goods are purchased in addition to the 

country in which made. The trade policy of a country has a great impact for frauds like invoice 

falsification. "Currency" also might have information that leads about the country in which the 

trade is made. During analysis of this study, the researchers visualized that "Total number" of 

items is the attribute which have more information to classify a given cargo as fraudulent or not. 

These leads the number of item in a given cargo matters the possibility of fraudulent activities. 

4.3. Experimental setup 
In this study, 16 experiments have been done which can be grouped in two main categories.  

Eight experiments for customs fraud detection model and other eight experiments for fraud 

categories predictor model. In each category, among the eight experiments, four experiments 

were done with the combinations of parameters by focusing accuracy. The other four 

experiments focuses on performance metrics (recall, precision and F-measure). The main 
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objectives of these experiments is to analyze the effects of performance optimizer, activation 

function, learning rate and number of hidden layers by combining them using grid search hyper 

parameter tuning.   

4.4. Model building experiments    
In this study two models customs fraud detection model and customs fraud category predictor 

model were built using the approach, algorithm, parameters and category of hidden layers briefly 

discussed in chapter three of section 3.10 and 3.12. The Python code which was used for model 

building experiments is mentioned in Annex E. 

4.4.1. Fraud detection model building experiments  
This model has two classes that show the customs transaction fraud status as either fraudulent or 

non-fraudulent. To obtain the algorithm with best performance, the combinations of performance 

optimizer, activation functions, learning rate and number of hidden layers were experimented 

using the grid search hyper-parameter tuning as follows: 

4.4.1.1. ADAM optimizer  with 0.01 learning rate 

Table 4.2: ADAM optimizer and 0.01 learning rate accuracy in % for fraud detection model  

Number of hidden layers  ANN-MLP-Tanh 
ANN-MLP-ReLu 

ANN-MLP-Logistic 

10  84.87 83.67   88.32 

20 91.93  89.89 90.24  

30   91.5 89.04  88.78  

Table 4.3: ADAM optimizer and 0.01 learning rate on the three performance metrics (Precision, 

recall & F-measure) for fraud detection model 

Number of 

hidden layers      

ANN-MLP-Tanh ANN-MLP-ReLu ANN-MLP-Logistic 

P  R F P  R F P R F 

10 64 60 62 64 39 32 45 53 45 

20 83 82  81 58 54 50 62 58 62 

30 38 37 35  38 37 35  60 62 61 

          Key: P=Precision, R=Recall and F=F-measure 
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Table 4.2: ADAM optimizer and 0.01 learning rate accuracy for fraud detection model  

As indicated in table 4.2 and 4.3, the better performance has been achieved with accuracy 

(91.93%) and F-measure (81%) when the combinations of parameters Tanh activation function, 

ADAM performance optimizer, 0.01 learning rate and 20 hidden layers.  

4.4.1.2. ADAM optimizer  with 0.001 learning rate 

Table 4.4: ADAM optimizer and 0.001 learning rate accuracy in % for fraud detection model  

Number of 
hidden layers  

ANN-MLP-
Tanh 

ANN-MLP-
ReLu 

ANN-MLP-
Logistic 

10 91.93  89.89 90.24  
20  96.64 96.3 95.97  
30   95.63 95.2 95.14  
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Table 4.5: ADAM optimizer and 0.001 learning rate on the three performance metrics (Precision, 

recall & F-measure) for fraud detection model  

Number of 

hidden 

layers      

ANN-MLP-Tanh ANN-MLP-ReLu ANN-MLP-

Logistic 

P  R F P  R F P R F 

10 89 89 89 87 86 84 89 85 87 

20 92 91 90 89 89 89 85 85 84 

30 83 82  81 83 82 82 90 86 88 

              Key: P=Precision, R=Recall and F=F-measure 

Figure 4.2: ADAM optimizer and 0.001 learning rate accuracy in % for fraud detection model 

As indicated in table 4.4 and 4.5, the better performance has been achieved with accuracy 

(96.64%) and F-measure (90%) when the combinations of parameters were Tanh activation 

function, ADAM performance optimizer, 0.001 learning rate and 20 hidden layers.  
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4.4.1.3. SGDM optimizer with 0.01 learning rate 

Table 4.6: SGDM optimizer and 0.01 learning rate accuracy in % on fraud detection model  

Number of 
hidden layers  

ANN-MLP-
Tanh 

ANN-MLP-
ReLu 

ANN-MLP-
Logistic 

10  84.46 77.4 84.36  

20  85.89  78.22 86.25 

30   84.34 76.24  85.69 

Table 4.7: SGDM optimizer and 0.01 learning rate on the three performance metrics (Precision, 

recall & F-measure) for fraud detection model  

Number of 

hidden 

layers      

ANN-MLP-Tanh ANN-MLP-ReLu ANN-MLP-

Logistic 

P  R F P  R F P R F 

10 83 82  81 38 37 35  60 62 61 

20 86 84  85 90 86 88 85 85 84 

30 73 73  73 88 86 87  82 81 83 

              Key: P=Precision, R=Recall and F=F-measure 

Figure 4.3: SGDM optimizer and 0.01 learning rate accuracy in % for fraud detection model 

 

 

 

 

 

 

 



73 
 
 

 

According to the result shown in table 4.6 and 4.7, the better performance has been achieved 

with accuracy (86.25%) and F-measure (84%) when the combinations of parameters were 

Logistic activation function, SGDM performance optimizer, 0.01 learning rate and 20 hidden 

layers. Although ReLu activation function has higher F-measure (88%) than Logistic activation 

function F-measure (84%), the F-measure variation from its corresponding recall and precision is 

higher in ReLu which indicates the lower performance. On top of this, the accuracy of logistic 

function (86.25%) is greater than ReLu function (78.22%).  

4.4.1.4. SGDM optimizer with 0.001 learning rate 

Table 4.8: SGDM optimizer and 0.001 learning rate accuracy in % on fraud detection model  

Number of 

hidden layers  

ANN-MLP-

Tanh 

ANN-MLP-

ReLu 

ANN-MLP-

Logistic 

10 88.52 90.42 87.82 

20 89.16  94.22 90.42 

30  87.5  90.63 89.12  

 

Table 4.9: SGDM optimizer and 0.001 learning rate on the three performance metrics (Precision, 

recall & F-m measure) for fraud detection model  

Number of 

hidden 

layers      

ANN-MLP-Tanh ANN-MLP-ReLu ANN-MLP-

Logistic 

P  R F P  R F P R F 

10 72 74  72 86  87 85 45 53 45 

20 76 79 77 94 89 91 62 58 62 

30 74  72 69 83 82  81 60 62 61 

              Key: P=Precision, R=Recall and F=F-measure 
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Figure 4.4: SGDM optimizer and 0.001 learning rate accuracy in % for fraud detection model  

 

Based on the information given in table 4.8 and 4.9, the better performance has been achieved 

with accuracy (94.22%) and F-measure (91%) when the combinations of parameters were ReLu 

activation function, SGDM performance optimizer, 0.001 learning rate and 20 hidden layers.  

Generally, from the eight experiments done regarding to accuracy and F-measure to build the 

customs fraud detection model, the model which outperform is the second experiment model 

with accuracy of  96.64% and F-measure of 90% when Tanh activation function, ADAM 

performance optimizer, 0.001 learning rate and 20 hidden layers are combined using grid search 

hyper parameter tuning.  

4.4.2. Fraud category predictor model building experiments  
This model has ten classes that show the customs transaction fraud categories as it is described in 

chapter of three of section 3.7.2 (OD, EG, EG-OD, MD, MD-OD, MD-EG, MD-EG-OD, MC, 

UV & UV-MC). To obtain the algorithm with best performance, the combinations of 

performance optimizer, activation functions, learning rate and number of hidden layers were 

experimented using the grid search hyper parameter tuning as follows: 
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4.4.2.1. ADAM optimizer  with 0.01 learning rate 

Table 4.10: ADAM optimizer and 0.01 learning rate accuracy in % on fraud category predictor 

model  

Number of 

hidden layers  

ANN-MLP-

Tanh 

ANN-MLP-

ReLu 

ANN-MLP-

Logistic 

10 90.93 89.89 91.24 

20  92.46 91.52 94.68 

30  91.21 90.56 93.62 

 

Table 4.11: ADAM optimizer and 0.01 learning rate on the three metrics (Precision, recall & F-

measure) for fraud category predictor model 

Number of 

hidden 

layers      

ANN-MLP-Tanh ANN-MLP-ReLu ANN-MLP-

Logistic 

P  R F P  R F P R F 

10 49 43 49 32 39 32 77 79 78 

20 83 82  81 58 54 50 87 87 86 

30 83 82  81 38 37 35  60 62 61 

              Key: P=Precision, R=Recall and F=F-measure 

Based on the information given in table 4.10 and 4.11, the better performance has been achieved 

with accuracy (94.68%) and F-measure (86%) when the combinations of parameters were 

Logistic activation function, ADAM performance optimizer, 0.01 learning rate and 20 hidden layers.  
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Figure 4.5: ADAM optimizer and 0.01 learning rate accuracy in % for fraud category predictor 

model  

4.4.2.2. ADAM optimizer  with 0.001 learning rate 

Table 4.12: ADAM optimizer and 0.001 learning rate accuracy in % on fraud category predictor model 

Number of 
hidden layers  

ANN-MLP-
Tanh 

ANN-MLP-
ReLu 

ANN-MLP-
Logistic 

10 86.32 90.21 91.32 
20 88.51 90.46 92.22 
30  88.12 86.54 89.62 

Table 4.13: ADAM optimizer and 0.001 learning rate on the three metrics (Precision, recall & F-
measure) for fraud category predictor model 

Number of 
hidden 
layers      

ANN-MLP-Tanh ANN-MLP-ReLu ANN-MLP-
Logistic 

P  R F P  R F P R F 
10 78 75  70 65 64 63 83 78 80 
20 82 79 81 80 74 78 81 81 80 
30 74 72 73 64 65 62 60 62 61 

              Key: P=Precision, R=Recall and F=F-measure 
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Figure 4.6: ADAM optimizer and 0.001 learning rate accuracy in % for fraud category predictor model 

Based on the information given in table 4.12 and 4.13, the better performance has been achieved 

with accuracy (92.22%) and F-measure (80%) when the combinations of parameters were 

Logistic activation function, ADAM performance optimizer, 0.001 learning rate and 20 hidden 

layers.  

4.4.2.3. SGDM optimizer with 0.01 learning rate 

Table 4.14: SGDM optimizer and 0.01 learning rate accuracy in % on fraud category predictor model 

Number of 

hidden layers  

ANN-MLP-

Tanh 

ANN-MLP-

ReLu 

ANN-MLP-

Logistic 

10  85.34  71.43 85.08 

20 85.82  72.78 85.7  

30   84.75  71.27 84.11 
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Table 4.15: SGDM optimizer and 0.01 learning rate on the three metrics (Precision, recall & F-

measure) for fraud category predictor model 

Number of 

hidden 

layers      

ANN-MLP-Tanh ANN-MLP-ReLu ANN-MLP-

Logistic 

P  R F P  R F P R F 

10 86 85 88 54 62 63 86 82 84 

20 89 88  88 74 72 72  86 84 85 

30 83 82  81 38 37 35  60 62 61 

              Key: P=Precision, R=Recall and F=F-measure 

Figure 4.7: SGDM optimizer and 0.01 learning rate accuracy in % for fraud category predictor model 

 

As it is indicated in table 4.14 and 4.15, the better performance has been achieved with accuracy 

(85.82%) and F-measure (88%) when the combinations of parameters were Tanh function, 

SGDM performance optimizer, 0.01 learning rate and 20 hidden layers.  
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4.4.2.4. SGDM optimizer with 0.001 learning rate 

Table 4.16: SGDM optimizer and 0.001 learning rate accuracy in % on fraud category predictor 

model 

Number of 
hidden layers  

ANN-MLP-
Tanh 

ANN-MLP-
ReLu 

ANN-MLP-
Logistic 

10  88.32  76.00 88.41 
20 89.38   82.38 88.65 
30   88.08  81.87 83.67  

Table 4.17: SGDM optimizer and 0.001 learning rate on the three metrics (Precision, recall & F-

measure) for fraud category predictor model 

Number of 
hidden 
layers      

ANN-MLP-Tanh ANN-MLP-ReLu ANN-MLP-
Logistic 

P  R F P  R F P R F 
10 72  71 62 62 61  74 74 72 72  
20 80 81 80 74 78 82 78 80 80 
30 66 68  67 55 53 52  69 69 68 

              Key: P=Precision, R=Recall and F=F-measure 

Figure 4.8: SGDM optimizer and 0.001 learning rate accuracy in % for fraud category predictor 

model 
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As it is indicated in table 4.16 and 4.17, the better performance has been achieved with accuracy 

(89.38%) and F-measure (80%) when the combinations of parameters were Tanh function, 

SGDM performance optimizer, 0.001 learning rate and 20 hidden layers.  

To summarize the above eight experiments done regarding to accuracy and F-measure to build 

the customs fraud category predictor model, the model which outperform is the first experiment 

model with accuracy of  94.68% and F-measure of 86% when Logistic activation function, 

ADAM performance optimizer, 0.01 learning rate and 20 hidden layers are combined together 

using grid search hyper parameter tuning.  

4.5. Result summary  

4.5.1. Fraud detection model 
The first required model in our research (fraud detection model) outperform in the first eight 

experiments in section 4.4.1.2(second experiment) with accuracy of  96.64% and F-measure of 

90% when combinations of Tanh activation function, ADAM performance optimizer, 0.001 

learning rate and 20 hidden layers are combined using grid search hyper parameter tuning.  

4.5.2. Fraud category predictor model 
The second required model in our research (fraud category predictor model) outperforms in the 

first half eight experiments in section 4.4.2.1(first experiment) with accuracy of  94.68% and F-

measure of 86% when combination of Logistic activation function, ADAM performance 

optimizer, 0.01 learning rate and 20 hidden layers are combined together using grid search hyper 

parameter tuning.  
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CHAPTER FIVE  

 CONCLUSION AND RECOMMENDATION 

5.1 . Conclusion 

Various contradictory concerns that face customs have been focused on and examined in this 

study in order to improve service quality and reduce fraudulent activities. There are a lot of 

transactions, but there are so many resources also to review the transactions fraudulent behavior. 

Genuine traders want declaration clearance in a short period of time, but the examination process 

may take too long, which is not convenient for traders. Although the Customs commission is 

responsible for monitoring false declarations and taking legal action, a considerable percentage 

of fraudulent declarations may be overlooked due to a lack of awareness about fraudulent 

statements. 

The most essential issues in customs declaration processing and fraud detection are generally 

controlling and facilitation. Controlling is concerned with the identification of fraud, while 

facilitation is concerned with delivering efficient services to importers. Fraud detection is one 

aspect of overall fraud control approaches that can be performed through automation to reduce 

the manual aspects of the screening/checking process. To solve these conflicting issues, customs 

have used selectivity method of classification technique in ASYCUDA. This selectivity method 

uses five parameters from the details of the declarations. These parameters are: tariff/value of the 

declared commodities, the customs procedure code associated to the specific declaration, the 

importer identity, the declarant who is representing the importer for the declaration and origin of 

the commodity. This fundamental problem of restricting parameter into five to identify 

fraudulent activities leads the declaration into incorrect channel. As a result, those problems 

mentioned above become hot issue of the custom commission.  

Based on customs data obtained from the Ethiopian Customs Commission, the objective of this 

study is to build fraud detection and categorization models that provide answers to the 

aforementioned contradicting issues. The terms "fraud detection" and "fraud categorization" 
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refers to a technique for detecting and categorizing fraud using a classification/prediction 

technique performed with a deep learning approach. 

This study follows a scientific research procedure that includes seven major phases from 

problem identification to model evaluation. Problem understanding, data collection and 

understanding, data preparation, model design, model parameter selection, architecture 

development, and model analysis and evaluation are the phases involved. Details of the customs 

commission business process were reviewed and evaluated during the problem understanding 

phase in view of their primary business objectives and goals. The existing system was examined, 

and problems were identified. As a result, issues such as poor customer satisfaction and revenue 

loss due to fraudulent customer behavior have been detected.  

The data collection work was completed during the data collecting and understanding phase by 

integrating AAL's local data with ASYCUDA's data using two levels of data integration: data 

source level integration and record level integration based on physically inspected cargo records. 

The researchers analyzed and interpreted the information gathered to see if it is relevant to 

narrowing the gap identified in phase one. 

The collected data was prepared in the third phase to be suitable for model building for the 

intended fraud detection purpose. During this phase, the researchers perform tasks such as 

identifying relevant attributes and discarding those that lack information for the intended 

purpose, deriving new attributes that are intended to carry more information than existing 

attributes, handling with missing values, and resolving inconsistencies.  Furthermore, the data is 

divided into two scenarios, each with its own set of dependent variables. These scenarios serve 

as the foundation for developing fraud detection models. The first case involves deciding 

whether or not imported cargo is fraudulent (fraud predictor model). The second scenario is 

concerned with the fraud category linked with the fraudulent declaration (fraud category 

predictor model). Based on the above two scenarios, fraud predictor model and fraud category 

predictor have been built respectively. The fraud predictor model should classify the importing 
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analysis results, we can conclude that back propagation algorithm of ANN in deep learning have 

better performance for both Fraud prediction and Fraud type identification. Moreover, hyper 

parameter tuning is a good technique to obtain better performance of models.   

In general, based on the findings of this study, the researchers can conclude the following. 

Firstly, it is demonstrated that prediction models can address the customs commission's problem, 

since the model shows a good performance in predicting fraudulent behaviors and the type of 

fraud based on initially provided declaration data.  Additionally, this system allows the Customs 

Commission more flexibility because it can be trained incrementally and can easily support 

situational changes.  As a result, human intervention in the system can be minimized.  

5.2 . Contribution 

As a contribution to the scientific world, we have prepared a dataset with 95,038 records and 22 

features (20 independent variable and 2 dependent variables). This will be useful for researchers 

who want to do their research on fraud detection or risk management of customs transaction 

especially for those who need Ethiopia customs dataset because one of the limitations in deep 

learning is lack of availability of dataset in labeled format.  

Based on our scope of related literature searching, using the combination of back propagation 

algorithm, MLP ANN approach, grid search hyper parameter performance tuning, and applying 

different parameters (like number of hidden layers, performance optimizer, learning rate and 

activation function) is new approach and give additional room for this problem domain or we 

have used the state-of-the-art deep learning approach. 

As we compared our model performance to the previous studies by keeping our domain of 

searching related work in mind, our study has achieved a performance not less than the previous 

work with accuracy of 96.64% and F-measure of 90% for fraud detection model and with 

accuracy of 94.68% and F-measure of 86% for fraud category predictor model. We can reach in 

a conclusion that this study shows a good performance.   
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As a practical contribution, the study is a real problem which exists in the ground, especially in 

Ethiopia. If the output of research deployed as a system, it assists customs officers or can be used 

to train the experts.  

5.3 . Recommendation 

The research identified the possibility of building fraud detection model from customs data that 

can predicts fraud behavior of importing cargo and classify frauds in different types. In this 

process, the research identified important recommendation for further investigations and customs 

commissions.   

First and foremost, the researcher discovered that the Ethiopian customs commission assigns a 

fraud code after examining a declarant's or importer's declaration. The fraud code is estimated by 

looking at all of the items in a declaration. The fraud may occur in one or more items of a 

declaration, and the declaration is assigned a fraud code. That means the code is assigned at 

declaration level rather than item level. This is valid and sound for identifying the types of fraud 

involved in the declaration, but the researchers recommend that assigning the specific type of 

problem investigated at item level and conducting the analysis at item level can assist the 

customs commission significantly in identifying the types of items and possible fraud that may 

occur at item level. Having such information at the item level during a declaration may allow for 

a better understanding of the intention of an importer to engage in fraudulent activities at the 

item level. 

In addition to this, the researchers recommend customs commissions to use the proposed fraud 

detection model and fraud category predictor model to mitigate the drawbacks of ASYCUDA. 

As the researchers already contacted the responsible personnel, they are willing to test the system 

after the system gets completed and permission will be given from BDU, department of 

computer science in faculty of computing. 
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Other researchers, who have initiative to build customs risk management model, are highly 

recommended to use this study result for the reason that the fraud detection and categorization is 

a prerequisite for customs risk management system.  

Because the study was done using selected performance optimizers, learning rates, hidden layers, 

algorithm, activation functions, and attributes to use the limited resource efficiently, the 

researchers recommend building a fraud detection model by incorporating all available 

parameters, using grid search hyper parameter and highly computing devices.         
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