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Abstract

Money laundering is a serious worldwide criminal activity in financial institutions and a

process in which illegitimate funds and assets are converted into legitimate funds and

assets. These illegitimate funds can be found from serious crimes, such as drug trafficking,

smuggling, political corruption, terrorist activity, financial fraud and so on. Suspicious

money laundering transaction detection is very difficult when the dataset is imbalanced

and the aim of this thesis work is, balancing the imbalance data using various techniques

and increasing the performance accuracy of suspicious money laundering transactions

detection using deep learning. The proposed algorithm evaluated by using an Elliptical

dataset that has been developed for money laundering detection in 2019 due to the secrecy

of Financial Intelegence Unit (FIU) data. This data set located from Kaggle.com and has

203,769 rows with 166 columns, from this amount of data two percent (4,545) are labeled

class-1 (illicit). Twenty-one percent (42,019) are labelled class-2 (licit). The remaining

transactions are not labeled whether licit or illicit but have other features. The dataset is

highly imbalanced and to curve this problem, various data resampling techniques such as

Random under-sampling, Random oversampling and Hybrid techniques have been done.

In addition to this, we used Dropout and L2 regularization techniques during model training

to constraint the model to fit our data accurately and not overfit. For experimental purpose

we used python with keras library because we are familiar to this tool and it is current-

state-of-the-art. The proposed technique Convolutional Neural Network (CNN) in

combination with different resampling techniques have been applied to detect whether the

transactions are illicit or licit and the performance of the model is evaluated based accuracy

result. The experimental result showed that the hybrid resampling technique so called

Synthetic Minority Oversampling with Edited Nearest Neighbor (SMOTEENN) with L2

kernel regularize has a better result than the rest of resampling techniques and the accuracy

improved from 96.1 to 98.93.



- 1 -

Chapter 1: Introduction

1.1 Background
There is no universal definition for money laundering because of the complexity of its

nature. With this many researchers followed a various way of expression, for instance, (Le

Khac,2010) stated on the following way “Money laundering (ML) is a process to make

illegitimate income appear legitimate; this is also the process by which criminals attempt

to hide the true origin and ownership of the proceeds of their criminal activity”. On the

other hand (Lorenz, 2020) has defined like this, Money laundering is a high-impact

problem on a global scale. Criminals obtain money illegally from serious crimes and inject

it into the financial system as seemingly legitimate funds. Besides this, (Jin & Qu,2019)

described in this way “Money laundering is an attempt by criminals to legalize illegal

income, which mainly refers to the disguise of the source and nature of illegal income

through various means. In today's economic globalization and financial integration, money

laundering activities are extremely harmful to the country's economy, finance, and even

political order and social stability”. According to (Zhang & Trubey, 2018), Money

laundering is the criminal practice of processing illegal money through a series of

transactions to gain access to the legal financial system. It is a type of financial crime with

potentially devastating social and financial effects. It is not only these other researchers,

(Luo,2014) elucidated on this direction, Money laundering is the convention of criminal

incomes into assets that cannot be tracked to the underlying crime, where the process of

concealing sources of money is referred to ‘laundering. Generally, Money laundering is a

process of concealing illegitimate income from the origin and passing it through a complex

sequence of banking transfers or commercial transactions to be able to appear legitimate

income. As we have seen from various authors the definitions are different but it goes to

the same meanings and terms.
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When we come to our country, Money laundering is strongly prohibited by the government

and the government stated on its proclamation number (Federal Negarit Gazeta ,2009) on

this method Money laundering and the financing of terrorism it is not only threatens

security but also compromises the stability, transparency, soundness, and efficiency of the

financial system. In the case of this, Money Laundering is one of the cumbersome risks in

the financial system and financial institutions faced different risk that needs critical

thinking before completing a transaction.

According to (Basel Committee on Banking Supervision ,2011), some of risks may include

the following such as reputation risk, operational risk, concentration risk, and legal risk.

Therefore, the governments and financial regulators require financial institutions. Financial

institutions must comply with various controlling mechanisms such as Anti Money

Laundering (AML), Counter Financing of Terrorism (CFT), and Known Your Customer

(KYC) regulations in customer onboarding processes. According to AML and KYC

regulations, financial institutions must apply a risk assessment to their new customers. The

purpose of these control mechanism are to enable countries and business companies to

detect potential risks of their customers. In the case of this, Financial Intelligence Unit

(FIU) have been established in our country before some years ago to protect money

laundering process.

As per the explanation of (Zeng-an & Li-fang, 2006), Anti Money Laundering  is

significantly important to both national financial stability and international security. Thus,

in addition to anti money laundering detection, Suspicious money launder transaction

activity can be identified during the on-boarding or ongoing due diligence of a client,

during the transaction monitoring process or it may be raised by any employee of an

obliged entity but it has a secret life cycle.

As many researchers described that, Money laundering operated in different life cycles for

instance, (Manjunath, 2015), Money Laundering operated in three stages they are

Placement, Layering and Integration.

Placement: - is the movement of cash from its source and occasionally, the source easily

disguised or misrepresented. This followed by placing it into circulation through financial
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institutions, casinos, shops, and other businesses, both local and abroad. The process of

placement carried out through many processes.

Layering: - The aim of this stage is to make it more difficult to detect the true origin of the

unlawful money and uncover a laundering activity.

Integration: - This is the movement of previously laundered money into the economy

mainly through the banking system and thus such monies appear to be normal. Therefore,

to eliminate this life cycle anti money laundering procedures and laws are required.

Anti-Money Laundering (AML): - can be a set of procedures, laws, and regulations that

are designed to stop money laundering stages or life cycles because money launderers are

dynamic to hide their criminal activity or illegal source of money. To stop this criminal

activity AML is mandatory.

Nowadays, many researchers have been doing in the areas of anti-money laundering and

many financial institutions give serious attention and assigning enormous amounts of

budget to control money laundering. During this time, laws and regulations are mandatory

to prevent and suppress money laundering activities. For instance, validating customer

identification validation before banking business, checking suspicious foreign exchange

cash transactions, tracking large cash flows, and blacklisting accounts of suspected money

laundering this and the rest of tasks are handled via KYC (Known Your Customer) analyst

in the banking industry.

Known Your Customer (KYC): - is the process of verifying the identity of customers,

either before or during the time that they start doing business with the organization. In

banking industry, KYC is a position for an employee like other bank staff but his/her duties

are differs from others because they spent a lot of time by investigating customer’s

transaction information manually whether the transactions are illicit or licit and providing

report to the responsible body. Thus, to improve the investigation process, further studies

and modern techniques are required.

As per (Luo, 2014), “existing anti-money laundering methods replay on human

intervention, and applying modern techniques remains at an initiating phase”. Therefore,
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to improve the detection method modern techniques are needed because the nature of

money laundering is dynamic, in the case of this it needs different algorithms and

techniques that can be able to detect suspicious financial transactions. Beside this

(Zezhong, 2004) described that, detecting suspicious financial transactions is an essential

precondition and key aspect of anti-money laundering”. Now a day, anti-money laundering

is performed in different governmental and non-governmental banking sectors via KYC

analysts especially in Ethiopia the KYC analyst tries to identify, verify, and monitor his

customer’s financial transactions manually to ensure, whether the transaction is suspected

or not from money laundering and the bank send the hard copy report to Financial

Intelligence Unit. Financial Intelligence Unit takes the report that comes from different

banking industries and feeds into the database system and they try to make analysis. One

of the great challenges for FIU is getting fulfilled and up-to-date report form banking

industries due to various reasons such as some banks are forgetting the report, reports are

not submitted to FIU on the predefined time and date, others are sending unfulfilled data

and the given data is not properly fed into the FIU database system. Finally, FIU generates

a suspected report and send it to the Federal Court and the Federal Court will begin an

investigation by taking the generated report. In the case of this and the rest of things, have

their own side effect on the process of suspicious money laundering transactions detection.

Now a days, using imbalance dataset is a challenge for all area of study specially when the

study has conducted with fraud detection. As per (Ertekin, 2007) stated that, various real-

world classification tasks, such as medical diagnosis, text categorization and fraud

detection suffer by class imbalance problem. Therefore, money laundry is a kind of fraud

that can be operated by vairious criminal activities and to detect this kind of fraudulent

transactions first the imbalanced dataset must be balance to improve the classification task.

Therefore, the aim of this study is easily detecting suspicious money laundry transactions

using imbalanced data in combination with other data resampling and data regularization

techniques to improve the performance accuracy.
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1.2 Statement of the Problem
Today financial transactions are largely depending upon the advancement of information

technology. Due to this reason, the job a lot easier, but it came with its own challenge

because the bad guys can easily facilitate its own criminal activity using this technology.

In short, the money made by various criminal activities in various parts of the world is

injected into a nation’s economy to disguise it or give it a lawful appearance. This system

is known as Money Laundering. One of the difficulty tasks in anti-money laundering

process is detecting suspicious money laundry transaction, because money laundering

process touches various life cycle such as placement, layering and integration to disguise

suspicious transaction activities. It is not only that, due to the secrecy of financial data,

gathering financial data strictly prohibited by the financial institutions this and the rest of

things are a great challenge for many researchers to apply different techniques in real

situation. But now a days, instead of using real financial data, many researchers are using

synthetic data to solve the absence of real financial data. On the other hand, selecting

inappropriate synthetic dataset has its own side effect on the specified result. For the past

few years, many researchers have been doing various techniques to enhance the detection

process of suspicious money laundry transactions but, still now the problem is not

completely solved due to various gaps such as, using imbalanced dataset, selecting

inappropriate model, overfitting, underfitting and using inappropriate dataset. Therefore,

to tackle this problem and to enhance the detection process, further studies are required and

the aim of this thesis work is to fulfil the above-mentioned gaps.
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1.3 Objectives

1.3.1 General Objective

The general objective of this thesis is detecting suspicious money laundering transactions

using deep learning techniques in combination with data resampling and regularization

techniques.

1.3.2 Specific objectives

To attain the general objective, different specific objectives have been addressed, these

specific objectives among others are to: -

 Understand imbalance dataset and its controlling mechanism.

 Study various types of data resampling techniques to balance the imbalance dataset.

 Understand and propose the model to improve suspicious transaction detection.

 Test and validate the performance accuracy.

1.4 Research Questions
Detecting suspicious money laundering transaction is one of the cumbersome tasks in this

are specially when the training dataset is imbalanced. Thus, to easily detect and increase

the performance accuracy this paper is needed. At the end of this research process, the

following questions must be answered;

 Which technique is better to balance the imbalanced data?

 Can the proposed system easily show the detection process ?

 How to increase the performance accuracy of suspicious transaction detection?

1.5 Methodologies
In this section, several techniques have been applied to realize suspicious money

laundering detection. Therefore, we used a deep learning technique to succeed the aim of

this thesis work.

1.6 Model
To realize this thesis work, we used a reference model known as the Cross-Industry

Standard Process for Data Mining (CRISP-DM). this model contains the following phases

such as Business Understanding, Data Understanding, Data preparation, Modeling,
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Evaluation and Deployment. According to (Paula, 2016), this model is “well known,

flexible and execution of sequence is not rigid.

1.7 Data Sources
Identifying and using relevant data sources is one of the vital phases to implement deep

learning model. Therefore, to improve the performance of the detection process we used

an Elliptical financial dataset prepared by (Weber, 2018), due to the lack of real financial

dataset and this dataset is prepared for money laundering detection based on real dataset

samples. This dataset, maps Bitcoin transactions to real entities belonging to licit

categories (exchanges, wallet providers, miners, licit services, etc.) versus illicit ones

(scams, malware, terrorist organizations, ransomware, Ponzi schemes, etc.).

1.8 Procedure
This study processed chronologically. This is very essential to ensure that the research

process is comprehensive and all areas of study are covered. We used a well-designed

action plan to guide the research process. In case of this, we can ensure a comprehensive

research is achieved on time and the stipulated resources.

1.9 Implementation environment
Deep learning is a subpart of machine learning and it permits computational models that

are composed of multiple processing layers to learn representations of data with multiple

levels of abstraction. As (Lecun, 2015) description, Deep learning can be applied on

various domains such as fraud detection, speech recognition, visual object recognition,

object detection, sequential data such as text and speech recognitions, and many other

domains. To apply deep learning, we used Python because it is a popular and powerful

interpreted language which used for both research and development. There are enormous

number of libraries in combination with the proposed tools that enable us to develop the

proposed model.

1.10 Scope of the study
The scope of this study is only detecting suspicious money laundry transactions and

increasing the performance of the detection accuracy using the proposed model in

concatenate with various techniques. The proposed algorithm has been applied on an
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Elliptical dataset due to the secrecy of real data from financial intelligence unit and this

dataset is created for money laundering detection and the data is freely available on

kaggle.com.

1.11 Significance of the study
Now a day, suspicious money laundering detection is a very difficult task due to the

dynamic nature of money laundering, especially for developing countries like Ethiopia,

because, detection process performed manually via bank staff so-called KYC analyst. This

way of detection is not effective and efficient to trap suspicious money laundry

transactions. Therefore, many researchers have been doing different research using

different algorithm such as machine learning, datamining, and other related techniques but

still now, the gap is not entirely solved. Therefore, Various types of gaps such as data

misclassification, overfitting, underfitting, and performance accuracy problems require

deep study in the detection process and researchers are revealed this gap to the next

researcher. Thus, this paper clearly stated what does it mean Convolutional Neural

Network in deep learning and it showed us how CNN can detect suspicious money

laundering transactions. In addition to this, various types of data resampling techniques

have been clearly identified to make it balance the imbalance dataset such as oversampling,

under sampling, hybrid data resampling techniques and other related to increasing the

performance of the accuracy. Finally, anyone who read this paper can easily discover how

to regularize data using various types of data regularizes techniques with its advantages. It

is not only this, various types of data resampling techniques have been applied in python

code to curb the specified gaps and any one can easily understand how to increase the

performance accuracy of suspicious money laundering transactions detection using the

above-mentioned techniques and any one can compare the result of this paper from other

techniques or proposed models to evaluate the performance of this model.

1.12 Organization of the study

We organize the remainder of the paper as follows. Chapter 2 presents literature review

and related works. Chapter 3, present the proposed model, Chapter 4 present details the

experimental setup and introduces the relevant money laundering detection methods. In

Chapter 5 we present our results. Finally, the main conclusions are discussed in Chapter 6.
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Chapter 2 Literature Review

2.1 Related Work
Since money laundry has become a huge problem to the financial market, many financial

institutions have allocated huge amount of money and gathered teams of the human expert

to develop money laundry detection systems. Many researchers have been actively working

on this to mitigate the problems such as class imbalance problem, overfitting, performance

accuracy and so on. In this chapter, we tried to review some of the past related works that

has been done via other researchers.

As we knew, various researchers have been conducted to detect money laundering

transactions using various fields for instance machine learning and datamining have been

applied in combination with various techniques to give a solution for detection issues such

as data selection, algorithm design, and hyperparameter optimization that can affect the

detection ability of the proposed solutions. As we stated on section 1.3.1, we used a deep

learning technique, because it has the ability to make accurate predictions in the realm of

fraud detection and it is a subfield of machine learning concerned with algorithms inspired

by the structure and function of the brain called artificial neural networks and as per the

explanation of (Maghrebi, 2016), it relies on sets of algorithms that attempt to model high-

level abstractions in data by using model architectures with multiple processing layers,

composed of a sequence of scalar products and non-linear transformations called activation

functions. In addition to this, it is current state-of-the-art to identify suspected money

laundering financial transactions and it delivers a lower number of false positives and it

increase the performance accuracy the proposed solution instead of traditional one. In the

case of this, different researchers used various types of techniques as we have seen

underneath.

(Paula, 2016), they used unsupervised deep learning autoencoder technique to detect

anomaly situations and to classify Brazilian exporters. In this study, authors introduced

CRISPDM and the data enter in CRISP-DM cycle, and anomalies are detected based on
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model learning and they applied unsupervised technique and they did comparison with

PCA this is one of the strengths of this paper. On the other way this paper is different from

us in terms of, proposed algorithm, data regularization techniques and development tools.

for instance, we used various types of data resampling techniques and L2 data

regularization to curb overfitting problem but when we came to them, they didn’t used

regularization techniques as they stated on the paper.

Other researchers, (Weber, 2018), they proposed a Graph Convolutional Network (GCN)

with other machine learning techniques such as Variations of Logistic Regression (LR),

Random Forest (RF), and Multilayer Perceptron’s (MLP) to combat Money laundering

problem and all techniques are applied on the elliptical dataset. One of the strengths of this

paper is, authors can provide an elliptical dataset to give a solution for the lack of financial

dataset but this dataset is large and highly imbalanced and prone to overfitting. According

to this, the author didn’t consider any solution that can solve class imbalance and

overfitting. Therefore, our work is different from them via proposed algorithm, techniques

to solved the imbalanced dataset issue like overfitting and developing tools.

As (Jamshidi, 2019) paper, they proposed Adaptive Neuro-Fuzzy with various techniques

to analyze online banking accounts and to combat money laundering. In addition to this

the proposed method can replace a conventional method to detect the risk of money

laundering in suspicious banking transaction. For implementation they used MATLAB

software and this work is different from ours through proposed techniques such as data

regularization, and implementation tools.

It is not only deep learning, but other techniques have been applied to combat money

laundering. For instance data mining techniques are used by Suresh (2016), under this

technique they used Hash based Association approach to identify the traversal path of the

Laundered and to identifying agent and integrator they used graph theoretical approach.

Therefore, our work is different from this one in various ways such as algorithm,

techniques, and datasets.

According to (Soltani, 2016), they have proposed a structural similarity framework that

applies case reduction methods to progressively reduce the input data set to a significantly
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smaller size then, the framework scans the reduced data to find pairs of transactions with

common attributes and behaviors that are potentially involved in ML activities for this

purpose they used a clustering method to detect potential ML groups. It is not only this but

they try to incorporate other techniques like matching-transaction detection and balance

scoring filter in order to improve the efficiency of the framework.

Like other fields, machine learning techniques have been applied in order to detect money

laundering transactions, as per the description of (Gyamfi & Abdulai, 2019), they have

proposed a supervised learning method so-called Support vector machine with spark

(SVM-S) to build models that can identify normal and abnormal customer behavior and to

evaluate the validity of new transactions. In addition to this study, (Tai & Kan, 2019), they

used a two-phase intelligent method based on machine learning and data analysis

techniques to identify suspicious money laundering accounts. The first phase is identifying

every suspicious money laundering account while the second phase further retrieves highly

suspicious ones. Our work is different from this in terms of algorithms, datasets, data

resampling and data regularization techniques.

Although, there have been multiple research studies carried out on the different aspects of

money laundry detection such as tracking money launderer behavior, improving money

laundering detection accuracy this and the rest of things have been covered via different

researchers but very little research studies carried out to tackle the class imbalance problem

in the fraud detection task. Therefore, our studies aim to perform suspicious transactions

analysis on the money laundry detection task that mainly focuses on various techniques

such as data resampling and data regularization to deal with the class imbalance problem.
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Authors Title Techniques Main Findings Strength Weakness

(Paula ,2016)

Deep Learning Anomaly
Detection as Support
Fraud Investigation in
Brazilian Exports and
Anti-Money Laundering

unsupervised deep
learning
Autoencoder

In this study,
(CRISPDM) has
been introduced
and Data in this
methodology
enters CRISP-DM
cycle, and
anomalies are
detected based on
model learning

attributes that proved
sufficient to
characterize fraudulent
exports based on the
experience of the
author

-They didn’t use any
algorithm to control over
fitting problem.
-Using unsupervised
techniques is the
evaluation of the results
against the business
objectives
to be achieved

(Weber, 2018) Anti-Money Laundering
in Bitcoin:
Experimenting with
Graph
Convolutional Networks
for Financial Forensics

Random Forest
(RF), Multilayer
Perceptron’s
(MLP), and Graph
Convolutional
Networks (GCN)

A large, labelled
transaction data
set to the AML
community

Various type of
algorithms has been
done on the dataset
before transfer to AML
community

The dataset is highly
imbalance and I never
seen any technique to
balance the imbalance
data and the accuracy is
96.1

(Jamshidi, 2019) A Novel Multi objective
Approach for Detecting
Money Laundering with
a Neuro-Fuzzy
Technique

Adaptive Neuro-

Fuzzy Inference

System (ANFIS)

They can create a
novel intelligent
method for
estimating the risk
of money
laundering

This approach can be
used in banking systems
as an online technique to
analyze the data of
customers’ accounts

The accuracy of the result
is not clearly stated. The
future task is not clearly
stated.

(Suresh, 2016) A Hybrid Approach for
Detecting Suspicious
Accounts in Money
Laundering Using Data
Mining Techniques

Hash based
Association
Mining approach
And
Graph Theoretic
Approach

Identify the
traversal path of
the Laundered
Money
And
Identifying agent
and integrator

They proposed a good
technique because it can
easily detect complex
dependencies between
transaction and the
feature work is clearly
stated.

They didn’t clearly state
what kind of technique
applied during data
processing.
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Authors Title Techniques Main Findings Strength Weakness

(Soltani, 2016) A New Algorithm for
Money Laundering
Detection Based on
Structural Similarity

A new algorithm
based on
structural
similarity
And
clustering method

They proposed a
framework that
applies case
reduction
methods to
progressively
reduce the input
data set to a
significantly
smaller size.

The performance
accuracy of the new
algorithm and feature
work have been properly
stated by the authors.

They generate a synthetic
data set without a real
transaction and the result
may biased.

Accuracy result is 80 and
it need further
improvment

(Gyamfi &
Abdulai, 2019)

Bank Fraud Detection
Using Support Vector
Machine

They used a
supervised
learning method,
Support Vector
Machines with
Spark (SVM-S)

They provide
fraud detection
architecture.

The author tries to
compare the proposed
algorithm with the bank
propagation algorithms

The precession is 80% to
mean this it needs further
analysis

(Tai & Kan, 2019) Identifying Money
Laundering Accounts

two-phase
intelligent
method based on
machine learning
and data analysis
techniques

McLayS method
is to facilitate the
identification of
money
laundering
accounts from
the
transactions
recorded in the
bank sites.

Anti-money laundering
specialists manual work
has been stopped due to
McLayS

The authors used 18
features to trap
suspicious money
laundering accounts but
the characteristics of the
suspicious account is
different from the
predefined feature it can’t
identify.
Accuracy result is 87.04

Table-1: Summery of Related work
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2.2 Preliminaries
Before we going to the detail part, it is better to be familiar with some of the vital deep

learning theories. This content will help the reader to understand the proposed detection

model and deep learning. More specifically, we focused on the supervised learning, in

which the model trained based on labeled data.

2.3 Deep Learning
There is nonexistence of unified definition for deep learning in various written documents

and literatures. In the case of this, many researcher defined in several ways as we have

seen from various published documents, As (Deng & Yu, 2013) stated that, A class of

machine learning techniques that exploit many layers of non-linear information processing

for supervised or unsupervised feature extraction and transformation, and for pattern

analysis and classification. On the other side, (Alom, 2019) explained that, Deep learning

based representation learning involves a hierarchy of features or concepts, where the high-

level concepts can be defined from the low-level ones and low-level concepts can be

defined from high-level ones.

In deep learning, a computer model learns to perform classification tasks directly from

images, text, or sound. Deep learning models can achieve state-of-the-art accuracy,

sometimes exceeding human-level performance. There are various models in deep learning

and these models are trained by using a large set of labeled data and neural network

architectures that contain many layers. These models are a part of machine learning

techniques which involves Artificial Neural Networks such as Convolutional neural

networks, Deep Belief Network, Auto-encoders, Recurrent Neural Network, and Restricted

Boltzmann Machine are all various methods.

Using this model deep learning can able to solve almost all kinds of problems in different

application domains. In order to this, deep learning can be defined on the following way.

Deep learning is a part of machine learning and Artificial Intelligence that imitates the

working nature of the human brain for processing data and creating patterns for decision

making.
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2.4 Deep Learning Approach
Deep learning methods or approach can be categorized as follows: Supervised, semi-

supervised, or partially supervised, and unsupervised.

Supervised type of approach used a labeled data, in this algorithm, samples of data both

illicit and licit records are predetermined to train the models. Therefore, this method is used

to identify patterns that have been occurred previously. The other type of approach is,

unsupervised learning that used unlabeled data and the algorithm will find the pattern by

itself. According to (Niu, 2019), they used both types of approach for comparison study of

credit card fraud detection and the experimental results show that supervised models

perform slightly better than unsupervised models in this study.

The final approach is Semi-supervised, this approach used the combination of both

supervised and unsupervised learning. This approche used  by (Niu, 2019), for bank fraud

detection in wire transaction and it is effective in finding abnormal users with various fraud

pattern. This technique is some data is labeled while other data is not. But typically, most

data will be unlabeled. Semi-supervised learning can be used for classification, regression,

and prediction.

Figure-1: Types of Learning: (Alom, 2019)
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To realize this study, we used a supervised or labeled dataset in deep learning techniques

to detect suspicious money laundering transactions because the elliptical data set is already

having a labeled dataset as per (Weber, 2018) and this approch has various merits as we

stated on the above section 2.4

2.5 CNN

CNN is one of the most popular deep neural networks, and the name comes from

mathematical linear operation between matrixes called convolution as stated by (Albawi &

Mohammed, 2017) and it is designed for processing structured arrays of data such as Image

Classification and Segmentation, Object Detection, Video Processing, Natural Language

Processing, and Speech Recognition as clearly stated by (Khan, 2020). The architecture of

a convolutional neural network is a multi-layered feed-forward neural network, made by

stacking many hidden layers on top of each other in sequence. This sequential design that

allows convolutional neural networks to learn hierarchical features and the connectivity

pattern between neurons started by the organization of the visual cortex as (Lindsay, 2020)

paper.

CNN has the following four layers the first layer is convolution, the second is the ReLU

layer, the third layer is pooling and the fourth layer is Fully connected. Convolutional and

Fully Connected layers have parameters but non-linearity and pooling layers don’t have

parameters.

In this study, we used a Convolutional Neural Network (CNN) to detect suspicious money

laundering and it is one of the popular deep learning techniques which used for various

fields such as Image recognition and OCR, Object detection for self-driving cars, Face

recognition on social media, Image analysis in healthcare and so on. In the case of this,

different researcher proposed this technique for classification and anomaly behavior

detection. According to (Fu, 2016) they used CNN model for credit card fraud detection.

On the other hand (Lv, 2019), they used CNN model to detect fraudulent bank account and

it is not only this but other resarchers applied for different tasks to detect fraud and asper

them conclusion this technique has a good capability for classification and detection of

suspicious transactions.
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2.6 Convolutional Neural Network Layers
The CNN model contains a sequence of layers, and each layer of a Convolutional Neural

Network transforms one volume of activations to another through a differentiable function.

This model composed of the following layers such as Convolution layer, Rectified Linear

Unit (ReLU), Pooling Layer and Fully connected layer as we have stated on the below

section as (Indolia, 2018) paper.

The main building block of CNN is the convolutional layer, this layer is the first layer to

extract features from the given data and the fundamental mathematical operation to merge

sets of information have been done in this layer. Convolutional networks are merely neural

networks that use convolution in place of general matrix multiplication and contain

parameters like a filter, kernel, and so on.

The other types of layer is Rectified Linear Unit (ReLU). As (Murugan, 2017) stated that

this is an activation function defines the output of a neuron based on given a set of inputs.

This layer transform function only activates a node if the input is above a certain quantity

while the input is below zero, the output is zero, but when the input rises above a certain

threshold it has a linear relationship with the dependent variable. In this layer, every

negative value is removed and replaced by zero’s this is done to avoid the values from

summing up to zero.

pooling layer is another vital component of a convolutional neural network. As (Murugan,

2017) clarified that, it is a form of nonlinear subsampling which used to implement

reduction .This layer reduce the number of parameters, memory footprint, and amount of

computation in the network by taking the highest value and hence control over-fitting. In

the case of this, we used max pooling to to make it downsampling.

Finally, after the above layers, high-level reasoning in the neural network has been done

by fully connected layers. (C. L. Zhang, 2018) show us, The fully connected (FC) layer is

one of the most fundamental modules in CNN. It is widely used in traditional CNN models.

However, it is known that FC may cause overfitting
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Neurons in a fully connected layer have connections to all activations in the previous layer,

as seen in regular (non-convolutional) artificial neural networks We can thus compute their

activations thus refine transformation, with matrix multiplication followed by a bias offset

(vector addition of a learned or fixed bias term).

2.7 Classification
The classification problem in deep learning can be defined as the task of detecting the class

label of a given data point. For instance, suspicious money laundering transaction detection

can be identified as a classification problem. In this case, the goal is to detect whether the

given transaction is illicit or licit. As (Sokolova & Lapalme, 2009), classification is

categorized into four types they are: -

Binary classification:- refers to those classification tasks that have two class labels.

Multi-class classification:- refers to those classification tasks that have more than two

class labels.

Multi-label classification:- refers to those classification tasks that have two or more class

labels, where one or more class labels may be predicted for each sample.

Imbalanced classification: refers to classification tasks where the number of examples in

each class is unequally distributed.

Typically, imbalanced classification tasks are binary classification tasks where most

samples in the training dataset belong to the normal class and a minority of samples belong

to the abnormal class. This thesis work, deals with the binary classification problem

because (Wang, 2016) a binary-class data set, we call the data set imbalanced if the

minority class is under represented compared to the majority class.

2.8 Class imbalance problem
Most of the time, suspicious transactions detection possesses unbalanced class distribution

the problem occurs when the number of the illicit class labels is very low as compared to

the licit class label. As(Ertekin, 2007), Various real-world classification tasks, such as

medical diagnosis, text categorization, and fraud detection suffer from this phenomenon.
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Thus, Resampling approaches address this concern by modifying the class distribution to

balance the minority and majority class distribute as (Bennin, 2019).

2.9 Handling class imbalance problem
There are various approaches to handle class imbalance problem for instance resampling

approach, ensemble-based approach, and cost-sensitive learning approach can be

mentioned. This study only deals with resampling approach to give a solution for

unbalanced class distribution. Therefore, some data preprocessing task must be performed

before providing data as an input to the model. In the case of class imbalance problem,

such data preprocessing is performed at data level approach, which is called data

resampling approach.

As (Wang, 2016) stated that, standard classifiers (classifiers don’t consider data imbalance)

tend to misclassify the minority samples into majority samples when the data is

imbalanced, which results in quite poor classification performance and to curb this

problem, we used the data re-sampling technique, which can improve the classification

performance.

Re-sampling is a widely adopted technique for dealing with imbalanced datasets, and it is

often very easy to implement, fast to run, and an excellent starting point. Re-sampling

changes the dataset into a more balanced one by adding instances to the minority class or

deleting ones from the majority class, that way we build better deep learning models. The

following approaches have been done to balance the imbalance dataset.

Random Under Sampling technique: - is one of a resampling technique which used to

randomly remove instances from the majority class to balance the dataset before applying

classification technique as stated by (Kaur & Gosain, 2018). It is best to implement when

the size of the dataset is huge and reducing the majority samples can greatly boost the

runtime and reduce the storage troubles.
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Figure-3:  Under Sampling Technique (Shakya, 2018)

One of the disadvantages of using this technique is losing some important information.

Therefore, to solve this problem we used another type of resampling techniques.

Oversampling technique:- is another type of technique which used to balance the data

distribution by applying the opposite or reverse of under-sampling methods. In random

oversampling method, existing minority samples are replicated in order to increase the

size of a minority class (Shelke, 2017). One of the main advantages of using oversampling

technique is that, it is better to keep information.

Figure-4: Over sampling Techniques (Shakya, 2018)

Hybrid Technique:- imbalanced data has great potential to cause misclassification

because the majority data is more dominant on minority data and the results is misleading

to incorrect accuracy. Thus, to control this problem it needs another method so called
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hybrid. As (Junsomboon & Phienthrakul, 2017) stated that, this technique is combination

of SMOTE and ENN techniques or SMOTE and Tomek Links. This technique is the

combination of oversampling and under sampling technique that can solving imbalance

data cases and can improve the detection performance of accuracy. In this hybrid technique

the following techniques have been performed to balance the imbalanced data and to

enhance the accuracy of the prediction.

SMOTEENN: Synthetic minority over-sampling technique and Edited nearest neighbor

are two classic resampling algorithms. SMOTE synthesizes samples in the minority class

by linear interpolation to increase the number of samples in the minority class, while ENN

reduces the number of samples in the majority class by removing noise samples from the

majority class (Xu, 2020). ENN removes any example whose class label differs from the

class of at least two of its three nearest neighbors. The ENN method removes the instances

of the majority class whose prediction made by KNN method is different from the majority

class. ENN tends to remove more examples than the Tomek links does, so it is expected

that it will provide a more in-depth data cleaning.

SMOTE Tomek: is a hybrid sampling technique. The main idea of SMOTE + Tomek Links is

to increase minority class instances by using SMOTE algorithm to create new synthetic instances

and decrease majority class instances by using Tomek Links algorithm to eliminate some of

majority class instances (Sanguanmak & Hanskunatai, 2016). Both SMOTE and Tomek Link

removal approach can be applied for balancing the class distribution. In this process, the

original training dataset is first oversampled using SMOTE, and then Tomek Link removal

is applied to the resulting dataset producing a balanced dataset.

Figure-5: Hybrid Techniques (Shakya, 2018)
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Random Under sampling :- used for randomly eliminating most data samples from the

dataset to make balance the imbalance dataset. This technique is popular when we are using

a huge amount of training datasets. By removing the frequency of majority samples, it

improves the runtime and reduces the storage troubles. As (Ganganwar, 2012), the main

drawback of under-sampling is that potentially useful information contained in these

ignored examples is neglected. There many ways attempt to improve upon the performance

of random sampling, such as Tomek links, Condensed Nearest Neighbor Rule and One-

sided selection etc.

Random Oversampling:- used to randomly replicate the minority samples to balance the

imbalanced dataset. Unlike random under sampling, this approach does not lead to

information loss. However, there’s a high possibility of overfitting the data since it

replicates the minority samples. As per (Ganganwar, 2012) description, since this method

replicates existing examples in the minority class, overfitting is more likely to occur while

excessive under sampling can affect the loss of some important information contained in

the dataset therefore other techniques are needed to curb this problem.

Synthetic Minority Oversampling Technique (SMOTE) is a well-known preprocessing

approach for handling imbalanced datasets, where the minority class is oversampled by

producing synthetic examples in feature vector rather than data space(Hussein, 2019).

SMOTE faced to two major problems: noise and borderline examples. In the case of this it

needs other techniques to eliminate the problem. According to this we apply two types of

techniques to give a solution for this problem such as SMOTEENN and SMOTE Tomek.

Depending upon the amount of oversampling required, the nearest neighbors of minority

samples are randomly selected (Shakya, 2018).

Tomek links are pairs of very close instances that belong to different classes. They’re

samples near the borderline between classes. By removing sampling of the majority class

of each pair, we can increase the space between the two classes and move toward balancing

the dataset by deleting those points.

NearMiss under sampling algorithm is a family of undersampling strategies which

choose the samples of majority class based on their distance to the minority class (Pang,



- 25 -

2021). Basically, the nearmiss algorithm will include the following points such as:  1st,

calculating the distances between all instances of the majority class and the instances of

the minority class. 2nd, k instances of the majority class that have the smallest distances to

those in the minority class are selected to be retained. 3rd finally if there are n instances in

the minority class, NearMiss will result in k × n instances of the majority class.

Under Sampling with edited nearest neighbor:- the ENN technique is proposed by

(Gyamfi & Abdulai, 2019), to remove instances from the majority class whose class label

is different from the class label of at least two of its three nearest neighbors. To mean this,

removing samples which do not agree with their neighborhood. The main purpose is,

increasing the classification accuracy of minority instances rather than majority by

removing both the noisy examples as borderline examples and by providing a smoother

decision surface.

Under Sampling with Neighbor Hood Cleaning:- the Neighbor Cleaning Rule (NCL)

projected by (Laurikkala, 2014), it deals with the majority and minority samples separately

when sampling the datasets and it improv the ENN method of the two-classes problems in

the following way:

First, the chosen instance is removed when the instance is a member of the majority class

and the classification given by its three nearest neighbors is the opposite of the class of the

chosen instance.

Second, the nearest neighbors that belong to the majority class are removed when an

instance belongs to the minority class and it’s misclassified by its three nearest neighbors.

ADASYN Over Sampling Algorithm:- can self-decide the number of artificial data

samples that are required to be produced for minority class. They also investigated that

ADASYN not only provided a balanced data distribution but also forced the learning

algorithm to focus on complex samples in the dataset (Amin, 2016).

2.10 Evaluation Metrics
Evaluation metric plays a critical role in achieving the optimal classifier during the

classification training (Hossin & Sulaiman, 2015). Accuracy is one of the metrics for
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evaluating classification models and this technique is used by various researcher to

measure the accuracy of the imbalanced data classification. According to (Burnaev, 2017),

they used accuracy to measure imbalanced data classification. On the other side, using

accuracy has its own side effect when the dataset is imbalanced. As per (Kuncheva, 2019),

handling imbalanced data sets is difficult because traditional classifiers are designed to

maximize a global measure of accuracy, which often results in the minority class being

ignored. In addition to this, (Cervantes, 2013) clarified that, the classification accuracy is

poor because the learning systems require balance data and the algorithms do not consider

the classes distribution. Even so, classifier training algorithms work better when the classes

are balanced. In the case of this, minority class are not ignored in this work and to balance

the imbalance data, we applied various techniques as we stated on section 2.9.

Accuracy=

TP = True Positives

TN = True Negatives

FP = False Positives

FN = False Negatives
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Chapter 3 Research Methodology

3.1 Proposed Model
CNN is constructed from multiple layers and in this work, we used the following layers

such as:-

Convolution layer: - is the first layer in CNN and we used the following parameter to

extract features from the given input. The first convolution filter size =32, kernel size = 2

and the second convolution filter size=28 and kernel size=3 we did this by try and error

and finally we can get a better extracted feature.

Batch normalization: - we used this layer to normalize the output of the previous layers

and It applying a transformation that maintains the mean activation close to 0 and the

activation standard deviation close to 1.

Max-polling layer: - we used this layer to reducing the size of feature maps and the pool

size that we used is 2 to determine dimensions of the pooling regions and to solve

overfitting problem.

Regularization technique: - we applied two types of regularization technique such as L2

regularization and Dropout to avoid overfitting problem. For L2 regularization we used

default value and the value is L2=0.01 to apply penalties on layer parameters or layer

activity during optimization. For dropout we used 0.2 (20%) of neurons are randomly

neglected during training time and this regularization technique give us a good result. This

means that their contribution to the activation of downstream neurons is temporally

removed on the forward pass and any weight updates are not applied to the neuron on the

backward pass.

Flatten layer we used this layer to convert the data into a 1-dimensional array for inputting

it to the next layer.

Activation Function we used two types of activation function the first is ReLU and the

second is Sigmoid. We used ReLU to eliminate vanishing gradient problem and allowing

the models to learn faster and perform better. On the other hand, we used Sigmoid



- 28 -

activation function in the dense layer to convert a real value into one that can be interpreted

as a probability.

Epochs: we used 10 epochs for undersampling methods and 15 epochs for oversampling

methods because the content of the sampled dataset is different during undersampling and

oversampling. During under sampling technique, much of data are removed from the

majority class and when we used epochs morethan 10 the model is prone to overfitting and

during oversampling technique much of data are added in to the minority class by

replicating the existing data or producing the new synthetic one to balance the imbalanced

class and the content of sampldata are increased because the minority samples are

increased. Thus, when we used more than 15 epoch the model faces overfiting problem.

According to this, both epochs provide the best result and the epoch is determine using trial

and error in python program.

For optimization purpose we used Adam optimizer due to combination of the best

properties of the AdaGrad and RMSProp algorithms to provide an optimization algorithm

that can handle sparse gradients on noisy problems. The default learning rate is 0.001 but

I got the best result using 0.0001.

Generally, the convolution neural network has achieved state-of-the-art performance in

many computer vision applications e.g., classification, recognition, detection, etc.

However, the global optimization of CNN training is still have a problem. In the case of

this, fast classification and training play a key role in the development of the CNN.

According to this, we used the following flow chart to train the CNN model with a little bit

modification because, (Fu, 2016) clarified that, the training part is offline and the prediction

part is online but when we come to our work training and classification have been done

through the given offline dataset.
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Figure- 8: The illustration of suspicious Money laundering detection system (Fu, 2016)

3.2 Dataset Description
Datasets are an important part of the field of deep learning but gathering real data is one of

the cumbersome tasks in most research areas, especially when the data has related to

financial transactions because disclosing customer data is strictly forbidden in any financial

industries due to the secrecy of customer information. In the case of this, we will use an

Elliptical synthetic data set that has been prepared based on real data (Weber, 2018). This

dataset was released at Kaggle in 2019, a community of data scientists and machine

learners. This dataset was prepared based on Bitcoin transactions with the combination of

two categories licit categories (exchanges, wallet providers, miners, licit services, etc.)

versus illicit ones (scams, malware, terrorist organizations, ransomware, Ponzi schemes,
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etc.). In this dataset, there are 203,769 transaction with 166 features associated with each

transaction. Due to intellectual property issues, the authors couldn’t provide an exact

description of all the features in the dataset. There is a time step associated with each node,

representing a measure of the time when a transaction was broadcasted to the Bitcoin

network. The time steps, running from 1 to 49, are evenly spaced with an interval of about

two weeks. Each time step contains a single connected component of transactions that

appeared on the blockchain within less than three hours between each other; no edges are

connecting the different time steps.

The first 94 features represent local information about the transaction – including the time

step described above, the number of inputs/outputs, transaction fee, output volume and

aggregated figures such as average BTC received (spent) by the inputs/outputs and the

average number of incoming (outgoing) transactions associated with the inputs/outputs.

The remaining 72 features are aggregated features, obtained using transaction information

one-hop backward/forward from the center node - giving the maximum, minimum,

standard deviation, and correlation coefficients of the neighbor transactions for the same

information data (number of inputs/outputs, transaction fee, etc.).

In this dataset, the dataset provider prepared two percent (4,545) of the dataset are labeled

class1 (illicit). Twenty-one percent (42,019) of the datas are labelled class2 (licit). The

remaining transactions are not labeled concerning licit versus illicit but have other features.

Class imbalanced datasets occur in many real-world applications where the class

distributions of data are highly imbalanced. As we have seen from the below graph, the

class distributions are imbalanced. In the case of this (Somasundaram, 2016) stated that,

the classifier gets insufficiently trained and hence provide inaccurate predictions.

The illicit class is highly dispersed, as we have seen from the below graph and to give a

solution for this problem, we applied various technique. On the other hand, all class data

distributions it looks likes the below graph. The below graph showed us, the number of

class in combination with number of transactions.
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Figure-9: Unknown, Licit verses Illicit graph with values

As we have seen from the above figure the number of unknown transactions is 157205,

illicit transactions are 4545 and the Licit transactions are 42019, to mean this the class

distributions are high imbalanced. Therefore, data resampling is needed to give a solution

to this problem data resampling approach is needed to balance the imbalanced data.

Figure-10: Licit verses Illicit graph

.
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Variable Description in the Dataset

Variable Type Description
txId Int64 Transaction Amounts
time_step Int64 Time elapsed between each transaction and the first transaction
…. ….
…. ….
…. ….
…. ….
Class Int64 The response variable (1=Illicit and 2=Licit)

Table-2: Variable Description

Before going into the implementation part, data analysis is better to visualize the data.

According to this, we are using correlation analysis to see the mutual relationship between

the variables. Correlation analysis is a statistical technique used to evaluate the strength of

the relationships between two quantitative variables. A high correlation means that two or

more variables have a strong relationship with each other and it has a more significant

impact during the training phase. The correlation matrix of this data set looks like in the

below figure.

Figure-11: Data Correlation
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In correlated data, the change in the magnitude of 1 variable is associated with a change in

the magnitude of another variable, either in the same (positive correlation) or in the

opposite (negative correlation) direction. Both correlation coefficients are scaled such that

they range from –1 to +1, where 0 indicates that there is no linear or monotonic association

and as we have seen the above picture the blue line show us there is a positive correlation

between the data because the correlation confficent is +1.

3.3 Data splitting

Data splitting for training and testing is one of the crucial part to evaluating the proposed

models. (Gholamy, 2018), Empirical studies show that the best results are obtained if we

use 20-30% of the data for testing, and the remaining 70-80% of the data for training. In

the case of this, many researcher splitting the dataset randomly (van Rosendael, 2018), for

training set (80%),  for  testing set (20%) and they can get greate accuracy. It is not only

this, (Hemdan, 2020) used 80-20% for experiments and evaluation of the COVIDX-Net.

In the case of this, we split the entire dataset into 80-20% for training and testing.

Figure-12: Data Splitting

3.4 Regularization techniques

One of the main problems in CNN is overfitting because (Li, 2019) small amounts of

training data is available, overfitting can become a critical issue or CNNs may memorize

specific patterns of the training data, leading to poor generalization at test time. To curb

this problem, we used different techniques such as: L1, L2 and Dropout regularization.

Elliptical Dataset

20%   for80% for
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L1 and L2 regularization techniques are the most important regularization techniques

which makes slight modifications to the learning algorithm such that the model generalizes

better and controlling overfitting problem. These update the general cost function by

adding another term known as the regularization term.

Cost function = Loss (say, binary cross entropy) + Regularization term

Due to the addition of this regularization term, the values of weight matrices decrease

because it assumes that a neural network with smaller weight matrices leads to simpler

models. Therefore, it will also reduce overfitting to quite an extent. However, this

regularization term differs in L1 and L2. As (Phaisangittisagul, 2016) stated that,

overfitting still remains one of the major challenges to overcome in machine learning

research community. Several approaches have been proposed to mitigate this problem. A

widely used method is to add a regularization term to an error function so that the total

error function is minimized in the following form.

where W is neural network parameters. LT (W) is a total loss function and λ is a

regularization parameter that controls the tradeoff between LD(W) and LW (W). LD(W)

is a sum-of-squares error function between the target output, y(i) and the network output,

h(x(i) ;W)

L2 Regularization

Here, lambda is the regularization parameter. It is the hyperparameter whose value is

optimized for better results. According to (Ying, 2019), L2 regularization is also known as
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weight decay this approach makes the networks prefers to learn features with small

weights. To mean this, it forces the weights to decay towards zero (but not exactly zero).

L1 Regularization

In this regularization technique, to minimize the cost function, we need to set the weights

of some features to be zero (Ying, 2019). Unlike L2, the weights may be reduced to zero

here. Therefore, it is very useful when we are trying to compress our model. Otherwise, we

usually prefer L2 over it.

According to (Gu , 2006), Droopout is a recently proposed regularizer to fight against over-

fitting. It is a regularization method that stochastically sets to zero the activations of hidden

units for each training case at training time. The goal of dropout is, reducing unnecessary

feature dependencies in the network, allowing it to be simpler and improves its

generalization abilities (reduces overfitting). In simple terms, Dropout randomly selects

some nodes and removes them along with all their incoming and outgoing connections as

shown below.

Figure-13: Dropout Regularization(Ikasari, 2016)
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3.6 Training and testing phase
After re-sampling the dataset for the proposed model, we set a value for Dropout

respectively, and then we passed the re-sampled training set to each model as the training

data. Thus, the models learned different patterns in the re-sampled training data. Then, we

used the test set, which we separated before while splitting the whole dataset, to test the

performance of the model.

3.7 Performance evaluation of the proposed model
The last step of the detection process is the performance evaluation of the model. In this

thesis, we evaluated the performance of the models using different resampling and

regularization techniques. Finally, the result of each technique described on next chapter.
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CHaPTETR 4 Experment Result

4.1 Without Resampling and Regularization

Before we applied the selected resampling and regularization technique, we feed the

imbalanced data to the proposed model to see the difference between the model with and

without regularization and resampling techniques. To train this model, we used 10 epochs.

when the number of epochs is more than ten it  prone to overfitting and the third epochs

have better result than other epochs and can generate 36, 833 total parameters and all

parameters are properly trained. Therefore, the untrained parameters of this model are zero.

We used 37,251 samples for training purpose and 9,313 samples are for validation purpose

and to compile this model, we used (Kingma & Ba, 2015) Adam, it is an adaptive learning

rate optimization algorithm that’s has designed specifically for training deep neural

networks and we used 0.0001 for learning rate and we can get a better result instead of the

default, for loss function we used binary Cross-entropy to measures the performance of a

classification model whose output is a probability value between 0 and 1. For metrics

purpose, we used accuracy as we stated on section 2.10. We used Verbose = 1 to check

over fitting, to display progress bar and one line per epoch.

Table-3:  Accuracy Result Without Resampling and Regularization

The below image showed us, the training accuracy is more closest to the validation

accuracy rather than others. To mean this, the overfitting and underfitting problem in this

epochs are very less but the accuracy need further improvment.

Without Resampling and Regularization
Training
Sample

Validation
sample

Proposed
Technique

Total
Epoch
(10)

T.Accuracy
Validation

loss

Model accuracy Validation
Accuracy

37,251 9,313 Only CNN
model

Best
epoch
is 3

0.1257 0.9615
(96.15)

0.9160
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Figure-14: Best Training Accuracy and Validation Accurac at epoch 3.

The below graph showed us, the training accuracy progress is very good when we

compare with the validation accuracy and in epochs 3 overfitting and underfitting

problems can be minimized.

During training time there is a model loss as we have seen from the below dipicte graph.

Figure-15: Model Accuracy and Loss Without Resampling and Regularization
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4.2 Under sampling
As we described before, the imbalance data should be a balance to control overfitting in

the case of this, various types of techniques have been applied in under-sampling

techniques, for instance, Random under-sampling, Near Miss Under-sampling, Tomek

Links under-sampling, Under-sampling with Edited Nearest Neighbor Rule, Under-

sampling with Neighborhood Cleaning Rule. Under-sampling methods delete instances

from the over majority class in different ways. The most obvious way is to do delete

instances randomly to make it balance the imbalanced as we have seen from the below

figure.

Figure-16: Random Under Sampling

This balanced dataset is given to the proposed model and various types of regularization

techniques are incorporated to curb overfitting and under fitting problems such as L2

regularization and dropout. During the training period of time we used 10 epochs and epoch

10 have a better result in terms of overfitting and underfitting management but the detection

performance accuracy is very small (90.94) in the case of this, another techniques are

needed. Using this epochs we can get 6,881 parameters and all parameters are trained. We

used 8,144 samples for training purpose and 9,313 for validation one. Thus, the rest

techniques are the same as to the previous one for instance learning rate, loss function,

performance metrics and verbosity.
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As we have seen from the below result epoch 10 training accuracy is more closest to

validation accuracy from all epochs. To mean this, overfitting and underfitting hav been

rectified a littlebit.

Table-4: Random Under Sampling Result

Figure-17: Best Training Accuracy and Validation Accuracy at epoch 10.

The below graph showed us the training and validation accuracy can goes parallelly with

a little bit difference. Therefore, to improve the performance of the accuracy and we need

a similar techniques that can curb this problem.

Random Under Sampling
Training

Sample
Validati
on
sample

Proposed
Technique

Total
Epoch
(10)

T.Accuracy
Validation

loss

Model
accuracy

Validation
Accuracy

8,144 9,313 Random Under
sampling

Best
Epoch is
10

0.3276 0.9116
(91.16)

0.9033
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As we have seen from the below graph, the loss of accuracy is less than the loss of

validation.

Figure-18: Model Accuracy and Loss for Random under Sampling

4.1.1 Near Miss Under-sampling

Near Miss under-sampling is a kind of under-sampling technique which used to control

overfitting and underfitting by solve the issue of potential information loss based on the

nearest neighbor algorithm. This data is give to the proposed model and the model have

been trained by 7, 535 trainable parameters. In addition to this, for training purpose we

used 37,251 samples and for validation purpose we used 9,313 samples. According to the

generated result epoch 6 has 0.9701 training accuracy and 0.97 for validation accuracy to

mean this, controlling overfitting and underfitting problem can be managed properly on

theis state. On the other hand various techniques have been applied just like the previous

one for instance learning rate, loss function, performance metrics and verbosity.

Table-5: Near Miss Under Sampling Result

Near Miss Under-Sampling
Training
Sample

Validation
Sample

Proposed
Technique

Total
Epoch
(10)

T.Accuracy
Validation

loss

Model
accuracy

Validation
Accuracy

37251 9,313 Near Miss Under

sampling

The best
epoch is
6

0.1127 09701
(97.01)

0.1420
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As we have seen from the below result, epoch 6 has a better result than other epochs

because the training accuracy and the validation accuracy is almost the same.

Figure-19: Best Training Accuracy and Validation Accuracy at epoch 6.

The below graph showed us the training accuracy and the validation accuracy almost the

same but the it needs another technique that can improve the performance of accuracy.

The below graph showd us, the loss of the Training accuracy and validation accuracy of
the proposed model loss.

Figure-20: Model Accuracy and Loss for Near Miss under Sampling
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4.1.2 Tomek links Under sampling

Tomek link under sampling removal is another type of data resampling techniques and the

data prossesed by this technique is given to the proposed model. This model contain 41,025

parameters and all parameters are trained with out any remender. The epochs that we used

for this training is 10 and 37,080 samples of dtas are for training purpose and 9,313 samples

are for validation one. To control overfiting we used dropout (0.2) and L2 regularization.

Epoch 2 has the best result in terms of overfitting and underfitting from the rest of nine

epochs and the performance accuracy is 0.9634 to mean this it needs another technique that

can increase the performance of the model in combination with controlling over and

underfitting problem.

Table-6: Tomek Links Under-Sampling Result

Training accuracy and validation accuracy are the same on epoch 2 this endicates that

overfiting and underfitting problems are conmpletly solved on this state.

Figure-21: Best Training Accuracy and Validation Accuracy at epoch 2.

Tomek Links Under-Sampling Result
Training
samples

Validation
samples

Proposed
Technique

Epoch T.Accuracy
Validation

loss

Model
accuracy

Validation
Accuracy

37,080 9,313 Tomek Link

Under sampling

10 0.1749 0.9634
(96.34)

0.9634
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The below graph showd us, the loss of the Training accuracy and validation accuracy of

the proposed model loss.

Figure-22: Model Accuracy and Loss for Tomek Links Under-Sampling.

4.1.3 Under-sampling with Edited Nearest Neighbor Rule

This technique is classified in under resampling technique which used to mitigate over and

under fitting problem like the above technique. In this technique we used majority sampling

stratagy to train the data. The proposed model contains 35,521 trainable parameters within

10 epochs and the best epoch is epoch 2 because the difference between training accura

and valdation accuracy is very narrower. we used 35,489 samples to train the data and

9,313 samples are used for validation purpose. In addition to this, regularization techniques

have been applied.

Table-7: Under-Sampling with Edited Nearest Neighbor Rule Result

Training accuracy is closest to validation accuracy within epoch 2 from other epochs as we

have seen from the below image.

Under-sampling with Edited Nearest Neighbor Rule
Training
samples

Validation
samples

Proposed
Technique

Total
Epoch
(10)

T.Accuracy
validation

loss

Model
accuracy

Validation
Accuracy

35,489 9,313 Edited Nearest

Neighbor Rule

10 0.1749 0.9557
(95.57)

0.9576



- 45 -

Figure-23: Best Training Accuracy and Validation Accuracy at epoch 2.

The model accuracy graph showed us, the accuracy and the validation accuracy.

The below graph illustrate the loss of model accuracy and model validation.

Figure-24: Model Accuracy and Loss for Edited Nearest Neighbor
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4.1.4 Under-sampling with Neighbor hood Cleaning Rule

We used this technique to resample the majority class of undersampling and to train this

model we used 24,065 parameters and all parameters are trained with 10 epochs and epoch

3 has a better result interms of controlling overfitting and under fitting because the

difference between the two accuricies are very small when we compare to the other one

but the higest accuracy is generated on epoch 10 and the result is 0.9796. for training

purpose we used 35,701 and for validation purpose we used 9,313 samples and various

types of regularization techniques have been applied for instance dropout 0.4 and for

kernel regularizer we used L1 regularization technique.

Table-8: Under-sampling with Neighborhood Cleaning Rule

As we have seen from the below graph, epoch 3 is better than from the rest of epochs.

Figure-25: Best Training Accuracy and Validation Accuracy at epoch 3.

The below graph showed us, the model accuracy of the proposed model.

Under-sampling with Neighborhood Cleaning Rule
Training
samples

Validati
on
samples

Proposed
Technique

Total
Epoch
(10)

T.Accuracy
Validation
loss

Model
accuracy

Validation
Accuracy

35,701 9,313 Neighborhood Clea

ning Rule

10 0.1707 0.9666
(96.66)

0.9635
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The model loss during the training period is depicted under the below graph.

Figure-26: Model Accuracy and Loss for Neighbor hood Cleaning Rule

4.2 Over sampling

Over sampling is another way of resampling techniques under this technique various types

of resampling techniques are included such as Random over sampling, SMOTE over

sampling, ADASYN oversampling, hybrid oversampling (the combination of under

sampling and oversampling) have been applied as we have seen from the below section.

4.2.1 Random Over Sampling

This is one of the resampling techniques that can over-sampling the dataset by duplicating

some of the original samples of the minority class. To train the model we used 24,065

parameters and all parameters are properly trained without any reminder within 10 epochs.

Epoch 10 has a better performance when we compare to the rest of epochs to combat over

and under fitting problem in colabration with regularizer techniques forinstance we used

kernel regularizer L1 instade of L2 because of best performance. In addition to this we used

dropout 0.2 to reduce overfitting. For training purpose we used 66,358 training sample and

for validation purpose is 9,313.
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Figure-27: Random Over Sampling

Table-9: Random Over Sampling Result

Epoch 10 is better than other epochs as we have seen from the below depicted graphs

because the difference between the validation accuracy and training accuracy relatively

beter than others.

Figure-28: Best Training Accuracy and Validation Accuracy at epoch 10

The below model accuracy graph showed us, how the training accuracy and validation

accuracy are goes side to side during the training time.

Random Over Sampling
Training
samples

Validati
on

samples

Proposed
Technique

Total
Epoch

(10)

T.Accuracy
Validation

loss

Model
accuracy

Validation
Accuracy

66,358 9,313 Random Over      S

ampling

10 0.1188 0.9661
(96.61)

0.9534
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The below graph showed us, the model loss during the training time.

Figure-29: Model Accuracy and Loss for Over Sampling

4.2.2 SMOTE over Sampling

SMOTE is a kind of resampling techniques which might connect inliers and outliers. To

applaied this techniques we used 24,065 parameters to train the model. In this model

various types of regularization techniques are applied for instance kernel regularizer and

dropout can be mentioned with in 10 epochs. Epoch 10 has the higest accuracy when we

compare to others in terms of controlling over and under fitting problem. For training

purpose we used 66,358 samples and for training purpose is 9,313. For regularization we

used L1 kernel regularizer and dropout 0.2
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Table-10: SMOTE Over Sampling Result

As we have seen from the below figure there is a little bit difference between training

accuracy and validation accuracy that indicates overfitting.

Figure-30: Best Training Accuracy and Validation Accuracy at epoch 10

The model accuracy graph showed us, how the training accuracy and validation accuracy

are ploted on the proposed SMOTE over sampling techniques.

During the training the traing phase there is the traing model loss as we have seen from the

below depicted graph.h

SMOTE Over Sampling
Training
samples

Validati
on

samples

Proposed
Technique

Total
Epoch

(10)

T.Accuracy
Validation

loss

Model
accuracy

Validation
Accuracy

66,358 9,313 SMOTE Over

Sampling

10 0.0730 0.9774
(97.74)

0.9627
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Figure-31: Model Accuracy and Loss for SMOTE Sampling

4.2.3 ADASYN Over Sampling

This resampling technique derived from SMOTE and the main difference is that ADASYN

will bias the sample space (that is, the likelihood that any particular point will be chosen

for duping) towards points which are located not in homogenous neighborhoods. We used

this technique to train the proposed model by feeding 57,025 trainable parameters with out

any remainder. In addition to this, we used 15 epochs and epoch 15 has the best

performance accuracy instade of others and 66,295 samples of datas are feed to the

proposed model and 9,313 samples are for validation and for regularization techniques we

used L2 kernel regularizer and dropout.

Table-11: ADASYN Over Sampling Result

As we have seen from the below image epoch 15 is better than from other epochs in terms

of training accuracy with validation accuracy and training loss with validation loss.

ADASYN Over Sampling
Training
samples

Validati
on

samples

Proposed
Technique

Total
Epoch

(15)

T.Accuracy
Validation

loss

Model
accuracy

Validation
Accuracy

66,295 9,313 ADASYN over Sa

mpling

15 0.0478 0.9887
(98.87)

0.9566
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Figure-32: Best Training Accuracy and Validation Accuracy at epoch 15

The following grap showed us, the model accuracy and validation accuracy of the

proposed model within the predefined epoch.

The below graph showed us, the model training loss and validation loss on the predefined

epochs.

Figure-33: Model Accuracy and Loss for ADASYN Sampling
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4.2.4 Hybrid (combination of over sampling and Under sampling techniques)

4.2.4.1 SMOTETomek
SMOTETomek: is the combination of under sampling and over sampling techniques

which used to control overfitting. We applied this technique on the proposed model and to

train this mode we feed 19,905 trainable parameters and all parameters are properly trained

without any remainedr and 57,850 samples of data are applied for traing purpose and for

validation purpose we used 13,970 with in 15 epochs and the best epoch is from epoch 1

up to epoch 5 in terms of controlling overfitting and under fitting but the higest

performance accuracy is epoch 15. In addition to this we used a regularization techniques

so called L2. kernel regularization and dropout.

Table-12: SMOTETomek Result

. As we have seen the below image epoch 15 is better than from other epochs in terms of

training accuracy.

Figure-34: Best Training Accuracy and Validation Accuracy at epoch 15

As we have seen the below graph, from epoch 1 up to epoch 6 has a good result to combat

overfitting and underfitting problem but the higest performance accuracy is stated on epoch

15.

Hybrid Over Sampling
Training
samples

Validati
on

samples

Proposed
Technique

Total
Epoch

(15)

T.Accuracy
Validation

loss

Model
accuracy

Validation
Accuracy

64,281 16,071 SMOTETomek 15 0.0455 0.9871
(98.71)

0.9655
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The below graph showed us, the proposed model of training loss and validation loss on the

predefined epochs.

Figure-35: Model Accuracy and Loss for SMOTETomke

4.2.4.2 SMOTEENN

This is another types of hybrid resampling technique which used to control overfitting by

using Edited Nearest Neighbors Rule. We applied this technique on the proposed model to

combat overfitting in the case of this we used 63,648 samples for traing purpose and 9313

samples for the case of validation. We used 15 epoch and the best epoch to control

overfitting is epoch 15. In addition to data resampling technique we used L2 data

regularization technique.
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Table-13: SMOTEENN Result

As we have seen the below image epoch 15 is better than from the rest of epochs in terms

of training accuracy result

. Figure-36: Best Training Accuracy and Validation Accuracy at epoch 15

As we have seen from the below graph, this technique is better than other techniques

interms of controlling overfitting problem and accuracy performance result.

Hybrid Over Sampling
Training
samples

Validati
on

samples

Proposed
Technique

Total
Epoch

(15)

T.Accuracy
Validation

loss

Model
accuracy

Validation
Accuracy

64,281 16,071 SMOTEENN 15 0.0455 0.9893
(98.93)

0.9808
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Figure-37: Model Accuracy and Loss for SMOTEENN
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Table-14: Summerized Results

As we have seen from the above table, various types of techniques are applied to detect

illicit transactions and controlling overfitting and underfitting problem that has been occurd

due to imbalanced dataset. The tchniques have been classified and applied in to two parts,

the first part contain Random under sampling, Nearmiss undersampling, Tomek Link Under

sampling,  Edited Nearest Neighbor Rule, and Neighborhood Cleaning Rule.

Therefore,Nearmiss under sampling technique perform a great result than other techniques

in terms of performance accuracy, controlling overfitting and underfitting problem.

All techniques result on the proposed model
Training
Sample

Validation
sample

Proposed
Technique

Total
Epoch
(10/15)

T.Accuracy
Validation
loss

Model accuracy Validation
Accuracy

37,251 9,313 Only CNN mo
del

Best  e
poch is
3

0.1257 0.9615
(96.15)

0.9160

8,144 9,313 Random Und-
er sampling

Best Ep
och is 1
0

0.3276 0.9116
(91.16)

0.9033

37251 9,313 Near Miss
Under samp
ling

The bes
t epoch
is 6

0.1127 09701
(97.01)

0.1420

37,080 9,313 Tomek Link
Under sampli
ng

The bes
t epoch
is 10

0.1749 0.9634
(96.34)

0.9634

35,489 9,313 Edited Neares
t Neighbor
Rule

The bes
t epoch
is 10

0.1749 0.9557
(95.57)

0.9576

35,701 9,313 Neighborhood
Cleaning Rule

The b
est epo
ch is 10

0.1707 0.9666
(96.66)

0.9635

66,358 9,313 Random Over
Sampling

The bes
t epoch
is 10

0.1188 0.9661
(96.61)

0.9534

66,358 9,313 SMOTE Over
Sampling

The bes
t epoch
is 10

0.0730 0.9774
(97.74)

0.9627

66,295 9,313 ADASYN
over Sampling

The bes
t epoch
is 15

0.0478 0.9887
(98.87)

0.9566

57,850 9,313 SMOTTOME
K

15 0.0455 0.9871
(98.71)

0.9655

64,281 16,071 SMOTEENN 15 0.0455 0.9893
(98.93)

0.9808
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The second part, contain Random Over Sampling, SMOTE Over Sampling, ADASYN over

Sampling and Hybrid over Sampling are included and the best result performed by Hybrid

over sampling because theis techniques used the combination of the two class, to mean this

it use under sampled and over sampled data.

Finally in this study, the Nearmis under sampling technique has better to control overfitting

and underfitting but it has a low performance when we compare to the hybrid one. On the

other way a hybrid approach has a good performance accuracy in terms of increasing

performance accuracy and controlling over and underfitting problem.
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Chapter 5 Conclusion and Future Works

5.1 Conclusion

Money laundry is a serious world wide criminal activity and can be easly operated in

three stages according to this it is very difficult to easily detect the laundred transaction

specially when the dataset is imbalanced. The main contribution of this paper is,

increasing the performance accuracy of the detection level by compairing various data

resampling technicque such as undersampling, oversampling and hybrid techniques. In

addition to this, various regularization technique has been done to enhance the learning

capability of the model and which resampling and regularization technique can increase

the performance accuracy of the detection level is clearly stated.

To facilitate this study, we used an Elliptical dataset that has been provided by the weber,

which contains Bitcoin transactions data. This dataset is the world’s largest labelled

transaction data set publicly available in 2019 from any cryptocurrency. This dataset

contains 203,769 transactions from this amount 4545 are illicit and 42019 are Licit. The

dataset is highly imbalanced when we compare both class.

When we feed an input data of a highly unbalanced class distribution to the model, the

model tends to be biased towards the majority samples. As a result, it tends to

misrepresent an ilicit transaction as a licit transaction. To tackle this problem, we

implemented regularization techniques such as dropout, L1 and L2 kernel regularizer

and in data- level approach which includes various resampling techniques namely,

random under sampling, Tomek links removal, random oversampling, Synthetic

Minority Over-sampling Technique (SMOTE) and a hybrid resampling. Then, we

analyzed all techniques using CNN model. The comparison results revealed that the

Nearmiss under sampling technique is better interms of controlling overfitting and

underfitting but has less performance accuracy (97.01) on the other hand Hybrid approch

(SMOTEENN) has a greate performance accuracy (98.93) because this technique used

the combination of oversampling and undersampling techniques and can easly

monitoring overfitting problem.
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5.2 Recommendation
To increase the capability of illicit transaction detection, class balancing is mandatory.

Therefore, anyone can start from here to completly eliminate overfitting problem using

various algorithm and technique.

For implementation purpose we used a synthetic dataset that is developed based on the

real scenario due to the lack of real data from financial intelegence unit and any one can

start from here by using our country real transaction data.

Sometimes there is result unstablity in python code output. Thus, using other tools may

increase the detection accuracy result and eliminate overfitting.
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